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1: Welcome

NOTE: The groov Box is a legacy product as of June 2021 and is not reccommended for new development. For new
industrial internet of things (lloT) projects that do not require local I/O, we recommend a groov EPIC processor
(GRV-EPIC-PRT or GRV-EPIC-PR2) on a chassis zero (GRV-EPIC-CHSO, with no I/O slots). groov EPIC has a larger form
factor and is more expensive, but it offers more RAM, groov View, more recent versions of Node-RED and Ignition
Edge® from Inductive Automation® an integral color touchscreen, and secure shell access. In addition, groov EPIC
future-proofs your lloT project with the ability to add /0, real-time control, and full Ignition.

The groov®Edge Appliance (groov Box) is an
Opto 22 internet of things (loT) and operator
interface appliance that provides
visualization, data handling, and connectivity
to automation systems, software, databases,
and devices of all kinds—all in a compact,
industrially hardened box suited to the edge
of the network.

Visualization: From pumps and processes,
to production data, to the weather, your
world is full of things you need to view,
monitor, or control. With browser-based
groov View, you can easily build an operator
interface to see and interact with exactly
what you need. Show data from sensors and
automation systems, cloud applications,
databases, web services, and more. Securely
view the interface you build on any brand |
device, from a smartphone to a computer to nition

° i 9 ONBOARD J DQ)

a web-enabled big-screen TV.
Node-RED

To build your interface, just drag, drop, and

tag. No tag limits; no user licenses required.

Set up authorized users and groups. Define events based on one or more conditions, and automatically alert
selected personnel anywhere when events occur. groov View can augment existing human-machine
interfaces (HMIs) and SCADA systems by making specific data visible to authorized users at any time and in
any location.

Data Handling: The key to loT usefulness is getting the data out of where it's trapped and into the systems
and software where it's needed. With the groov Edge Appliance, you can use standard internet and
IT-compatible tools to manipulate and move data between things in the real world and computer systems
and software on premises or in the cloud.

Key tools are built into the groov Box and ready for use: Node-RED, an loT rapid application development
environment; RESTful APIs to groov View Data Stores; and Ignition Edge® from Inductive Automation®, with

groov Box User's Guide 1
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SYSTEM REQUIREMENTS

OPC UA and MQTT. You can place the secure groov Box at the network’s edge in harsh industrial environments
and know you have the tools right there to acquire data, move it, and act on it.

Connectivity: The groov Box simplifies the connections you need to accomplish your loT goals. Connect to all
kinds of devices and systems to monitor and control them and move data between them.

«  Connect directly to Modbus/TCP devices, Opto 22 groov EPIC® processors, groov RIO units, SNAP PAC
controllers, and SNAP PAC I/O units to access their data.

«  Use Node-RED (included) to create logical flows for data. Exchange data with cloud applications, loT
platforms, on-premises databases, and external web services. Also connect to serial devices—Modbus
RTU/ASCII, weigh scales, and more—uvia a USB-to-serial converter and Node-RED.

«  Use our secure RESTful API from your database, cloud service, or business application to place data in or
read data from a groov Data Store, where you can access it for your use.

«  Connect to PLCs and PACs from other automation manufacturers using OPC UA:

—  With the internal Ignition Edge server and drivers, connect to Allen-Bradley® and Siemens® PLC
systems, plus others (requires Ignition Edge license, GROOV-LIC-EDGE).

—  With an external OPC-UA server such as Kepware Technologies’KepServerEX®, connect to any
system or database your server and drivers support.

o Publish and subscribe data from devices connected to the groov Box to brokers, using the lightweight
MQTT transport protocol. MQTT creates a high-performance communications architecture ideal for
getting the data that's trapped behind firewalls into SCADA software like Ignition Enterprise (requires
Ignition Edge license, GROOV-LIC-EDGE).

The groov Box brings data from process control, OEM machines, manufacturing and building systems, and the
internet of things (loT) to the people and systems that need it.

NOTE: The groov Box is compatible with groov EPIC, groov RIO, and the SNAP PAC System, and all can be used in
combination to meet the needs of your application.

SYSTEM REQUIREMENTS

To build operator interfaces with groov View, you'll need:

«  Any computer with a web browser (does not have to be a Windows PC; see the groov View Readme for
current browsers supported)

«  One of the following:
- groov EPIC
- groov Server for Windows
- alegacy groov Box Edge Appliance

You can connect to any of the following devices or services to get and send data:
— A Modbus/TCP device

- Adatabase, online service, or software program to get data from or put data into a Data Store using
the groov View API

- An Opto 22 groov EPIC processor or SNAP PAC controller (SNAP PAC S-series, R-series, or SoftPAC,
with firmware R9.2a or newer), running a PAC Control strategy

- AnOpto 22 groov EPIC I/O unit

- AnOpto 22 groov RIO unit

- AnOpto 22 SNAP PACI/0 unit

- (groov EPIC or legacy groov Box only) A database, cloud application, API, or serial device accessible
via a Node-RED node. (For a groov Box, see requirements in the user’s guide.)

- OPCUA-compatible automation system or equipment. Ignition Edge supplies an internal server and
drivers for groov EPIC or a legacy groov Box. An external OPC-UA server is required for groov Server;
an external server and additional drivers may be required for your equipment.

groov Box User's Guide
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CHAPTER 1: WELCOME

NOTE: Browser-based groov View software works on a large number of device/operating system/browser
combinations, including HDTVs, smartphones and tablets, and computers. Check the groov View Readme for
supported browsers for your version of groov View. If one browser is causing problems for you, try another one and

let us know what issues you've seen. For Product Support, see page 6.

EVERYTHING YOU CAN DO WITH THE groov BOX

Congratulations on choosing the groov Box! This compact industrial box is designed for harsh environments
and is ideal for industrial internet of things applications at the edge of the network. Because it includes not

only groov View but also Node-RED and Ignition Edge with MQTT, the groov Box gives you the modern tools
you need to make your loT projects a reality.

The diagram below illustrates how data can move easily between the devices and software at the top, and the
industrial systems and equipment at the bottom. You can use the open standards and methods that work
best for your skills and situation: groov devices and tags, tags in Ignition Edge, and nodes in Node-RED flows.
(You'll need a groov Edge license to fully use Ignition Edge for OPC UA and MQTT.) With all these tools in the
same box, configuration and security are simplified.

Web & Mobile

Operator Interfaces

On Premises

===

groov View
©)

HTTPS

Internal Devices

groov View data stores

External Devices

groov EPIC processors
and groov RIO units
SNAP PAC controllers
and 1/0 units
Modbus/TCP devices
OPC UA servers

Applications
x| N
{RESTfuUr API}
HTTPS MQTT

o Z
IgnitionEDGE:

Configured Tags
n MATT
Sparkplug

Y

Re@ ®
SR
UNIFIED ARCHITECTURE
Allen-Bradley
Siemens
Modbus TCP
Modbus RTU over TCP
Opto 22 SNAP PAC

Cloud
Applications

«»‘;3 IBM Bluemix

N Azure

amazon

web services

)
MQTT Broker W URoEReRounD

il Microsoft {REsTﬁ{('API}

HTTP/S, MQTT

Node-RED

S —
—

Ignition nodes

groov View nodes

e

Control nodes

Core & 3rd-party nodes

groovEPICand  SNAP PAC Controllers
groov RIO units

and 1/0 Units

Modbus/TCP
Devices

External OPC UA
Servers

BACNet Devices

Siemens S7
PLCs

Allen-Bradley
PLCs
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GROOV BOX COMMUNICATIONS

groov BOX COMMUNICATIONS

groov uses standard computer networks and protocols. The unit communicates with computer networks over
a standard 10/100/1000 Mbps Ethernet network. For use on a wireless network, you must purchase and install
a USB WiFi adapter that has been tested and approved by Opto 22. For more information, see Appendix C:
Installing an Approved USB WiFi Adapter.

With two independent wired Ethernet network interfaces plus an optional independent wireless interface, the
unit gives you the flexibility to monitor devices in hard-to-reach areas and to set up networking suited to your
business.

In addition, you can use your groov Box as an access point in order to create a private wireless network with
WPA2-PSK security. This is particularly useful for connecting a phone or tablet to groov View when there is no
other wireless network available. SoftAP can be used by any WiFi-capable device. Your groov Box can be
connected to either a wireless or Ethernet network. See “Using an AR1 as a Wireless Access Point”on page 29.

Using a USB-to-serial converter and Node-RED in the groov Box, you can also connect to serial devices. You
can use data from these devices in your groov View operator interface or anything with a Node-RED node, for
example a database or a cloud-based service such as IBM Watson loT. See “Connecting with serial devices”on
page 51 for more information.

USB ports for optional
USB-to-serial adapter

USB connector for
Ethernet connectors WiFi adapter

SYSTEM ARCHITECTURE

4

When you first set up your groov Box, the PC you use must reside on the same network (broadcast domain) as
the Box. In a quick and easy setup, the development PC and smartphone or tablet running groov View all
reside within the same domain as the Box. The controller or other device that supplies data to the groov Box
can also be on the same network, or it can be on a separate control network as shown below. For more
information, see form 2161, the Guide to Networking groov.

The following illustration shows the groov Box connected to control systems from other manufacturers as well
as an Opto 22 controller and I/0 units. (The illustration shows a SNAP PAC controller, but the groov Box is also
compatible with groov EPIC and groov RIO.) When accessing the groov Box outside the Box's network, over the
internet, we recommend a VPN (Virtual Private Network) connection for security. The HTTPS (HTTP plus
TLS/SSL) in your browser shows that all data exchanged between your browser and the groov Box is
encrypted.

groov Box User's Guide
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CHAPTER 1: WELCOME

groov Box System Architecture

o Assets

A

=
<
~ L 4

Modbus/TCP devices and
controllers from multiple
manufacturers

E Opto 22 controllers
and /0 units

Control
Network

groov Box

Untrusted
Network

internet

Cloud services 1 FC running groov

View in a web
browser

VPN server

Smartphone with groov View

ABOUT THIS GUIDE

This user's guide shows you how to install and set up your groov Box, how to get started with Node-RED and

Ignition Edge, and how to use the groov Admin and Node-RED Admin software. groov Admin provides the

tools to back up and restore your project, update groov and Ignition Edge, set up wired and wireless

networking, and more. Node-RED Admin includes tools for debugging, backing up, and restoring Node-RED

flows, nodes, and credentials. For other information:

«  Forinformation about building and viewing groov View interfaces, see form 2027, the groov View User’s
Guide. You can also find groov View videos and other resources on our website.

«  Forinformation about Node-RED, visit nodered.org. Also see Node-RED videos on our website.

«  Forlgnition Edge, see inductiveautomation.com.

groov Box User's Guide 5
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PRODUCT SUPPORT

What's In This Guide

Chapter 1: Welcome (this chapter) introduces this user’s guide and the groov Box.
Chapter 2: Getting Started describes how to get your groov Box up and running quickly.

Chapter 3: Using groov Admin describes how to use groov Admin to back up and restore groov, manage the
network connections, access system information, and more.

Chapter 4: Using Node-RED introduces the open-source tool Node-RED (included in the groov Box) and
shows you how to use Node-RED Admin to manage your nodes and flows.

Chapter 5: Using Ignition Edge gets you started with the OPC UA server and MQTT communications option
included in your groov Box.

Chapter 6: Using an SSL Certificate describes using an SSL certificate that is digitally signed either by a
certificate authority (CA) or self-signed.

Chapter 7: Maintenance and Troubleshooting provides troubleshooting information and answers
questions you might have about the groov Box.

Chapter A: Specifications and Dimensions provides technical specifications and dimensions.
Chapter B: Connectors, Ports, and LEDs describes connector and LED functions.

Chapter C: Installing an Approved USB WiFi Adapter provides a list of USB WiFi adapters Opto 22 has
tested and approved for use with GROOV-AR1-BASE, and installation instructions.

PRODUCT SUPPORT

If you have any questions about your groov Box, you can call, fax, or e-mail Opto 22 Product Support.

Phone: 800-TEK-OPTO (800-835-6786 toll-free NOTE: Email messages and phone calls
in the U.S. and Canada) to Opto 22 Product Support are
951-695-3080 grouped together and answered in the
Monday through Friday, order received.
7 a.m.to 5 p.m. Pacific Time

Email: support@opto22.com

Opto 22 website: WWW.0pto22.com

When calling for technical support, be prepared to provide the following information about your system to
the Product Support engineer:

«  groovImage version and groov Admin version. Click the System Information icon in the Admin Quick
Start (see page 39).

«  Adescription of your system equipment:
- Computer type, speed, memory, and operating system
- Browser type and version
—  OPCUA server type and configuration

«  Adescription of the network

«  Specific error messages or other diagnostic indications
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2: Getting Started

This chapter shows you how to install the groov Box and set up the groov Admin software.

In this chapter:

What You Will Need /
In the Box 7
Step 1. Get To Know the groov Box 8
Step 2. Choose a Location 8
Step 3. Mount the groov Box 9
Step 4. Connect to the Network 10
Step 5. Connect the Power Supply 11
Step 6. Turn on the groov Box 11
Step 7. Activate the groov Box and Get the License File ... 12
Step 8. Open groov View 13
Step 9. Create a groov Admin Account 16
Step 10. Install the License File 16
Step 11. Create a groov View Account 16

WHAT YOU WILL NEED

In order to set up your groov Box and do the activities in this chapter, you will need a computer with a web
browser on the same network you'll use for the groov Box. You'll need a recent web browser: Chrome, Firefox,
Edge, or Safari. See the groov View Readme for current supported browsers.

IN THE BOX

These items are included in the box:

«  groov Quick Start for GROOV-AR1, form 2103

«  groov Box (GROOV-ART)

«  FEthernet cable

«  Power supply unit

«  One DIN clip and one flat surface mounting bracket (includes four screws)
«  Drill template for the mounting bracket

«  Activation key certificate

groov Box User's Guide 7
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STEP 1. GET TO KNOW THE GROQOV BOX

Mounting brackets
and screws Ethernet cable

groov Box

Dy

Activation key
Drill Template ~ Power supply certificate

You'll need the activation key for step 7 when you activate your groov Box, so make sure to put your
activation key certificate in a safe place.

STEP 1. GET TO KNOW THE groov BOX

To set up the groov Box, you'll use the components shown below. Make sure to put the activation key
certificate in a safe place. You'll need the activation key later when you activate your groov Box.

SYSLED ——
Bottom
On/Off button
and Power LED
ETHO—"" Power
terminal

STEP 2. CHOOSE A LOCATION

The groov Box is a fanless industrial appliance made to operate in tough environments (see specs on page 107

for temperature and humidity). Some location considerations:

«  Make sure there is room around the front, top, and sides of the groov Box to allow air to flow freely around
the device. Also, you need to be able to see the information on the bottom.

« Ifyou plan to use the two Ethernet network interfaces on the groov Box to separate your control network
from an untrusted network (for example, a network with internet access), place it where you can connect
to both networks. (For more on networking, see the Guide to Networking groov, form 2161).

« Ifyou're connecting to a wireless LAN through a WiFi adapter in the top USB port, choose a location
where the signal is constant and strong. Wireless networks can be unreliable unless carefully designed
and periodically checked.
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«  Ifyou're a machine builder or OEM and including a groov Box in your machine, the same basic ideas
apply: check specs, check security, and then install. Make sure you have network access to the Box for
updates.

STEP 3. MOUNT THE groov BOX

Mounting brackets are provided for you to attach the groov Box to a flat surface or a DIN rail. If there will be
vibration at the groov Box installation site, make sure to mount the device to a flat surface for a secure
installation.

Mounting on a flat surface:

1. Using the screws provided, install the surface mounting bracket on the back of the groov Box.

Surface mounting bracket

2. Using the hole template provided, drill holes for #6 or #8 screws in the mounting surface.

/A
7\
O

(£ze) 671 —f
(rzs) 6z1——

(T6) 9€"
v2)
6

zz odo
A1VIdWILTIEA

e
67
SShrY

) e
N ' Usea#6or #8screw

6.17(156.6)

3. Secure the device to a flat surface with #6 or #8 screws.

Mounting on a DIN rail:

1. Using the screws provided, install the DIN rail clip on the back of the groov Box.
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DIN rail clip

Attach the groov Box to the DIN rail.

STEP 4. CONNECT TO THE NETWORK

10

oPTO 22

groov |

;

ETHO to computer network

ETH1 to control network (if
on a separate subnet)

Connect an Ethernet cable from ETHO to your computer's network.

NOTE: Opto 22 recommends connecting ETHO to a network with DHCP and DNS services. If you do not have
these services, you'll need to manually configure networking.

The two independent Ethernet connectors (ETHO and ETH1) have separate IP addresses that can be used
to segment a control system’s network from the company LAN. If your Opto 22 controller, OPC UA server,
or Modbus/TCP device is on a different network from your computer, connect ETHO to your computer's
network and ETH1 to the other network.

If you are using both ETHO and ETH1, make sure they have IP addresses on different subnets. In some
situations, this may require configuring a static IP address for the groov Box to avoid communication
errors. For more information, see “Assigning a Static IP Address” on page 24.
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For detailed information on setting up your network and setting up communications over the Internet,
see form 2161 the Guide to Networking groov.

STEP 5. CONNECT THE POWER SUPPLY

Your groov Box requires a power supply with an output of 8-36 VDC, 24 VDC @ 500 mA. You can use the
power supply that comes with the groov Box, or provide your own. In either case, we recommend using a UPS
(uninterruptible power supply) for backup power and surge protection.

If you are using the power supply that came with the groov Box, do the following:

Plug the small connector on the power supply into the power terminal on the bottom of the groov Box, and
tighten the screws. Plug the other end into a standard 120 or 240 VAC outlet.

If you are using your own power supply, do the following:
1. With the power supply off or unplugged, connect the + (positive) lead from the power supply (normally
red) to the + (positive) terminal on the power connector.

CAUTION: Reversing wire polarity may cause damage to your groov Box. This damage is not covered by
Opto 22's warranty. If you are not certain about the polarity of the wires on your power supply, check with a
meter.

2. Connect the COM wire from the power supply (normally black) to the — (negative) terminal on the power
connector.

3. Plugthe power supply into a standard 120 or 240 VAC outlet.

STEP 6. TURN ON THE groov BOX

Firmly press the On/Off button only until the SYS LED lights up (in about one second), then release. Take a look
at the LNK ACT light for ETHO; if the cable is properly connected, the LNK ACT light should be on or blinking.
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STEP 7. ACTIVATE THE GROOV BOX AND GET THE LICENSE FILE

oOPTO 22

e !/ do o\ V4
M1 NIV

On/Off button

SYSLED —— and Power LED

ETHO LNK ACT light

CAUTION: Ifyou press the button for longer than eight seconds, the groov Box will be reset to default settings. Your
project and all passwords will be erased.

NOTE: Always wait until the SYS LED has stopped blinking before you try to log into groov. Otherwise, you may not
be able to use the hostname to log in. If this happens, see page 102.

STEP 7. ACTIVATE THE groov BOX AND GET THE LICENSE FILE

12

1. Open aweb browser. Log into manage.groov.com using your email address and your My.Opto22
password.

You may have set up your free My.Opto22 account when you purchased your groov Box. If you don't have
a My.Opto22 account, enter your email address and other information, and the account will be created.

Manage groov

What would you like to do?

Activate a new groov product. option. or training Manage existing groov products
» groov EPIC » Complete your activation by adding a MAC address or seria
» groov Box Edge Appliance nambes

» Get groov updates and see the latest README files

» groov Server for Windows
> Download your license file

» License or maintenance renewa
¥ groov EPIC Premium Factory Training » Change or cancel your groov EPIC Premium Factory Training class

» Manage your groov maintenance

Required to activate: Your Activation Key from the certificate > See all your groov products in one place

packed in the box with your greov. or sent to you by mail or email » Transfer a groov product to someone else
when you bought your groov product. -

ACTIVATE MANAGE

2. (lick the Activate button.
3. Follow the on-screen instructions to activate your groov Box.

The activation key is printed on the activation key certificate included with the groov Box. When asked to
enter the serial number, you'll find it on the label on the bottom of the device.
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V-ART
r: 888888

43

GROOV-ARI E C€
Serial Number: 888888

Serial number DEfaU|t HOStname OptO_OO'dZ'dc
ETHO: 00-A0-3D-00-D2-DC ETH1: 00-A0-3D-00-D2-DD

4. Ifyoualso purchased a groov Edge license for OPC UA or MQTT use, activate the Edge license in the same
way, applying it to the groov Box.

5. From the groov Profile page, click the Download license file button and save the file to your computer. If
you activated an Edge license, copy the license number and save it.

6. After activating the groov Box and downloading the license file, return to this guide and continue with
step 8.

STEP 8. OPEN groov VIEW

In most cases you'll open groov View using your web browser. If your network does not have DNS, use
groov Find from a Windows computer (see page 14).

Opening groov View using your web browser

1. Make sure the SYS LED on the groov Box has stopped blinking.
On your computer, open a web browser (like Firefox, Chrome, Safari, Edge, or Internet Explorer 11).
3. Enter https// and your groov Box's hostname as the URL. The hostname is printed on the bottom of the
groov Box.
For example, if the hostname is opto-00-d2-dc, you type
https://opto-00-d2-dc

r: 888888

GROOV-ARI A Ce€
Serial Number: 888888
Default Hostname: opto-00-d2-dc
\ ETHO: 00-A0-3D-00-D2-DC ETHI: 00-A0-3D-00-D2-DD

Hostname

Make sure you type https. The s indicates it is a secure (encrypted) connection.
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14

NOTE: If you've assigned a static IP address to the groov Box, or if your network doesn't provide DHCP and DNS
services, use the IP address instead of the hostname to open groov View.

4. Accept the security warning as described below.

e For Chrome:
—  (lick "Advanced”to expand the initial screen.

—  (lick “Proceed to <hostname> (unsafe).”

@ For Firefox:

- Expand “I Understand the Risks.”

- (lick Add Exception to open the Add Security Exception dialog box.
- Select "Permanently store this exception.”

- Click Confirm Security Exception.

(&
\9 For Internet Explorer 10 or newer: Click “Continue to this website (not recommended).”
@ For Safari: Click Continue.

The Welcome to groov window opens in your web browser. Now go to “Step 10. Install the License File”on
page 16.

Opening groov View using groov Find

If your network does not have DNS, use a Windows computer with groov Find to locate the groov Box on your
network.

1. Download groov Find from our website (click the link or go to www.opto22.com and search on groov
Find). Save the file to your computer.

2. Open the Find application file.

If you have User Account Control (UAC) turned on, a message appears asking if you want Find to be
allowed to make changes to your computer.

®) User Account Control *

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  groovFind.exe

Publisher: Unknown
File origin: Hard drive on this computer
() Show details Yes

Change when these notifications appear

NOTE 1: If you are using a Windows account that does not have Administrator privileges (such as Guest), you
will need to enter the Administrator User Name and Password in order to use groov Find. If you do not have this
information, contact your IT department.

NOTE 2: Clicking Yes permits Find to have temporary administrative privileges to create an additional temporary
IP address for each network interface on the computer. This enables Find to locate a groov device on a network
that does not have DNS and DHCF. If the network does not have DNS and DHCR, you will need to assign a static
IP address to the groov device in order to maintain communication. (See “Assigning a Static IP Address” on
page 24.) If the network does have DNS and DHCF, the temporary IP address is not used and is removed when
you exit Find.
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3. ClickYes.

groov Find opens and automatically searches for groov devices on the network, including groov Boxes,
groov EPICs, and groov RIO units.

4. Find the serial number on the bottom of the groov Box.

GROOV-AR1 Z C€
Serial Number: 888888

Serial number Default Hostname: opto-00-d2-dc
ETHO: 00-A0-3D-00-D2-DC ETHI: 00-A0-3D-00-D2-DD

5. Locate the matching serial number in Find.

% groov Find — m} X

Use the Search For Devices button to find all of the groov Devices that this computer can access.

‘ Search For Devices |

Find the serial number of your groov Device and select one of its links.

Device Type Serial Hostname IP Address Open in browser...
Number
GROOV-ARL (695550 ) opto-03-58-ed 10.192.0.92 groov Admin | groov View
GRV-EPIC-PR1 742527 opto-04-28-57 10.192.32.57 Click to start groov
Manage
GRV-R7- 770617 opto-04-d2-76 10.192.0.7 Click to start groov
MM1001-10 Manage

Serial number

If you do not see the serial number right away, wait 60 seconds and click Search For Devices.
6. Click the link for groov View.

When your browser connects to groov View for the first time, the browser will display a security warning.
This is normal behavior.

7. Accept the security warning as described below.

e For Chrome: Click “Proceed anyway.”

@ For Firefox:

—  Expand “I Understand the Risks.”
- (lick Add Exception to open the Add Security Exception dialog box.
—  Select “Permanently store this exception.”

- (lick Confirm Security Exception.
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@ For Internet Explorer 10 or newer:
Click “Continue to this website (not recommended).”

@ For Safari: Click Continue.

The Welcome to groov window opens in your web browser.

STEP 9. CREATE A groov ADMIN ACCOUNT

Follow the on-screen instructions to create a username and password for groov Admin. (Do not include spaces
in the username or password.) The groov Admin account is for administrative tasks such as changing or editing
the network connections and updating the groov Box. (You will create a different account for your groov View
project.)

CAUTION: Write down your Username and Password, and keep them in a safe place. You will need this
information each time you log in. If you lose your login information, you will have to reset the groov Box to factory
defaults, which will erase your project. For security, there is no password recovery option.

STEP 10. INSTALL THE LICENSE FILE

Make sure to install your license file. Without an installed license, groov will work for only two hours.
1.  When prompted to add a license file to groov, click Install License.

You're almost ready!
Your groowBox is unlicensed. Without a license file, groov's capabilities are limited.

License groovnow

Install License... If you don't have the license file, click here for instructions.

Use groovin Trial Mode

If you don't want to add a license right now, you can run greoevin Trial Mode.
groov Build will be fully functional, but groovView will be limited to two hours.

Start Trial Mode

2. Browse to the license file you downloaded in Step 7 (page 12), and then click Open.

Your license is now installed.

STEP 1. CREATE A groov VIEW ACCOUNT

A groov View account lets you use groov View to create, edit, and use an operator interface.. (Remember, your
groov View account is different from the groov Admin account you created in Step 9.)

1.  When prompted, enter a new username and password. Enter the password again to confirm.
IMPORTANT: Remember your username and password! There is no way to recover it if you lose it.
Click Create groov View Account.

3. (lick Go to Build mode. Build mode opens in your browser.

If you have any trouble opening groov View, see Troubleshooting in the groov View User’s Guide, form
2027.To create and view your mobile operator interface, see instructions in the groov View User’s Guide.
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3: Using groov Admin

With groov Admin, you can back up and restore your projects and project settings, update software and

firmware, set up wired and wireless networking, and more.

In this chapter:

Opening groov Admin
Quick Start menu
Opening groov View from groov Admin
Opening Node-RED Admin from groov Admin
Opening Ignition Edge from groov Admin
Configuring Ignition Edge
Configuring Network Connections
Updating groov View
Backing Up groov View and Network Settings
Restoring groov View and Network Settings
Updating groov Admin
Updating Node-RED
Restarting the groov Box
Changing Username and Password
Checking System Information
Checking Hardware Status
Setting the System Time

OPENING groov ADMIN

You can open groov Admin in three ways:

From Build mode—see below
Using the groov Admin URL—page 17
From groov Find (only on a Windows computer)—page 18

Open groov Admin from Build mode

In Build mode, choose Configure > groov Admin. To log in, see page 20.

Open groov Admin using the URL

1.

In your web browser, enter https://hostname:10000

17
21
21
22
22
23
23
30
32
33
34
36
36
37
39
40
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For example:
https://opto-00-d2-dc:10000/

hostname port 10000

GROOV-ARI A C€
Serial Number: 888888
Default Hostname: opto-00-d2-dc
\ ETHO: 00-A0-3D-00-D2-DC ETH1: 00-A0-3D-00-D2-DD

Hostname

2. When groov Admin opens, log in (see page 20).

Open groov Admin using groov Find (Windows only)

groov Find is a utility that locates your groov Box on the network and provides a link so that you can access the
groov applications. It is useful if you have multiple groov Boxes, because it finds and lists them all. (It also finds
all groov EPICs and groov RIO units.) You can easily switch from one Box to another, for example when
updating.

NOTE: You need to have Administrator privileges on your Windows account to use groov Find. If you do not have this
information, contact your IT department.

1. Download groov Find from our website (go to www.opto22.com and search on groov Find). Save the file
to your computer.

2. Open the Find application file.

If you have User Account Control (UAC) turned on, a message appears asking if you want Find to be
allowed to make changes to your computer.

®) User Account Control *

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  groovFind.exe

Publisher: Unknown
File origin: Hard drive on this computer
() Show details Yes

Change when these notifications appear

NOTE 1: If you are using a Windows account that does not have Administrator privileges (such as Guest), you
will need to enter the Administrator User Name and Password.
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NOTE 2: Clicking Yes permits Find to have temporary administrative privileges to create an additional temporary
IP address for each network interface on the computer. This enables Find to locate a groov device on a network
that does not have DNS and DHCP If the network does not have DNS and DHCP, you will need to assign a static
IP address to the groov Box in order to maintain communication. (See “Assigning a Static IP Address” on

page 24.) If the network does have DNS and DHCF, the temporary IP address is not used and is removed when
you exit Find.

Click Yes.
groov Find opens and automatically searches for groov devices on the network.
Locate the serial number on the bottom of the groov Box.

GROOV-ARI B C€
Serial Number: 888888
‘ Default Hostname: opto-00-d2-dc
N ETHO: 00-A0-3D-00-D2-DC ETHI: 00-A0-3D-00-D2-DD

Serial number

Hostname

Locate the matching serial number in Find.

% groov Find — m} X

Use the Search For Devices button to find all of the groov Devices that this computer can access.

‘ Search For Devices |

Find the serial number of your groov Device and select one of its links.

Device Type Serial Hostname 1P Address Open in browser...
Number
GROOV-ARL (695550 opto-03-58-ed 10.192.0.92 groov Admin | groov View
GRV-EPIC-PR1 742527 opto-04-28-57 10.192.32.57 Click to start groov
Manage
GRV-R7- 770617 opto-04-d2-76 10.192.0.7 Click to start groov
MM1001-10 Manage

Serial number

If you do not see the serial number right away, wait 60 seconds and click Search For Devices.

Click the groov Admin link. (If it isn't there, click the link “Click to start groov"to start the initial setup on
the groov Box. See “Step 8. Open groov View”on page 13.)

A security warning appears in your web browser.
Accept the security warning (if you need help, see the next section).
Log in (see page 20).
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Accept the Security Warning

groov uses the TLS/SSL (Transport Layer Security/Secure Sockets Layer) to protect your data by encrypting
data exchanged between your browser and the groov Box. When a computer or mobile device attempts to
access groov, your browser will issue a security warning unless the appropriate SSL security certificate is
installed on the device.

If your computer resides in the same domain as the groov Box, you can safely accept the warning because
your data is protected by the 256-bit encryption. However, if you want to avoid seeing the security warning,
you can install the self-signed certificate on your computer and other devices that access groov. See “Using a
Self-Signed Certificate” on page 90.

If your computer or other device will access groov from outside groov's network or over the Internet, Opto 22
strongly recommends you obtain an SSL Certificate from a third-party company that is authorized to confirm
your user's ID. See “Using a CA-Signed Certificate on the groov Box”on page 95.

To accept the security warning, see the section below for your browser.

For Chrome
- (lick "Advanced”to expand the initial screen.
—  (lick “Proceed to <hostname> (unsafe).”

For Firefox

1. Expand "I Understand the Risks.”

2. (lick Add Exception to open the Add Security Exception dialog box.
3. Select Permanently store this exception.

4. (lick Confirm Security Exception.

For Safari

Click Continue.

For Internet Explorer

Click “Continue to this website (not recommended).”

Login

CAUTION: There is no password recovery option. Write down your Username and Password, and keep
itin a safe place. You will need this information each time you log in. If you lose your login information, you will have
to reset the groov Box back to factory defaults, which will erase your project.

Log in to groov Admin

Enter the username and password to log into groov Admin

&

=+ Sign in

1. Enter the groov Admin account Username and Password.
2. (lick Sign in to open groov Admin.
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NOTE: There is a session timer of 10 minutes. If you don't do anything for 10 minutes, you will be logged out and have

tolog in again.

QUICK START MENU

groov Admin opens at the Quick Start menu.

groov Admin

Help... Quick Start

Links to system settings that may need configuration out of the box. For more information please see the help
section located at the top.

B 4 .

View System Information Update groov View Update groov Admin
A __
Update Node-RED Configure Network Interfaces

The quick start buttons take you directly to some of the more common actions in groov Admin.

View System Information —ic Update Node-RED

'E Check system information and see " = Update Node-RED software running on the
usage statistics. “Checking System groov Box. See “Updating Node-RED” on
Information” on page 39. page 36.

Configure Network Interfaces
r Update groov View - Configure IP settings for the wired and

Update groov View. See “Updating optional wireless Ethernet interfaces: ETHO,
groov View” on page 30. ETH1, and WLANO. See “Configuring Net-

work Connections” on page 23.

Update groov Admin

Update groov Admin itself with the
latest version. See “Updating groov
Admin” on page 34.

To return to the Quick Start menu, in the left navigation bar, click Quick Start.

OPENING groov VIEW FROM groov ADMIN

To go to groov View, in the left navigation bar, click groov View.
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groov Admin

Your groov project opens in groov View. To get to Build mode, in View
click the gear icon in the upper right and choose Switch to Build
mode.

For information on using groov View, see form 2027, the groov View
User's Guide.

OPENING NODE-RED ADMIN FROM groov ADMIN

To go to Node-RED Admin (or Node-RED), in the left navigation bar, click Node-RED.

groov Admin

Node-RED Admin opens. You'll need to log in; use your groov

Admin username and password.
/ Ignition Edge
. ’ For more information on Node-RED and Node-RED Admin, see

3 Noderiﬁn Chapter 4: Using Node-RED.

OPENING IGNITION EDGE FROM groov ADMIN

1. Togo toIgnition Edge, in the left navigation bar, click Ignition Edge.
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groov Admin

Ignition Edge

With Ignition Edge by Inductive Automation, you can use built-in OPC UA-compatible drivers for Allen-Bradley
PLCs, Siemens PLCs, and other devices in your groov projects. (Note that Ignition Edge does not permit
external access to the OPC UA server.)

You can also publish and subscribe automation data with the MQTT/Sparkplug protacel to an MQTT broker on
premises or in the cloud.

Learn more about Edge and MQTT in the groov Box User's Guide.

Status

A groovEnterprise is required to gain access to a full Ignition Edge license. Igniticn Edge can still be used in
its trial mode. groov Enterprise can be purchased from Opto 22 using part number GROOV-LIC-ENT.

% Ignition Edge is not running.

Configuration

Enable and run Ignition Edge at startup

2. IfEdgeis already running, click Open Ignition Edge.

3. IfEdge is not running, check Enable and run Ignition Edge. Wait for the message that all changes are
done, and then click Back. Return to the screen shown above and click Open Ignition Edge.

For more information, see Chapter 5: Using Ignition Edge.

CONFIGURING IGNITION EDGE

See the following sections for more information about configuring Ignition Edge:
«  "License Ignition Edge”on page 76
«  "Use Ignition Edge Designer or Edge Panel”on page 82.

CONFIGURING NETWORK CONNECTIONS

groov is designed to work with a network that has a Dynamic Host Configuration Protocol (DHCP) server and a
Domain Name Server (DNS). If your network has DHCP and DNS, you do not need to assign an IP address to
the groov Box; you just plug it in and the IP address is assigned automatically. This is the recommended
method for setting up the groov Box.

However, if you need to customize your network connections for groov after the initial setup, groov Admin
provides the tools to do that.

This section includes the following topics:

«  "Assigning a Static IP Address” on page 24

«  "Changing the Hostname, DNS Servers, or IPv4 Gateway” on page 25

«  "Configuring ETH1 for the Control Network” on page 25

«  "Configuring Wireless Communications”on page 26

«  “Using an ART as a Wireless Access Point”on page 29

To set up your network, see form 2161, the Guide to Networking groov. This guide provides detailed
information on how to make your groov network more secure. It also describes how to directly communicate

with groov over the Internet using a virtual private network (VPN) or with port forwarding (PF). AVPN is
recommended because it is more secure.
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CONFIGURING NETWORK CONNECTIONS

Assigning a Static IP Address

If you do not have a DHCP server, you'll need to configure a static address to either ETHO or ETH1. Otherwise
there may be communication errors.

NOTE: If you are using a laptop computer to assign a static IP address, make sure you disable Windows' Internet
Connection Sharing (ICS). If you don't, the laptop will act like a DHCP server and assign a dynamic address.

You'll need to get the following networking information from your IT department:
« IPv4 address—A unique, fixed (static) IP address.
For example: 172.18.234.1
«  Netmask—Identifies the subnetwork.
For example: 255.255.0.0
«  Gateway (optional)— Identifies the route to the Internet.
For example: 172.18.1.1

1. Intheleft navigation bar choose Networking > Network Configuration, or click the Configure Network
Interfaces button in Quick Start.

U Networking

OR: [ ]

Configure Net@nrk Interfaces

Network Configuration

2. (lick the wired Ethernet connection you want to configure.

NOTE: Use ETHO as the main network connection. Only use ETHT if you have segmented networks.

Help... 2 2
& Network Configuration
Name Type MAC Address IPv4 Address Netmask 1P Configuration Link Status
ETHO Ethernet 00:A0:3D:00:D2:DC 10.192.0.235 255.255.192.0 From DHCP Up
EML Ethernet 00:A0:3D:00:D2:DD None None From DHCP Down
WLAN Wireless Ethernet  Unknown None None Disabled No adapter found

Edit Interface

Boot Time Interface Parameters
Name ETHO
Disabled
@ From DHCP
Static configuration  IPv4 Address

Static IP address

MNetmask

Save

3. Select Static configuration. Enter the static IP Address and Netmask.
4. Click Save.
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Changing the Hostname, DNS Servers, or IPv4 Gateway

In order to identify the groov Box more easily on the network, you might want to change the hostname from
the default. And, depending on your network setup, you might need to change the DNS Servers or IPv4
Gateway.

NOTE: Keep in mind that any changes to this interface may make your system inaccessible via your current wired or
wireless connection. Be sure to write down the new hostname or other changes.

1.

In the left navigation bar choose Networking > Network Configuration, or click the Configure Network
Interfaces button in Quick Start.

U Networking

OR: -
Network Configuration
) h Configure Net@nrk Interfaces

The Network Configuration page opens.

Help... = 2
. Network Configuration
Name Type MAC Address IPv4 Address Netmask IP Configuration Link Status
ETHO Ethernet 00:A0:3D:00:D2:DC 10.192.0.235 255.255.192.0 From DHCP Up
ETH1 Ethernet 00:A0:3D:00:D2:DD None MNone From DHCP Down
WLANO Wireless Ethernet  Unknown None None Disabled No adapter found

Client Options
Hostname | opto-00-d2-dc

® Obtain IP address(es) for the DNS server(s) automatically
Use the following IP address{es) for the DNS server(s)

DNS servers 10.192.60.91
10.192.60.31
® Obtain an IP address for the gateway automatically
IPv4 Gateway Use the following IP address for the gateway

10.192.51.50 ethd -

Save

In the Client Options are, change the hostname, DNS servers, or IPv4 Gateway as necessary.

NOTE 1: A hostname cannot have spaces or special characters.

NOTE 2: Any changes to this interface may make your system inaccessible via your current wired or wireless
connection. Be sure to write down the new hostname or other changes.

Click Save.

Configuring ETH1 for the Control Network

If your computer is on a different network than the control network, you need to configure ETH1 by assigning
it an IP address and subnet appropriate for the control network.

1.

In the left navigation bar choose Networking > Network Configuration, or click the Configure Network
Interfaces button in Quick Start.
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U Networking OR
Network Configuration
) h Configure Net@nrk Interfaces

2. Click ETHT.
H-l o . -
i Network Configuration
Mame Type MAC Address IPv4 Address Metmask
ETHO Ethernet 00:A0:3D:00:02:DC 10.192.0.235 255.255.192.0
ETH1 Ethernet 00:A0:3D:00:02:DD None MNone
W Wireless Ethernet  Unknown MNone MNone

Edit Interface

Boot Time Interface Parameters
Name ETH1

Disabled
® From DHCP
Static configuration  IPv4 Address

MNetmask

Save

3. Ifthe network has DNS and DHCP, select “From DHCP"If it doesn't, enter a static IP Address and Netmask.

NOTE: Ifyou are using static addresses, ETHT must be on a different subnet than ETHO.

4, (lick Save.

Configuring Wireless Communications

If you want to use your groov Box on a wireless network, you must purchase and install a USB WiFi adapter that
has been tested and approved by Opto 22. See Appendix C: Installing an Approved USB WiFi Adapter.

You can configure the groov Box to connect to a wireless network through an access point using the 802.11b,
802.11g, and 802.11n protocols.

Before you begin, get the following information from your IT Department:
SSID—Name of the wireless network access point you want the groov Box to join
Security—Encryption type (WPA or WPA2), network key input type (hex or ASCII), and password

Password—To access the wireless network

1. With the groov Box connected via ETHO, in groov Admin’s left navigation bar choose Networking >
Network Configuration, or click the Configure Network Interfaces button in Quick Start.
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U Networking OR
Network Configuration
) h Configure Net@nrk Interfaces

2. Click WLANO.

Help... . : I
. Network Configuration
Mame Type MAC Address IPv4 Address MNetmask
ETHO Ethernet 00:A0:3D:00:D2:DC 10.192.0.235 255.255.192.
ETH1 Ethernet 00:A0:3D:00:D2:DD None MNone
W @NO Wireless Ethernet  Unknown MNone MNone
_\ e
Edit Interface
Wireless Client Wireless Access Point

Enter Wireless Network Information

MNetwork Name (SSID)
Encryption Type = None i
Metwork Key Type = ASCII/Passphrase -

Network Key

3. Enter the Network Name (SSID).

The SSID is a text string from 1 to 32 characters used to uniquely identify the wireless network. This
should match the SSID of the access point you want to connect to.

NOTE: Ifthe SSID contains one or more spaces, enclose the SSID with quotation marks. For example, enter
“Opto 22" instead of Opto 22.

4. Select the Encryption Type.

This is the type of encryption used to encrypt any packet sent or received between the access point and
the groov Box.

- None—No encryption used.

- WEP64—Use WEP encryption with a 5 digit ASClI or 10 digit hexadecimal key. WEP has been
deprecated by IEEE and should not be used in new installations.

- WEP128—Use WEP encryption with a 13 digit ASClI or 26 digit hexadecimal key.

NOTE: WEP is not secure and has been deprecated by the Institute of Electrical and Electronics Engineers (IEEE).
Do not use WEP in new installations unless it is the only option available. Use WPA or WPA2 instead.

- WPA—Use TKIP encryption (RC4) with an 8 to 63 digit ASCll or 64 digit hexadecimal key.

- WPA2—Use CCMP encryption (AES) with an 8 to 63 digit ASCII or 64 digit hexadecimal key.
5. Choose the Network Key Type.

Select ASCII or Hexadecimal keys. Typically, WEP uses hexadecimal keys and WPA uses ASCII keys.
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6. Enter the Network Key.
Use the key for the Encryption Type selected above. This is a write-only field.
7. Scroll down to the Boot Time Interface Parameters section.

Boot Time Interface Parameters
Name WLANO

@ Disabled
From DHCP
Static configuration  IPv4 Address

MNetmask

Save

8. Select From DHCP.

If the wireless network does not have a DHCP server, assign a static IP address and netmask.
9. C(lick Save.

Wait till you see the following message.

Network Configuration

Restarting network services. Please wait...Finished

& Back

Congratulations. You're connected!
10. If ETHO and WLAN are on the same subnet, disconnect the cable from ETHO.

You need to disable ETHO because the groov Box will continue to communicate over ETHO as long as it is
connected on the same subnet and enabled.

NOTE: If you are using a control network and an enterprise network, and ETHO is on a different subnet, you can
leave it connected.

a. Inthe Network Configuration page, click ETHO.

Edit Interface

Boot Time Interface Parameters
Name ETHO

Disabled
® From DHCP
Static configuration  IPv4 Address

MNetmask

Save

b. Select Disabled, then click Save.
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c. (lick the Back button, and notice that in the Network Configuration page, ETHO is disabled (Down)
and WLANQO is enabled (Up).

Help... Network Configuration

Name Type MAC Address IPv4 Address Netmask IP Configuration Link Status
ETHO Ethernet 00:A0:3D:00:D2:DC 10.192.0.235 255.255.192.0 From DHCP Down

ETH1 Ethernet 00:A0:3D:00:D2:DD None None From DHCP Down
WLANO Wireless Ethernet  Unknown None None Disabled Up

Using an AR1 as a Wireless Access Point

groov’s SoftAP (Software Access Point) feature allows you to use your groov Box as an access point in order to
create a private wireless network with WPA2-PSK security. This is particularly useful for connecting a phone or
tablet to the groov Box when there is no other wireless network available. SoftAP can be used by any
WiFi-capable device. Your groov Box can be connected to either a wireless or Ethernet network.

In order to use SoftAP, you will need one of the following WiFi adapters:

. Netis WF2119S
e NetisWF2116

These are the only WiFi adapters tested and approved for this feature.
1. Follow the instructions on page 113 to install your Netis WiFi adapter.

2. With the groov Box connected via ETHO, in groov Admin’s left navigation bar choose Networking >
Network Configuration, or click the Configure Network Interfaces button in Quick Start.

U Networking

OR: -

Configure Net@:rk Interfaces

Network Configuration

3. Inthe Network Configuration page, click WLANO.
4. Scroll down to Boot Time Interface Parameters and make sure that WLANQ is Disabled.
5. Scroll back up and click the Wireless Access Point tab.
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Edit Interface

Wireless Client Wireless Access Point

Software Access Point Configuration

Yes
Enable?
® No

Static IPv4 Address 172.16.0.1

MNetwork Name

roov-arl_1396322356
(ssip) ¢ -

Metwork Key = ahbu708131

Channel | Nothing selected ~ | Execute WiFi Sight Survey

Save

6. Nextto Enable?, choose Yes.

7. Edit the following parameters as necessary:
—  Static IPv4 Address—Use an IP address that is not on the same subnet as ETHO or ETH1.
- Network Name (SSID)—Enter a name between 1 and 32 characters.
- Network Key—Enter a key between 8 and 63 characters.

—  Channel—The WiFi Channel should be between 1 and 14, depending on the geographic region.
Click Execute WiFi Sight Survey to display a table of detectable WiFi access points and populate the
Channel field with the quietest channel available.

8. (lick Save.
Now you're ready to connect your wireless device to your new wireless network using the Network Name and

Network Key. For information about using a mobile device with groov, see form 2105, the Setting Up groov
Mobile Apps Technical Note.

UPDATING groov VIEW

30

Before updating groov View, back up your project (see page 32).

2. Make sure the groov Box is activated. See “Step 7. Activate the groov Box and Get the License File”on
page 12.

3. Goto manage.groov.com and follow directions to download the latest groov View update file and save it
to your computer.

4. Open groov Admin.

5. Click Quick Start and then the Update groov View button.
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v

Update groovView

Help... Update groov View

Currently running version.IRB.Zb (r38148) | October 06, 2016 10:17 AM

Update groov View

From Downloaded File:

Choose File | Mo file chosen

Update Warning: Clicking "Update” will restart any groov View updates in progress.

6. Click Choose File, navigate to the update file you downloaded, and then click Open.
7. (lick Update.

Wait while the application is installed and restarted automatically, which may take several minutes. When
the operation is complete, a success message appears.

Update groov View

Updating groov View...
Restarting groov View...

0 Update from version R3.2b (r38148) | October 06, 2016 10:17 AM to version R4.0c (r48713) | June 20,
2018 4:38:45 PM PDT successful.
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BACKING UP groov VIEW AND NETWORK SETTINGS

During backup, project components are saved
to a file on your computer or a USB flash drive.
You should back up groov View frequently.

There is no automatic backup. S Toise

NOTE: To back up Node-RED, see page 57.
To back up Ignition Edge, see page 81.

groov View project backups are interchangeable
among the groov Box, groov EPIC, and groov
Server. So you can restore to groov EPIC a
project you backed up from a groov Box, and
vice versa.

USB connectors for
backing up and
restoring using a flash
drive

If you have two groov Boxes , EPICs, or Servers at
different versions of groov View and you want to
move a project to the older version, it will
usually work only between lettered versions. For example, moving a project from a product running groov
View at R3.3b to one running groov View at R3.3a should be OK, but moving from R3.3 to R3.2 is not likely to
work. As much as possible, it's safest to keep your groov products at the same release.

To restore from the backup file, see “Restoring groov View and Network Settings”on page 33.

IMPORTANT: Your groov View project files are not encrypted or masked in any way. This means that most of the
project information in them (except for the groov View user passwords) can be read, including the following:

SMTP account info (including password)

« Useremail accounts (does not include the groov View user passwords, which are securely encrypted before
being stored)
Device addresses

. Tag address information (PAC tag names, Modbus addresses, OPC node-id, etc.)

Opto 22 recommends that you secure your backup files using file- or disk-based encryption provided either by the
operating system or other software/hardware.

Also, be aware that if you send project files to Opto 22, our personnel will have access to the information listed above.

Follow these steps to back up:
1. Inthe left navigation bar, choose System > Backup and Restore.

Help...

Backup/Restore

Back up Restore
Back up groov components.
MNode-RED flows are backed up using Node-RED Admin. Go to Node-RED Admin

Select Components

1. Select which components you want to back up. When you restore, you can choose which
components to restore

groov (Build, View, project)

Ethernet/Wireless Settings

2. Select how you want to save your backup. To save to a flash drive, first insert the drive into a
USB slot on the front of the groov Box.
*® Download to PC ' Save to USB Flash Drive

Back up
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Click the Back up tab.
3. Select the components you want to back up.
groov (Build, View, projects) saves groov View, Build mode, and your project.
Ethernet/Wireless Settings saves any settings you've configured for ETHO, ETH1, and the wireless
network, including IP, Subnet, Gateway, Hostname, SSID, Wireless Network Key, etc.
4. Do one of the following:
- Select Download to PC.
- Inserta USB drive into a USB slot on the front of the groov Box. Select Save to USB Flash Drive. (The
option is not available until you insert the USB drive. If necessary, refresh the page.)
5. Click Back up.
- If saving to the PC, save the file (don't open it).
The backup file is downloaded to your computer; wait for it to finish.

- Ifsaving to a USB flash drive, the file is downloaded to your USB drive. When you see the prompt to
Eject the USB drive, click Eject. Wait for the prompt that says it's OK to remove the flash drive before
you take it out of the groov Box.

RESTORING groov VIEW AND NETWORK SETTINGS

Use the following instructions to restore groov View components and network settings from a backup file
saved on a computer or USB flash drive (see “Backing Up groov View and Network Settings”on page 32).

NOTE: To restore Node-RED, see page 57. To restore Ignition Edge, see page 81.

1. Inthe menu tree, click System, and then click Backup and Restore.

Help... Backup/Restore

Back up Restore
Back up groov components.
Node-RED flows are backed up using Nede-RED Admin. Go to Node-RED Admin

Select Components

1. Select which components you want to back up. When you restore, you can choose which
components to restore

groov (Build, View, project)

Ethernet/Wireless Settings

2. Select how you want to save your backup. To save to a flash drive, first insert the drive into a
USB slat on the front of the groov Bax.
* Download to PC ' Save to USB Flash Drive

Back up

2. Click the Restore tab.
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Help...

Back up -€—

Restore groov components.

Backup/Restore

Mode-RED flows are restored using Node-RED Admin. Go to Node-RED Admin

Select Components

1. Select which components you want to restore. If a component you choose isn't included in the
backup file, it will be ignaored.

groov (Build, View, project)

Ethernet/Wireless Settings

2. Select how you want to restore your backup. To restore from a flash drive, first insert the drive
into a USB slot on the front of the groov Box.
* Upload from PC

Choose File | No file chosen

Load from USB Flash Drive

Restore

3. Select the components you want to restore. If you choose a component that isn't included in the backup
file, it won't be restored.

groov (Build, View, projects) restores the groov View software and the project you built in groov View.

Ethernet/Wireless Settings restores any settings you've configured for ETHO, ETH1, and the wireless
network, including IP, Subnet, Gateway, Hostname, SSID, Wireless Network Key, etc.

4. Do one of the following:
- Torestore from your PC, select Upload from PC, then click Choose File and locate your backup file.

—  Torestore from a USB flash drive, insert the drive with the backup file into a slot on the front of the
groov Box. (The option is not available until you insert the USB drive. If necessary, refresh the page.)
Click Load from USB Flash Drive, then click the browse button and select your backup file.

5. Click Restore, and then wait while the files are uploaded. It may take several minutes.

UPDATING groov ADMIN

When you update groov Admin, your groov View configuration settings are kept.
Updates for Ignition Edge software are included in groov Admin updates.

1. IMPORTANT: If you are using Ignition Edge, before you update groov Admin, do two things:
a. Back up your Ignition Edge project following the steps on page 81.
b. Deactivate your Ignition Edge license following the steps in “Unactivate Ignition Edge license” on
page 80.
Log into manage.groov.com, click Manage, locate your groov Box in the list, and click Manage.

3. InLatest Releases, click the Filename for groov Admin to download and save the latest groov Admin
update file to your computer.

4. Ifthe Quick Start menu is not open, in the left navigation bar, click Quick Start.
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£

Update groov Admin

5. Click Update groov Admin.

Help...

Update groov Admin

Update groov Admin
Currently running version: 1.570.43
When you update groov Admin, All of your configuration settings are kept

To get the update file, go to manage.groov.com. Follow directions and save the groov Admin update file to your
computer.

Update groov Admin

From file:
Choose File | Mo file chosen

Update

6. Click Choose File and locate the update file you downloaded. Highlight the file, and click Open.
7. (lick Update.

The application file is downloaded and installed. The update process may take several minutes. It
may not look like anything is happening, but it is. A small note in the lower-left corner of the screen
shows progress while the file is loaded to the groov Box. Be patient and don't click away from this page
until you see the success message.

NOTE: If you have reset your groov Box to factory defaults and your original groov Admin version is 1.570.41 or
lower, your Update groov Admin page may become blank for awhile and later show an “updating” message.
Continue to wait. It can take as long as 15 minutes to completely update on an older Box.

Update groov Admin

Updating groovAdmin...a Success.

& System restart required for updates to take affect. Click here to restart now.

4 Back

NOTE: Your groov Box must be restarted for the update to take effect. While the groov Box is restarting, all of your
users will be disconnected, and you will not be able to continue working in groov View.

8. When the success message appears, click “Click here to restart now” or click Back to restart later. (To
restart later, see “Restarting the groov Box” on page 36.) Wait while it restarts, which may take several
minutes.

During the restart, if you can see the groov Box, you'll notice its LED lights go off and then come back on,
and the SYS LED flash in different colors. Wait until the SYS LED has completely stopped flashing. At that
point the groov Box has fully restarted, and you and your users will be able to use groov View.

9. Refresh the page to see the new groov Admin version.
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10. If you are using Ignition Edge, restore your Edge project following steps on page 82, and reactivate your
license as shown in “License Ignition Edge”on page 76.

UPDATING NODE-RED

1. Before updating, back up your Node-RED project using Node-RED Admin (see “Backing up and restoring
your Node-RED project”on page 57).

2. loginto manage.groov.com, click Manage, locate your groov Box in the list, and click Manage.

3. InLatest Releases, click the Filename for Node-RED to download and save the latest Node-RED update
file to your computer.

4. Open groov Admin.

5. Click Quick Start and then the Update Node-RED button.

=T

=

Update Node-RED \

Help... Node-RED Update

Update Source

Choose File | Mo file chosen

Update Warning: Clicking "Update" will restart any Node-RED flows in progress.
Installed Version: v0.15.0-opto-alpha

6. Click Choose File, navigate to the update file you downloaded, and then click Update. Wait while
Node-RED is updated, which may take several minutes.

The groov Box must be restarted in order for updates to take effect. While it is restarting, all users are
disconnected, and you won't be able to work in groov View.

7. Torestart, click the message “Click here to restart now.” Wait until the Box is fully restarted before
continuing.
If you can see the groov Box, you'll see its LED lights go off and then come back on, and the SYS LED flash
in different colors. Wait until the SYS LED has completely stopped flashing. At that point the groov Box
has fully restarted, and you and your users will be able to use groov View.

RESTARTING THE groov BOX

While the groov Box is restarting, all users are disconnected, and you won't be able to continue working in
groov View. The groov Box must be restarted in order for updates to take effect.

To restart the groov Box, do one of the following:
»  After updating groov Admin, click the message “Click here to restart now.”
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Update groov Admin

Updating gf'oovAdmin...o Success.

& System restart required for updates to take affect. Click here to restart now.

4 Back

« Inthe left navigation bar, choose System > Restart groov and then click the Restart groov Box button.

F System

Restart f?f'%ol/ Box

Restart groov

« Ifyou've updated but not restarted the Box, click System Information, and then click “Click here to
restart now.”

R T L al T Y O
CPU usage 0% user, 0% kernel, 0% I0, 100% idle
Real memory 1000.49 MB total, 131.50 MB used
T —
Virtual memory 2 GB total, 0 bytes used
Local disk space 9.84 GB total, 1.91 GB used

& System restart required for updates to take effect. Click heé‘-% to restart now

«  Hardware restart: Press the On/Off button briefly and wait for the groov Box to turn off. Then briefly
press the On/Off button again to power it back up.

During a restart, if you can see the groov Box, you'll notice that its LED lights go off and then come back on.
You and your users will be able to use groov View once the groov Box has fully restarted and the SYS LED has
stopped flashing.

CHANGING USERNAME AND PASSWORD

For groov Admin there is only one user; you cannot add more than one username. However, you can change
the username or password for the groov Admin user. This change does not affect any usernames or passwords
in groov View.

1. Inthe left navigation bar, choose System > Change Username/Password.
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groov Admin groov

Help... User Validation

Please verify your information

User Validation
Username

Password

Apply

Change Username/Password

‘—wﬂ‘wm’\""\-«u—wﬂﬂw W anhil VRN E oY

2. Enteryour current username and password to verify your identity, and click Apply.

" Change Username/Password
for groov Admin

After saving, you will be logged out and redirected to the login page.
Currently logged in as: admin

Username admin

Password

Confirm
Password

It is very important that you protect this account information.
Treat it like you would an account for a financial institution.

Lost account information cannet be recovered.

Save

3. Enterthe new username and the password in both boxes. Do not include spaces in the username or
password.
CAUTION: Write down your new Username and Password, and keep it in a safe place. You will need this
information each time you log in. If you lose your login information, you will have to restore the groov Box back
to factory defaults, erasing your project. There is no password recovery option.

4. Click Save.
The login dialog box appears.
5. Login using the new username and password.
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CHECKING SYSTEM INFORMATION

In the left navigation bar, choose System Information in the menu tree, or click the System Information icon in

Quick Start.

groov Admin

System Hostname
Activation key

View System Information

System Information

opto-00-00-00
4F2FVRYVWQKT-1DEV

groov Serial Number 234567
groov Part Number GROOV-ARL
groovImage Version 36

groov Admin Version

groovView Version

Node-RED Update Version
Power-Loss Tolerant File System
Hardware Date

Time on System

System Uptime

CPU Load Averages

CPU Usage

Real Memory

Virtual Memory

Local Disk Space

1.570.50.48435

R3.2b (r38148) | October 06, 2016 10:17 AM
2

Mo

December 31, 2013

Fri Jun 22 17:12:06 2018

1 days, 1 hours, 09 minutes

0.24 (1 min} 0.31 (5 mins) 0.28 (15 mins)
0% user, 0% kernel, 0% IO, 100% idle
1000.38 MB total, 235.73 MB used
e ———————————————
2 GB total, 0 bytes used
|

9.84 GB total, 2.28 GB used

SSD FW Version SSFU02.8

SSD Serial Number DC11076618EE03130279
SSD Power On Hours 12295

SSD Avg/Max Erase Counts 306/3639

OPTO 22
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CHECKING HARDWARE STATUS

1. Tocheckthe status of the internal components in the groov Box, in the left navigation bar, choose System
> Hardware Status.

Hardware Status

]

The following information is provided:

Help...
Module Config

Hardware Status

Internal Temperature 1 36.70 C
Internal Temperature 2 35.00C
CPU Temperature 35.00C
Input Voltage 15.12 v
Battery Voltage 318V

If any value is out of range, it is displayed in red and a message appears. Here are the values:

Internal Temperature 1: ~ Temperature of the internal PCB located near the battery

Internal Temperature 2: ~ Temperature of the internal PCB located near the power supply

CPU Temperature: Temperature of the CPU
Input Voltage: Main power supply for the groov Box
Battery Voltage: Voltage of the battery that maintains the date and time

2. Tochange the temperature units (Fahrenheit or Celsius) shown in Hardware Status, click Module Config
under Help on the left-hand side.

Help...

MDduIE Config

Hardware Status

Internal Temperature 1 36.70 C
Internal Temperature 2 35.00C
CPU Temperature 35.00C
Input Voltage 15.12 v
Battery Voltage 318V

3. Select either Fahrenheit or Celsius.
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Configuration

Configurable options for Hardware Status

Temperature Units & Ezrsriszhat
Save
4. Click Save.
SETTING THE SYSTEM TIME

You can set the time and time zone used by the groov Box. You can also set the Box to synchronize with a
specific time server.

1. Inthe left navigation bar, choose System > System Time.

groov Admin

System Time

Set time Change timezone Time server sync
This form is for changing the system's current time, which is used by all running processes.

System Time

Date 22 ~ Month = June v Year 2018 ~
Hour 17 - Minute = 23 ~ Second 14 -
Apply

System Time

R o O Lt it U R T T Y e L I D

2. Setthe time and date and then click Apply.

3. Tochange the time zone from the default of UTC (Coordinated Universal Time), click the Change
timezone tab.

Help... -
F System Time
Set time Change timezone Time server sync
Time Zone
Change timezone to  UTC (UTC) -
Save
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4,

6.
7.
8.

In the drop-down list, select a time zone, and then click Save. Restart the groov Box to use the new time
zone.

To set up the groov Box to automatically synchronize the time with a remote server, click the Time server
sync tab.

Synchronization uses the Unix time protocol or NTP, depending on the remote system.

B System Time

Set time Change timezone Time server sync

This form is for configuring the system to automaucally synchronize the time with a remote server.
Synchronization will be done using the Unix time protocol or NTP, depending on what the remote system
supports.

Time Server

Timeserver hostnames ar
addresses (separated by spaces) | 0.us.pool.ntp.org 1.us.pool.ntp.org

No

Synchronize once per day?
® Yes

Sync and Apply

Enter the hostnames or addresses of the time server(s). Separate servers by a space.
Click Yes next to “Synchronize once per day.”
Click Sync and Apply.
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4: Using Node-RED

Included in your groov Box is Node-RED, an open-source, multi-platform software program that lets you wire
together devices, databases, cloud applications, and APIs (application program interfaces) with simple logic
flows.

NOTE: Because the groov Box is a legacy product as of June 2021, updates are no longer provided for Node-RED.

Because Node-RED is included in the groov Box, you do not have to download and install it on a computer or
embedded device. You can just log in and start using it. A tool called Node-RED Admin is included for easier
debugging, backups, and certificate administration.

Node-RED nodes are available for groov View and for Opto 22 groov EPIC and SNAP PAC controllers. These are
reliable industrial-grade controllers used in thousands of applications worldwide. The Node-RED nodes
provide access to data in groov View Data Stores and controllers. For more information on nodes, see
developer.opto22.com.

NOTE: Node-RED is not included in the original GROOV-ATT groov Box nor on groov Server for Windows. It is included
only with GROOV-ART Boxes.

In this chapter:

What is Node-RED? 43
Getting Started 44
Connecting with serial devices 51
Working with nodes 53
Working with flows 54
Debugging your Node-RED project 56
Managing security certificates 57
Backing up and restoring your Node-RED pProject.......mnnns 57
Starting a new Node-RED Project 58

WHAT IS NODE-RED?

Node-RED is a visual tool originally designed at IBM® Emerging Technologies to connect hardware devices,
APIs, and online services. Many people use it for Internet of Things (IoT) applications.

In Node-RED you connect prebuilt nodes (provided by device manufacturers or software developers) together
to make a flow. The flow provides the logic to accomplish your goal. You can also add function nodes
containing JavaScript.
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Node-RED in the groov Box

Node-RED Editor. You can include one or many flows in your Node-RED project, which you build in the
standard Node-RED Editor. You can access the editor directly or from Node-RED Admin.

Because Node-RED is a general-purpose programming environment, you have the freedom to create the
flows you like using any nodes you choose. Opto 22 control nodes (for groov EPIC or SNAP PAC controllers),
groov View Data Store nodes, and a wide variety of other nodes are easy to install.

Serial nodes are available for Node-RED. Using an FTDI USB-to-serial adapter, you can connect one or more
serial devices to the groov Box and use their data in your flows. See “Connecting with serial devices”on
page 51 for more information.

Debugging. With few programming restraints, it's easy to write bugs into your flow. The Node-RED Admin
tool can help you debug flows. If Node-RED crashes, it is automatically restarted. You can also start and stop
Node-RED yourself from within the Node-RED Admin tool.

Files. Your Node-RED project consists of two files: the main file with all your flows, and a separate file
containing all the sensitive credential information used by some nodes, such as usernames and passwords for
an email node. In the groov Box these files are treated separately to maintain security, and the Node-RED
Admin tool provides ways to work with them.

GETTING STARTED

The included Node-RED Admin tool provides access to Node-RED as well as debugging, security certificate
processing, and backups.

Requirements

« A GROOV-ART Box with groov Admin v1.570.44 or higher (Updates are available at manage.groov.com.)
«  Acomputer that can communicate with the groov Box

«  Forreal-world communication with an industrial controller, an Opto 22 groov EPIC processor running a
PAC Control strategy, or a SNAP PAC R-series or S-series controller with firmware R9.5 or higher, with its
built-in RESTful API configured (see Quick Start steps on developer.opto22.com).

Open Node-RED

1. Openaweb browserand enter: https://[your groov Box’s hostname]:3000
Don't forget the “s"in https. Example: https://opto-00-d2-da:3000

NOTE: This URL using port 3000 takes you to Node-RED Admin. In the future, if you want to go directly to the
Node-RED Editor, use port 1880: https://[hostname]:1880

You can also open Node-RED Admin from within groov Admin. See page 22.

2. Login using your username and password for groov Admin.

The Node-RED Admin homepage appears. Status for your Node-RED project appears in the middle
column, and status for the groov Box appears in the right-hand column:
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Node-RED Admin

# Home

Node-RED Status
-

-
Node-RED Editor

Status:

Restarts:
Memory usage:
CPU usage:
Uptime:

Last start time:

MNode-RED:
MNode-RED Admin:
Node-RED Update Version:

Node.js:

Running ‘ ‘ m
0

44.43 MB

0% of one CPU core

181 days 23:22:21

7/11/2019, 1:14:19 PM

3. (lick the Node-RED Editor button to open Node-RED.

Nodes palette

Workspace

CHAPTER 4: USING NODE-RED

GROOV-AR1 System Status

Uptime: 181 days 23:22:40

Time: 1/9/2020, 11:36:41 AM

Use groov Admin for other GROOV-AR1
administration and system status.

Menu

= Node-RED for Opio 22

Q Flow 1
v input
inject
catch
status
link
maqtt

http

Create a flow

1. Inthe Nodes palette on the left, locate the inject node. Drag it to the workspace.
The inject node lets you inject messages into a flow, either by clicking the button on the node or by

setting a time interval between injects.

2. Open the right sidebar (click Ctrl-Space, or click Menu E > View > Show sidebar) and select the info
tab. Click the inject node to see information about its properties and a description of what it does:

Node-RED for Opto 22

Q Flow 1
v input
inject timestamp
catch
status
link
maqtt

http

+ info debug
Node
Type inject
ID 2251001.354e
» Properties

Pressing the button on the left side of the node
allows a message on a topic to be injected into
the flow.

The payload defaults to the current time in
millisecs since 1970, but can also be set to
various other javascript types
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3. Scroll down in the Nodes palette and locate the debug node. Drag it to the workspace.

4. Wiretheinject and debug nodes together by dragging from the output port of inject to the input port of
debug.

=<2 Node-RED for Opto 22

Q Flow 1 + info debug
o et Node

inject ey Type debug

: e EHEEEE D 135f1a9.a758be5
— » Properties

tat
status The Debug node can be connected o the

ribmnd Af am mmds B mae ke aend e disala

Deploy the flow and test

The nodes exist only in the editor and must be deployed to the server.

1. Click the Deploy button in the upper right.
2. Inthesidebar, select the debug tab. Click the button on the inject node.

Numbers appear in the sidebar:

=<5, Node-RED for Opto 22

Q Flow 1 + info debug
maqtt A1l flows 8
http

websocket 7'; i _ ;
1475277759656

timestamp | ——— | msg.payload
tcp

o

This number is a timestamp representing the number of milliseconds since January 1, 1970. This is the
default payload of the Inject node.

Add a Function node

Let's make the timestamp more readable by using a Function node. Function nodes let you pass each

message though a JavaScript function. If you don't know JavaScript, you may be able to find code you need

using an Internet search.

1. Drag the Function node to the workspace between the Inject and Debug nodes. If you need to delete the
existing wire, select it and press Delete on the keyboard. Add new wires if necessary to link the three
nodes.

2. Double-click the Function node to edit it.
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@<= Node-RED for Opto 22 =C Depoy ~ & =
Flow 1 Edit function node
matt . B m
http
[Name &~
websocket Y e
timestamp ’ Eunction

1
2 return msg;

output

debug

i G Outputs 1

maqtt
See the Info tab for help writing functions.

hitp response

3. Inthe Name field, type Human Date.
Copy the following code into the Function field:
// Create a Date object from the payload
var date = new Date (msg.payload);
// Change the payload to be a formatted Date string
msg.payload = date.toString();
5. Leave this code in place at the end:

return msg;
6. Click Done to close the edit dialog box and then click the Deploy button.
Now when you click the Inject button, the message in the sidebar shows a more readable time stamp:

Q Flow 1 Flow 2 + info debug
‘ tcp .:‘ all flows | curent flow || @
[ d o) . P T
‘. Py [ timestamp (—)  Human Date ::—:E. ey
msg.payload : number
~ output 1476386968468

‘E R

S Thu Oct 13 2016 12:32°49 GMT-0700
o link | (PDT)

Install groov View nodes

Your groov Box must have access to the internet in order to install nodes.
1. Choose Menu ] > Manage palette.

2. (lickthe Install tab.

3. Inthesearchfield, enter groov.

groov Box User's Guide 47



GETTING STARTED

48

4.
5.

=< Node-RED for Opto 22
Manage palette

Nodes Install Install tab

Q

sort: | az | recent

Search field

Q groov| TETX

& node-red-contrib-groov &

the mobile operator groov nodes

install

Find node-red-contrib-groov inthe listand click the Install button next to it.
Click Install. When installation is finished and the button changes to read Installed, click Done.
The new groov View nodes appear at the top of the nodes palette:

Q Flow 1

v input

|' inject

[ o L

If you have a groov View Data Store, you can use a groov View node to read or write data in the Store. For help,
see “Adding a Data Store”in the groov View User’s Guide. For complete instructions to use the node, see “groov
Nodes” on developer.opto22.com.

Add an Opto 22 PAC Control node

For this section, you'll need to have an Opto 22 groov EPIC processor running a PAC Control strategy, or a SNAP
PAC S-series or R-series industrial controller with firmware R9.5 or higher, running a PAC Control R9.5 or higher
control strategy. Make sure the RESTful API'is configured. On developer.opto22.com, see the PAC Control REST
APl instructions for groov EPIC or the SNAP PAC REST API Quick Start instructions.

1.

Install Node-RED for PAC Control nodes just as you installed the groov node. (Menu > Manage palette >
Install tab. Search for node-red-contrib-pac.)

Make sure you have an inject and a debug node in the workspace.

Near the top of the Nodes palette, click the pac read node and drag it to the workspace, in between inject
and debug (msg.payload).

The pac read node lets you read I/0 and variable data in the PAC Control strategy.

Wire the pac node to the other nodes in the flow.

Click the node and click the info tab to see helpful information about using it.
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6. Double-click the Opto 22 node to edit it.

Edit pac read node

@ Controller Add new pac-device... |
= Data Type Device Details r
O Node Name

7. Click the pencil at the right of the Controller field.

snap pac read > Add new pac-device config node

@ PAC Address | HTTPS v

& APl Key ID ‘ & Value ‘ ‘
B SSL Certificates (PEM format)

CA or Self-Signed

Public Key

8. Complete the fields:
a. For PAC Address, choose the protocol (HTTPS is strongly recommended because it is secure) and
enter the EPIC's or PAC's IP address.

b. Enterthe APIKey ID and Value to allow access to the PAC Control API. (You must have already set this
up for the controller. See steps on developer.opto22.com.)

c. Ifyou are using HTTPS as recommended, enter the SSL certificate information. (You must have
already created the certificates. See “Managing security certificates”on page 57 to add the
certificates to the groov Box.)

d. Click Add.
You return to the edit box, where your controller is now configured:

Edit pac read node

@ Controller 10.192.55.67 T
= Data Type Device Details v
O Node Name

9. Choose the Data Type from the dropdown list.
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The data type determines what other fields appear. In this example we chose Analog Input, so a field
appears for Tag Name.

d.

Edit pac read node

@ Controller 10.192.55 67 v
= Data T3-'pe Analog Input v
W Tag Name aiOvenTemperature

@ Node Name ||

Tag Name—-Enter the exact /O point or variable name from the PAC Control strategy running on
this controller. If you leave this field blank, you'll receive values for all tags of this type (in this
example, all analog inputs).

Start Index and Length—For a table, enter the starting index and length of the data you want to
use.

Node Name—(Optional) By default, the tag name is used for this node. If you want to give it a
different name, enter it here.

Click Done.

10. Click the down arrow next to Deploy to see your choices.

You can deploy everything, or if you don't want to disturb running
flows, you can choose to deploy only the changed flows or
changed nodes.

The gray box around the icon shows what will happen when you
click the Deploy button. In this example, everything is deployed
(Full).

11. Click Deploy. Now click the inject button and see what message appears in the debug tab.

You should see the data from your Opto 22 controller. Here's how our example looks:

=<2 Node-RED for Opto 22

Q

Flow 1 + info debug

v Opto22 all flows B

pac read timestamp  —— aiOvenTemperature ———  msg payload

101.904083

[
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CONNECTING WITH SERIAL DEVICES

Several serial nodes are available for Node-RED. You can attach one or more serial devices to the groov Box and
use serial nodes to communicate with them. You can connect to RS-232, RS-485, or RS-422 serial devices
(2-wire or 4-wire). Three USB ports are available on the groov Box. If you need to connect to additional devices,
use a USB hub.

Data from connected serial devices can be used in your flows and can also be included in your groov View
operator interface. For example, you can:

Serial device ]
groov View groov View
Data Store

Get data from a Modbus RTU device, reformat it if necessary in your flow, put it in a groov View Data Store,
and use it in your groov View operator interface for technicians to monitor.

Log data from weigh scales in your company database for tracking.

Send data from legacy serial manufacturing equipment to a cognitive computing application, such as
IBM Watson loT, to analyze for predictive maintenance.

Monitor facility energy usage through serial devices, correlate it with temperature data from local
sensors, and project future usage based on forecasts from an online weather service.

Write data from a company database to serial devices.

Cloud services
(IBM Watson loT,

FTDI (oI~
=0\

USB-to-serial AT&T M2X)
Adapter
,‘-\.
A Y
H 9 . Node-RED Reformat data, > Databases
' . > apply logic,
= connect to
h other nodes | € Desktop
< > Applications
- L — T—

> (o)

\ 4

7 —\ N
= Ve

Requirements

To use serial devices with the groov Box, you will need:

groov Admin 1.570.46 or higher
Node-RED for groov Box version 3 or higher
An RS-232, RS-485, or RS-422 serial device (2-wire or 4-wire)

A USB-to-serial converter with FTDI chipset, appropriate for the serial device you want to connect to. We
recommend single-port adapters.

If you use a USB hub, use a powered hub.

NOTE: FTDI-compatible adapters are not likely to work. Use an adapter with a genuine FTDI chip, for example
B&B Electronics model USOPTL4 or Gearmo US-485422.
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Setting up the serial device

1. Connect the converter from the serial device to one of the USB ports on the front or top of the groov Box
(diagram on page 110).
2. InNode-RED, drag your serial node to the workspace and double-click it to edit it.

Edit serial node

3G Serial Port Add new serial-port. . v

W Name

3. (lickthe pencil at the right of the Serial Port field.

4. Inthe Add New dialog box, click the magnifying glass to discover the serial devices you have connected
to your groov Box.

In this example, two serial devices are connected, both to the front of the Box:

_ /dev/ttySer0 is the top USB port on
3 Serial Port ‘ Q@ the front of the groov Box.

& Settings /devittySer0 Stop Bits /dev/ttySer1 is the bottom USB port
/devittySer1 on the front of the Box.
""" - 1 M See diagram on page 110.

For serial devices connected through a USB hub, see address information on page 110.

5. Choose the device you want, and then enter the Settings (baud rate, data bits, and so on) that apply to it.
Make any other changes necessary for the node and then click Add.

6. Backin the Edit dialog box, give the new serial port a name and click Done.
Your serial device is ready to use in Node-RED.

IMPORTANT: Remember that the address of the port you added in the node is the address of the USB
connector on the groov Box or hub, not the address of the serial device. If you unplug a device from one
connector and plug it into a different one, you will need to change the device's address in the node.
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In the nodes palette on the left side of the workspace, you see all the nodes
built into the program. You can scroll down to find the one you want or search
for it by typing into the search box at the top.

Managing nodes

You can remove or disable nodes you don't want and install additional nodes

you want to use.

To manage nodes, choose Menu [ > Manage palette. You see a list of the

nodes built into Node-RED

Manage palette

Nodes

Install

Done

Q

A

& node-red
% 0.15.0-opto-alpha

* 47 nodes

& node-red-contrib-pac
% 1.00

* 3 nodes

& node-red-node-email
L AR

* 2 nodes

& node-red-node-feedparser
¥ 015

remove

Type here to search for
~| existing nodes.

To disable or remove nodes,
choose the one you want in
the list and click the button.

disable a 4__

L, o

Installing nodes

Many Node-RED nodes are available, and you can easily install the ones you want. For example, you may want
to use nodes for a weather service or for mysqgl.

To install nodes, choose Menu [ > Manage palette. Click the Install tab.

In the search box, enter the node you're looking for. In this example we entered: weather
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Manage palette

Nodes Install

sort: | az | recent =

a weather < R Search for nodes here.
A of Nod ) nodes for accessing yr.no -
weather info an

% 0111 B 1yearago nsta

& node-red-node-darksky &
RED no . . . . .
the DarkSk Find the node you want in the list and click the install

W 0712 B 2weeksago nstall [ €——— bUttOﬂ.

A Noc

that gets the weather forecast from

© node-red-node-forecastio 2 Click Done to return to Node-RED and find your new

RED node that gets the weather forecast from node in the nodes palette.

W 0112 B 2weeksago nsta

& node-red-node-openweathermap
nde-RED node that gets the weather report from

athermap
W 0111 # 1 monthago nsta

& node-red-node-weather-underground &

AN

je-RED node that gets the weather report and

forecast from The Weather Underground

W 014 B 1monthago nsta

WORKING WITH FLOWS

54

You can have one or many flows in your Node-RED project.

«  Toname aflow, choose Menu E > Flows > Rename.

« Toadd anew flow, click the plus sign = + | in the upper-right corner of the workspace.
+  Todelete a flow, choose Menu > Flows > Delete.

Exporting a flow

It's easy to export flows or nodes. Exporting lets you share a flow you've built with others or store it for future
use.

1. With the flow open in the workspace, highlight one or more nodes (to export just part of a flow, highlight
only the nodes to export).

2. Tostore, choose Menu > Export > Library. Give the file a name so you can find it later.
3. Tosave to a text file for sharing, choose Menu > Export > Clipboard
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Export nodes to clipboard

Export to clipboard | selected nodes | current flow | all flows

e""™ "scope™null,"x":255,"y": 248, "wires":[["57503273.240b4Ac"]]},
"id""57503273.240b4c", "type":"debug","z":"b751%e6e 45332","na
me":™ "active":true,"console":"false”,"complete™ "false” "x":460,"y"

-

compact | formatted

Cancel Export to clipboard

4. (Choose whether to export only the highlighted nodes, the current flow, or all flows in the project.
5. Click Export to clipboard.
6. Paste the contents of the clipboard into a text file and save it.

Importing a flow

Importing lets you use flows or nodes you've saved or other people have built, so you can build what you
need faster. (A good source of flows is the OptoForum, where Opto 22 customers ask and answer questions
and share code samples and tips.)

Import from the Library

If you've already saved flows or nodes, open the flow you want to import to. Choose Menu > Import > Library
and choose the filename you want.

The saved flow or node immediately appears in the workspace.

Import from a file
1. Make sure the data you want to import is in a text file. Copy the contents of the file.
2. Inthe workspace, choose Menu > Import > Clipboard.

Import nodes

Importto | current flow | new flow

Cancel

3. Paste the data into the field. Choose whether to import into the flow that's open on the workspace or to
create a new flow.

4. C(lickImport.
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DEBUGGING YOUR NODE-RED PROJECT

DEBUGGING YOUR NODE-RED PROJECT

In the Editor

Within the Node-RED Editor, the debug tab helps you debug your flow.

In this example, we forgot to configure the SNAP PAC controller in the middle node. When we injected, an
error was returned in the debug tab:

ode-RED for Opto 22

Q Flow 1 Flow 2 + info debug

~ Opto22
a pac read timestamp
\L"__s_n;p};c;n_ne__g 101.904083
pac write B o 1
Missing mmﬂer

configuration

all flows o

~ input

Error

To see which node the error occurred in, hover over the error or click it to highlight the node (the node is
surrounded with a dotted orange line).

Note:Ifthe problem node is in another flow, hovering won't highlight the node;, but if you click the error you'll be taken
to the flow and the node highlighted.

In Node-RED Admin

Node-RED Admin keeps a running log of events that you can view or download to help debug problems.
1. Inthe left nav bar in Node-RED Admin, select Diagnostics.

Node-RED Admin

fdev
at https:/

ning

921.c@aa38] Missing controller configuration

38] PAC response error : -1. Invalid or no strategy.
iptions.

£2a28] Missing controller configuration
5d08] Missing controller configuration

2. Tosave a copy of the log, click Download Console Log. To view only the log in a separate browser tab,
click View Console Log.
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MANAGING SECURITY CERTIFICATES

SSL security certificates must exist on the groov Box before you can connect to Opto 22 controllers using
Node-RED. You can upload and manage these certificates from within Node-RED Admin.

1. Inthe left nav bar in Node-RED Admin, select Certificates.

Node-RED Admin

SSL Certificates

To use HTTPS with the groov or SNAP PAC nodes, you must upload any required public key certificates here.

In Node-RED, when configuring a groov or SNAP PAC node to use HTTPS, enter the filename of the required certificate.

Installed Certificates

If you've already added one or more certificates, you'll see a list of those installed.
2. (Click Add/Update. Navigate to the location of your Opto 22 controller’s public key certificate. Click Open.
The certificate appears in the list of Installed Certificates.

BACKING UP AND RESTORING YOUR NODE-RED PROJECT

You'll want to back up your Node-RED project to make sure you have a copy. Backing up just means
downloading the files to your computer, so you can upload them later if you need to.

The project consists of two files: one for all your flows and the other for sensitive credential information like the
username and password required for some nodes. We recommend you back up both.

1. Inthe left nav bar in Node-RED Admin, select Project.

Node-RED Admin

Project Management

The Node-RED praject consists of two files, ane for all the flows and another for sensitive credential data.
The project was last modified on 10/13/2016 at 4:32:34 PM

Flows

The flows.json file contains all of the flows in the current project.

Credentials

The flows_cred.json file contains sensitive information, like usernames and passwords used in certain nodes

To start a fresh Node-RED project, you may delete all of the flows and downloadFlowsButton credentials in the current
project.

1ilJ Delete project

2. To see what each file looks like, click the View button under Flows or Credentials.

3. Toback up your Node-RED project, click Download under Flows or Credentials and save the file in a safe
place on your computer.
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4. To restore your project, click Upload flows or Upload flow credentials. Navigate to the location of the
backed-up file and click Open.
Backing up and restoring can take several minutes. Wait until the process is finished.

NOTE: Ifyou have updated Node-RED since your last Node-RED backup, restoring will take you back to a
previous version. Update Node-RED again after restoring (see “Updating Node-RED” on page 36.)

STARTING A NEW NODE-RED PROJECT

You can only have one Node-RED project at a time, although that project can contain multiple flows. If you
decide to start over and create a new project, you can delete all flows and credentials in the existing project.

1. Inthe left nav bar in Node-RED Admin, select Project.

Node-RED Admin

Project Management

The Node-RED project consists of two files, one for all the flows and another for sensitive credential data.

The project was last modified on 10/13/2016 at 4:32:34 PM

Flows

The fows.json file contains all of the flows in the current project.

Credentials

The flows_cred.json file contains sensitive information, like usernames and passwords used in certain nodes

To start a fresh Node-RED project, you may delete all of the flows and downloadFlowsButton credentials in the current
project.

T Delete project

2. Scroll down and click the red Delete Project button.
3. To verify that you really want to start over, click Delete and Restart.
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5: Using Ignition Edge

This chapter introduces Ignition Edge, available in the groov Box and designed so you can use OPC UA and
MQTT at the edge of the network for your loT applications.

NOTE: Because the groov Box is a legacy product as of June 2021, updates are no longer provided for Ignition Edge.

What is Ignition Edge? 60
Getting Started 60
Using MQTT 73
Managing Ignition Edge 75

WHAT IS IGNITION EDGE?

Available in your groov Box is Ignition Edge, an internet of things (loT) software application developed by
Inductive Automation for the network’s edge, with OPC-UA drivers for Allen-Bradley and Siemens PLCs, SNAP
PACs, and other automation equipment.

Because Ignition Edge is included in the groov Box, you can use its tags—in your groov View operator
interface, Node-RED flows, and MQTT communications—for your loT projects:

«  Without having to purchase a separate OPC-UA server
«  Without requiring a PC at the network’s edge

Note that the OPC-UA server in Ignition Edge is used by Ignition applications and by groov View. The server is
available only to internal applications.

Ignition Edge in the groov Box

In the Opto 22 groov Box, Ignition Edge provides two key connectivity tools for loT applications—OPC UA and

MQTT.

« Ignition Edge includes an internal OPC-UA server and drivers for a number of commonly used PLCs, plus
Modbus devices communicating over TCP. (See “OPC UA drivers included with Ignition Edge in the groov
Box"on page 60.) Additional drivers may be available for purchase from Inductive Automation and their
partners.

« lIgnition Edge also includes an MQTT Transmission module. MQTT is a transport protocol highly useful in
loT applications because of its architecture. For more information, see “Using MQTT"on page 73.

You can use Ignition Edge in the groov Box for two-hour trial periods and reset the trial as often as you wish. To
use Ignition Edge fully, you will need to purchase an Ignition Edge license, part number GROOV-LIC-EDGE.
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The groov Box with Ignition Edge is especially useful for the plant floor, geographically dispersed locations, and
OEMs, because everything is included in one compact, secure, industrial appliance.

With Ignition Edge in the groov Box:
«  Datafrom many PLCs becomes easier to access for loT applications.

«  Authorized operators can monitor and control these PLC systems from your groov View operator
interface.

» Al datain Ignition Edge can be published and subscribed to via MQTT.
«  Node-RED flows can use tags from the Ignition Edge tag database.
« It'seasy to add other Inductive Automation products:

—  Other Ignition Edge-compatible modules

—  Additional drivers like DNP3, Omron®, and TCP/UDP

- Ignition Edge Panel or Enterprise

OPC UA drivers included with Ignition Edge in the groov Box

Opto 22 controllers: Allen-Bradley PLCs: Siemens PLCs: Other drivers:

«  groov EPIC «  Logix: ControlLogix® and Compactlogix™ «  S7-300 «  Modbus/TCP devices

«  SNAPPAC firmware v21 and higher «  S7-400 «  Devices that support
«  ControlLogix firmware v20 and lower . $7-1200 Modbus RTU over TCP
«  Compactlogix firmware v20 and lower . $7-1500 «  Otherdrivers you have
«  SLC™5/05 purchased
« PLC5®

«  MicroLogix™ 1100, 1200, 1400, 1500

groov EPIC and SNAP PAC drivers

Ignition Edge in the groov Box includes drivers for Opto 22 groov EPIC and SNAP PAC systems, which help you:
«  Publish EPIC and SNAP PAC system data via MQTT.
«  Connect other Inductive Automation applications to groov EPIC and SNAP PAC systems.

You can add drivers to the groov EPIC system by downloading and installing the Opto 22 groov EPIC and
SNAP PAC Driver module, which is a product of Cirrus Link Solutions. For details, see the Cirrus Link
Documentation webpage
(https://docs.chariot.io/display/CLD/Opto+22+groov-EPIC+and+SNAP+PAC+Driver). However, note that you
don't need to use this driver to use groov EPIC or SNAP PAC controller tags in your groov View operator
interface. Instead, configure the groov EPIC or SNAP PAC controller in groov View, so groov View communicates
with the groov EPIC or SNAP PAC system directly.

GETTING STARTED

This section gives you basic steps to get started using Ignition Edge. For a lot more information on using
Ignition Edge, visit Inductive University.

Requirements

«  AGROOV-AR1T Box with groov Admin v1.570.47 or higher (Updates are available at manage.groov.com.)

«  Acomputer that can communicate with the groov Box

»  One or more devices supported by the drivers included with Ignition Edge in the groov Box (see list on
page 60)
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NOTE: Ifyou want to read PAC Control R10.0a (or higher) tag names with Ignition Edge or Ignition Designer, be sure to:

Configure PAC Control Strategy tags with public tag access using PAC Control R10.0a or newver.
Install version 3.4.2 (or higher) of the Opto 22 groov EPIC and SNAP PAC Driver module.

For details, see KB87534.

To get you started, the following steps use a simulated device that is included in Ignition Edge.

Configure Ignition Edge

1. Openaweb browserandenter: https://[your groov Box’s hostname]:10000
Or open groov Admin from within Build mode (Configure > groov Admin).
2. Log in with your groov Admin username and password to open the Quick Start menu.

groov Admin

Help... Quick Start

Links to system settings that may need configuration out of the box. For more information please see the help
section located at the top.
/  Ignition Edge

) = 7 =

View System Information Update groov View Update groov Admin
7o -
Update Node-RED Configure Network Interfaces

NOTE: If Ignition Edge does not appear in the left navigation panel, refresh your browser window. If it still does
not appear, make sure you have installed groov Admin v1.570.47 or higher. (Click System Information to check.)

3. Inthe left navigation panel, click Ignition Edge.
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Ignition Edge

With Ignition Edge by Inductive Automation, you can use built-in OPC UA-compatible drivers for Allen-Bradley
PLCs, Siemens PLCs, and other devices in your groov projects. (Note that Ignition Edge does not permit
external access to the OPC UA server.)

You can also publish and subscribe automation data with the MQTT/Sparkplug protocol to an MQTT broker on
premises or in the cloud.

Learn more about Edge and MQTT in the groov Box User's Guide.

Status

« groov Enterprise is licensed and enabled. To get your Ignition Edge license key, email Opto 22 at
pcs@opto22.com and include your groov Serial number: E19375

% Ignition Edge is not running.

Configuration
Enable and run Ignition Edge at startup
Enable access to Ignition Edge Designer and Edge Panel
Designer is not needed to configure Allen-Bradley and SNAP PAC drivers and use their data in groowv.
Designer is needed to:

+ Configure tags for Siemens PLC and Modbus drivers

e Create MQTT Transmission tags

+ Update MQTT brokers with tag configurations and changes

» lse advanced features of Ignition Edge, including Panel and EAM

CAUTION: Ignition Edge Designer and Edge Panel require an insecure TCP port to be exposed by the
groov Box firewall. Opto 22 recommends that if you check this option, you also:

1. Connect the groov Box only to a trusted network that blocks external requests to TCP port 8088.
2. Configure Ignition Edge to use SSL to limit the functionality available on the insecure TCP port.

MOTE: Ignition Edge Panel is an optional feature available for separate purchase. If you use it, be sure
to allow connections only over HTTPS (see Ignition Edge Panel manual for details).

B

The Status section on this page shows you whether you already have a groov Enterprise license, which
fully enables Ignition Edge. However, you can use Ignition Edge for a two-hour trial without licensing it.
You can restart the trial as often as you want. These Getting Started steps use the free trial.

This section also shows you whether Ignition Edge is currently running.

4. Inthe Configuration section, check Enable and run Ignition Edge at startup.

5. Forthis example, do not check Enable access to Ignition Edge Designer and Edge Panel.

6. Click Save.

7. Read the software license and click Accept to continue. Wait until the message in the image below
appears.
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Ignition Edge

Enabling Igniticn Edge...done.
Starting Ignition Edge...done.

Disabling Ignition Edge Designer...done.

8. Click Back and notice that Ignition Edge is now running.

Ignition Edge

With Ignition Edge by Inductive Automation, you can use built-in OPC UA-compatible drivers for Allen-Bradley
PLCs, Siemens PLCs, and other devices in your groov projects. (Note that Ignition Edge does not permit
external access to the OPC UA server.)

You can also publish and subscribe automation data with the MQTT/Sparkplug protocol to an MQTT broker on
premises or in the cloud.

Learn more about Edge and MQTT in the groov Box User's Guide.

Status

+ groov Enterprise is licensed and enabled. To get your Ignition Edge license key, email Opto 22 at
pcs@opto22.com and include your groov Serial number: 719376

(« Igniticn Edge is running. Open Igniﬁion Edge )

Configuration

¥ | Enable and run Ignition Edge at startup

Enable access to Ignition Edge Designer and Edge Panel

Designer is not needed to configure Allen-Bradley and SNAP PAC drivers and use their data in groowv.

9. (lick Open Ignition Edge.

NOTE: In the future, you can open Ignition Edge from this page in groov Admin, or you can go directly to Ignition
Edgein your web browser by entering as the URL: https: // [your groov Box’s hostname] :8043
Don'tforget the “s”in https. Example: https://opto-00-d2-da:8043

10. Wait while Ignition Edge starts. (It may take a few minutes initially.)

Gateway Status

STARTING

\
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The Ignition Edge gateway webpage appears, showing the trial running.

Ignition-opix USER MANUAL  SUPPORT

=
EDGE' /

on # HOME d STATUS £ CONFIGURE

Trlal verslon 1:44:35 We're glad you're test driving our software. Have fun. Activate Ignition

Welcome to Ignition Edge, a streamlined version of Ignition
built for edge-of-network and embedded applications. Edge

oy
Ig ni i'lon E D G E ° offers a wide range of functionality, making it the ideal
oy i

building block for a variety of Ignition architectures. Start
exploring with some of the suggestions below!

11. In the top navigation bar, click Configure.

12. Sign in using the default username admin and password password and press Enter. (When you
license Ignition Edge for full use, you will change your Ignition Edge password following the steps on
page 80.)

USER MANUAL  SUPPORT

A admin Sign Out

/ ===
=

# HOME M STATUS ¥ CONFIGURE

Q Search...

. . . -
Trlal verslon 1:30:56 We're glad you're test driving our software. Have fun. Activate Ignition

* Overview System

Licensing
Backup/itestore Configuration Overview todles
Licensing Gateway Settings

Modules
Project
Redundancy

Plugins License

Currently, there are three powerful Ignition Edge plugins, all engineered
and priced to drive your smaller, edge-of-network applications. No license installed.

Gateway Settings

Gateway Network

Email Settings Panel
Ignition Edge Panel enables edge-of-network HMI
o functionality with ro%@m%@%mww

13. In the left navigation panel, scroll down and choose OPC-UA Server > Settings.
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Settings

Authentication

Authentication opcua-module v
Profile

The name of the authentication profile to authenticate against.

Allowed Roles ReadWrite

Separate multiple roles with a comma {ex: Administrator,user,manager)

Allow Anonymous | Allow users to connect whether or not they possess authentication credentials.
Access (default: false)

Server

Server Port 409

The port on the local machine the server will run on. Requires a module restart to take effect.

14. Change only the following:
a. Under Authentication, check the box to Allow Anonymous Access.

Allowing anonymous access does not create a security issue, because the Ignition Edge OPC server
is on the same box as groov View.

b. Under Expose Configured Tags, check the box to Expose Tag Providers (allows the server to get tags
automatically for some manufacturers’devices).

15. Scroll to the bottom of the page and click Save Changes.
16. In the left nav, choose System > Gateway Settings.

USER MANUAL SUPPORT

- admin Sign Out

# HOME 4 STATUS B CONFIGURE

. . . -
Trlal verslon 1:52:13 We're glad you're test driving our software. Have fun. Activate Ignition

Overview .
Backup/Restore Gateway Sett\ ﬂgS
Licensing

Modules

Project Settings Homepage Config

Redundancy

7

Gateway Network
Email Settings

Gateway Settings

Ignition-opto-00-d2-dc
System Name The name of this Ignition system, used to differentiate this system from othersin a larger
Audit Log Viewer architecture.
Users, Roles

Service Security

(default: )

17. Scroll down and check the box next to Use SSL:

[#| Turns on SSL encryption when communicating with the Gateway. Itis highly recommended that
Use SSL you purchase an SSL certificate from a certificate authority if you turn this feature on.
(default: false)

Because Ignition Edge is in the groov Box and it includes a self-signed certificate, a purchased certificate
may not be necessary. See Chapter 6: Using an SSL Certificate for more information on certificates.
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18. Scroll to the bottom of the page and click Save Changes.

Configure a device in Ignition Edge

1. Intheleft nav, choose OPC-UA Server > Devices.

Devices

Name Type Description Enabled Status

No Devices

- Create new Device...

2. C(lick Create New Device.
You see all the device types whose drivers are included in Ignition Edge in the groov Box. If your
application requires a device type not listed, you can contact Inductive Automation to see if a driver is
available for it. For this example, we'll use one of the demo devices.

Add Device Step 1: Choose Type

'® Allen-Bradley Logix Driver

Connect to Allen-Bradley Logix family devices, including devices with firmware v21+.

' Allen-Bradley MicroLogix

Connect to MicroLogix 1100 and 1400 series PLCs.

- Allen-Bradley PLCS
Connect to PLC5s via Ethernet.

- Allen-Bradley SLC

Connect to SLC 5/05s via Ethernet.

' Legacy Allen-Bradley CompactLogix

Connect to CompactlLogix firmware v20 and prior processors.

' Legacy Allen-Bradley ControlLogix

Connect to ControlLogix firmware v20 and prior processors.

' Modbus RTU over TCP

B B i i e S

3. For this example, scroll down and choose the Simulators Dairy Demo Simulator. Click Next.

New Device
Name
Description
17
Enabled L
(default: true)

Create New Device
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4. Give the demo a name and optional description, and click Create New Device.

Devices

v Successfully created new Device "Dairy Demo"

Name Type Description Enabled Status

Dairy Demo Simulaters Dairy Demo Simulator true Connected —

=+ Create new Device...

The DairySim device is listed and its status shows as Connected.
5. Back up your Ignition Edge project: in the left navigation panel, choose System > Backup/Restore.
System Backup / Restore

Backup Restore Legacy Upgrade

Download Backup ¥

Backs up the user datainside this Ignition Gateway server. This includes all projects, drivers, images, and
configuration, but not the modules.

6. Click Download Backup and save the file to your computer.
7. Continue with the next section.

Add the internal OPC-UA server to groov View

For help in using groov View, see the groov View User’s Guide.

1. Openanew tabin your browser and open groov: https://[your groov Box’s hostname]
2. C(lick the gearicon in the upper right and choose Switch to Build mode.

3. Choose Configure > Devices and Tags. Click Add New Device (upper right) and click OPC UA Server.

Y Add OPC UA Server

Name: A human-readable server name

Server URL: address:portj/path]

Example: MyHostname.MyDomain.com:49320 [?]

Add Server ‘ | Cancel |

4. Enter a name for your Ignition Edge server. For the Server URL, enter: 127.0.0.1:4096

The URL uses the loopback address, because groov View and the server are in the same box. The 4096
specifies the port groov View uses to communicate with the server.

5. Click Add Server.
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Your new server is added to groov View's list of devices:

Configure Devices and Tags

4 Name Type Address Add New Device ¥
Data Simulater Data Simulator

Edit Device...
Edge server OPC UA Server 127.0.0.1:4096 S ——

Delete...
Update Static Tags...

Configure Dynamic
Tags...

Close

6. Click Close.

7. Backin Build mode, find your new server in the Gadget Palette (lower right corner, in the Tags tab). Click
the plus sign next to the server's name to see the tags in this device. Keep opening the tree by clicking
the plus signs next to Static Tags > Devices > [Dairy Demo] > Refrigeration.

Gadget Palette
RELERN Gadgets

e ———— You can configure multiple devices in the server. Devices and their

tags appear in the tree, but their location depends on how their tags
TrEYsUl Odldodse ]
are created.
= Edge server
Dynamic Tags

B static Tags L — Server tags show the status of the Ignition Edge OPC-UA server itself.

Server 4’/

Configured Tags <

" N

Under Configured tags you'll find tags you manually configured in the
server (from devices whose tags were not imported automatically).

= Devices
© [Dairy Demo] < The Dairy Demo is the device you configured in the Ignition Edge
Overview server. The server automatically imported its tags, so all of them are
[Diagnostics] shown here.
B Refrigeration You'll find a folder under Devices for each device whose tags were

et harae 2T imported by the server.

ambientHum : Floa

dischargeTemp : In

dischargePrassure @ +
1 »

Add a gadget connected to an Ignition Edge tag

1. Add a new page to your groov View project, or open an existing page to add new gadgets.
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In the Gadget Palette, under Refrigeration, select dischargePressure. Highlight the Value gadget.

i Gadget Palette
Tags

Configure Devices & Tags...

O e
T2 Level Indicator

Text Text Area

@ Image Indicator - Int32 1R
Round Gauge Float: R
:Int32 1R
e : Float : R

) Trend nt32 : R
Flnat - R
T —

Drag the Value gadget onto your page.

NOTE: If you receive an error, the Ignition Edge trial period may have expired. Open another browser tab, go to
https://[your groov Box’s hostname] :8043 and restartthe trial. (See page 75 for help.)

Expand the gadget's width so you can see the full tagname.

Desktop & Tablet [JEENLE

dischargePressure i#.# i |

,,,,,,,,,,,

Choose File > Save All Changes and Switch to groov View. Watch the value change in groov View.
groov View updates data from OPC-UA servers (or from any source) at a fixed rate of once per second.

dischargePressure  27.90

NOTE: Ifyou see a yellow triangle on the gadget and no value is shown, click the yellov triangle to see what's wrong.
Some possibilities:

Your groov View trial period may have expired. Unless your groov Box has an Edge license, you are using a free
trial for OPC UA, and that trial expires two hours after you first look at your operator interface in groov View. To
restart the trial, just restart the Box. (See page 36 for steps.)

Your Ignition Edge trial period may have expired. Open another browser tab, goto https:// [your
groov Box’s hostname] :8043 and restart the trial. (See page 75 for help.)

Add other devices (Allen-Bradley, Siemens, Modbus)

Take another look at the list of OPC UA drivers included with Ignition Edge in the groov Box. If you have any of
this equipment, you can use their tags in your groov View operator interface, Node-RED flows, and MQTT
communications.

Tags for these devices are brought into Ignition Edge in two different ways:
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Some, like Opto 22 controllers and most Allen-Bradley devices, support tag browsing. That means all tags
on the device are automatically pulled into the server and available immediately in groov View.

Others, like Siemens and Modbus devices, do not support tag browsing. You manually add each tag you
want to use to the server.

To add another device:

1.

e whN

Go back to the tab with the Ignition Edge gateway webpage. Or open a new browser tab and enter:
https://[your groov Box’s hostname] :8043

Make sure the Trial Version is still running (to restart, click the Reset Trial button).
In the left nav, choose OPC-UA Server > Devices.
Click Create new Device. Choose the appropriate driver for your hardware. Scroll down and click Next.

Give your new device a name and optional description. Make sure Enabled is checked. Fill in the
hostname or IP address of your device and then click Create New Device.

Your device appears in the list.

If your device is an A-B PLC, go back to Build mode and test the new device by adding a gadget, just as
you did with the Dairy Demo.

If your device is Siemens or Modbus, follow steps in “Configure tags manually,” next.

Configure tags manually

You need to manually add tags using Ignition Edge Designer if any of the following applies:

You are using MQTT.
You are using Ignition Edge OPC-UA tags in Node-RED flows.
Your device does not support tag browsing.

You want to reduce the number of tags you see for Opto 22 controllers and Allen-Bradley PLCs when
building your groov View interface.

CAUTION: To configure tags manually, you must temporarily open an insecure TCP port on the groov Box. Before
opening it, make sure that:

The groov Box is connected only to a trusted network that blocks external connection requests to TCP port 8088
You have checked the “Use SSL” box in the Ignition Edge Gateway Settings (see step 16 on page 65).

Open a web browser and enter: https://[your groov Box’s hostname] :10000
Or open groov Admin from within Build mode (Configure > groov Admin).

Log in with your groov Admin username and password.

In the left navigation panel, click Ignition Edge.
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Ignition Edge

With Ignition Edge by Inductive Automation, you can use built-in OPC UA-compatible drivers for Allen-Bradley
PLCs, Siemens PLCs, and other devices in your groov projects. (Note that Ignition Edge does not permit
external access to the OPC UA server.)

You can also publish and subscribe automation data with the MQTT/Sparkplug protocol to an MQTT broker on
premises or in the cloud.

Learn more about Edge and MQTT in the groov Box User's Guide.

Status

« groov Enterprise is licensed and enabled. To get your Ignition Edge license key, email Opto 22 at
pcs@opto22.com and include your groov Serial number: E19375

+ Ignition Edge is running. Open Ignition Edge

Configuration
¥ | Enable and run Ignition Edge at startup
Enable access to Ignition Edge Designer and Edge Panel
Designer is not needed to configure Allen-Bradley and SNAP PAC drivers and use their data in groowv.
Designer is needed to:

+ Configure tags for Siemens PLC and Modbus drivers

e Create MQTT Transmission tags

+ Update MQTT brokers with tag configurations and changes

» lse advanced features of Ignition Edge, including Panel and EAM

CAUTION: Ignition Edge Designer and Edge Panel require an insecure TCP port to be exposed by the
groov Box firewall. Opto 22 recommends that if you check this option, you also:

1. Connect the groov Box only to a trusted network that blocks external requests to TCP port 8088.
2. Configure Ignition Edge to use SSL to limit the functionality available on the insecure TCP port.

MOTE: Ignition Edge Panel is an optional feature available for separate purchase. If you use it, be sure
to allow connections only over HTTPS (see Ignition Edge Panel manual for details).

(soe]

Make sure Ignition Edge is running. Under Configuration, click Enable access to Ignition Edge Designer
and Edge Panel. Then click Save.

When the changes are marked as done, click Back. Click Open Ignition Edge.
When the Ignition Edge gateway page opens, click the Launch Designer button in the upper right.

Ignition-op d USER MANUAL  SUPPORT

& admin Sign Out

Launch Designer ﬁl

# HOME 4 STATUS £ CONFIGURE

NOTE: Ignition Edge Designer is not web-based software, but a program you download from the gateway page

to your computer and run locally. It requires Java to run. If you don’t have Java, you can install it from the Java
website.

Save the file to your computer. Double-click it to open it. At the security warning, click Continue.
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P
Ignition EDGE‘ffdesigner

=

8. Lloginto Ignition Edge Designer using your Ignition Edge credentials. (If you have not changed them, the
defaults are: admin and password )

Edge - Ignition-opto-00-d2-de - Ignition Designer

File Edit View Project Component Alignment Shape Tools Help

B (raltPEBLS O-pO #a/EHDA

Projact Browser

a R

i3

[

il
s
uil

o g W AR R

;—@ Glabal
=+ [ Project
4 Properties
w- L Seripts
t Windows

8 Templates

Tag Browser

LY R

-vme

a R

44

®

Tag
?—[1 Tags

?—[J System

- [ Client

- [ Al Providers

Value

Data Type

Property Editor

BEl4 ) = =bel

9. Toadd tags for a device, follow the instructions provided by Inductive Automation:
— Instructions for Siemens
- Instructions for Modbus

X

= Getting Started

-

Component Palette @8

EH Filter

x

s New Main Window

e fiew Popup Window

] Show on Designer Startup

s New Docked Window

Welcome X

= Input
= TextField
1 Numeric Text Fisld
= Spinner
= Farmatied Text Field
s Password Field
[ Text Area
= Dropdown List
== Slider
@ Language Selector

- Buttans
(5] Bution
8 2-State Toggle
== Wult-State Button
%1 One-Shot Buttan
() Momentary Bution
= Toggle Button
#= Check Box
“~ Radio Bution
= Tab Strip

- Display
e Label
+s Numeric Label
B Hulti-State Indicator
E | ED Display
»] Moving Analog Indicator
& Image
= Progress Bar
B Cylindrical Tank

STV 8e oo

) |~% 674989 mb | [

10. For MQTT tags, set up folders for topics and put tags in them, following instructions in documentation
from Cirrus Link.

11. When you have finished adding tags, choose File > Save and Publish.

12. IMPORTANT: When you have finished configuring tags and saved them, go back to groov Admin. In the
left navigation panel, click Ignition Edge. Uncheck “Enable access to Ignition Edge Designer and Edge
Panel”and click Save to close the insecure port.

13. Remember to back up your Ignition Edge project to make sure all your tags are saved (see page 81).
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One of the advantages of having Ignition Edge in the groov Box is that you can use the Message Queue
Telemetry Transport (MQTT) in your loT application. MQTT is a publish/subscribe (pub/sub) protocol that's
suited to many loT applications because of its architecture.

In a pub/sub architecture, a central source, called a broker, stores all data. MQTT clients can publish data to the
broker or subscribe to get data from it (or both). Clients who publish data send it only when the data changes.
Clients who subscribe to data automatically receive it from the broker only when it changes.

Contrast this with a client/server architecture. There the client and server must be connected, because the
client requests data directly from the server. The client doesn't know when the data changes, so it must
request it at reqular intervals.

MQTT pub/sub offers three main advantages over client/server for loT applications:

«  Network traffic is reduced overall, because data is published and sent only when it changes, rather than
at regular intervals.

«  Because the broker is a central source with stored data, servers don't have to strain to serve multiple
clients. And even remote devices with irregular connections or low bandwidth can publish or subscribe
to data. If a subscriber is offline, for example, the broker buffers the data and sends it at a later time.

«  Fordata publishers, there's another important advantage: data is published using an outbound
connection. Most firewalls block inbound traffic (for example, an external OPC client requesting data
from an internal OPC server), but they allow outbound connections over secure TCP ports.

See mqtt.org for more information about the protocol.

MQTT and the groov Box

Ignition Edge in the groov Box gives you access to an MQTT Transmission module built by a third party, Cirrus
Link Solutions. This module uses the Sparkplug open MQTT client specification. More information and
documentation are available on the Cirrus Link website.

You will also need an MQTT broker, which you can locate on your premises or in the cloud; information is
available online to set one up.

Install the MQTT Transmission module
1. Open the Ignition Edge gateway page: https://[your groov Box’s hostname]:8043

Ignition-opto-00- 00 USER MANUAL  SUPPORT
F / Signin

EDGE": v
==

d STATUS £ CONFIGURE

Trlal verslon 1:44:35 We're glad you're test driving our software. Have fun. Activate Ignition

Welcome to Ignition Edge, a streamlined version of Ignition
built for edge-of-network and embedded applications. Edge

oy
Ig n l tlon E D G E ® offers a wide range of functionality, making it the ideal

building block for a variety of Ignition architectures. Start
exploring with some of the suggestions below!
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2. Inthe top navigation, click Configure. Scroll down till you see the MQTT plugin.

Available

lgnition Edge MQTT by Cirrus Link uses the highly efficient MQTT protocol to

transmit data to any MQTT broker and supports the Sparkplug data-encoding
specification.

3. ClickInstall. In the next page, scroll down to find Quarantined modules and click the install button for
MQTT Transmission. Then follow directions on the screen to accept the license.

4. Check "l want to add this certificate to my trusted certificates and install the module”and then click the
button to install.

When the success message appears, you can scroll down and see the MQTT Transmission module listed
under Cirrus Link Solutions.

5. To see documentation for the module, click More > documentation.

Cirrus Link Solutions

View Certificate
Name Version Description License State
MQTT Transmission 3.3.2-SNAPSHOT An Ignition Tag to MQTT Bridge

license CER

documentation

uninstall

Configure the MQTT broker

You will need an MQTT broker to handle published data and send it to subscribers. The broker can reside
either locally or in the cloud. If you don't have a broker, check online for instructions to set one up. These steps
show you how to configure a broker you've already set up.

1. Inthe Ignition Edge gateway page left navigation, choose MQTT Transmission > Settings.
2. Follow instructions from Cirrus Link to enter the URL and credentials for the MQTT broker.

Configure MQTT tags
1. Configure tags for MQTT following the steps in “Configure tags manually”on page 70.

NOTE: The MQTT tags you create are individually configured tags. When you look for them in groov View, they'll
appear in the Configured Tags folder:

Tags

Configure Devices & Tags...

= Ignition Edge OPC UA Server
Dynamic Tags
B Static Tags

S Devices <« The Devices folder contains devices that support tag browsing
[TurbinePAC] (their tags were automatically imported by the server).
[AB Compact Logix]

& Configured Tags < The Configured Tags folder contains devices whose tags
© edge you individually configured in Ignition Edge Designer.

OPC UA Tags MQTT tags appear in this folder.

MQTT Transmission
System

Server
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2. When you have finished configuring your MQTT broker and tags, remember to back up your Ignition

Edge project (see page 81.)

3. Touse the MQTT module, see documentation from Cirrus Link.
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In this section:
Restart the Trial

75

License Ignition Edge

76

Unactivate Ignition Edge license

80

Change Ignition Edge password

80

Back up and restore Ignition Edge project
Use Ignition Edge Designer or Edge Panel
Ignition Edge Plugins

81

82

84

Check Ignition Edge license and modules
Add Quarantined Modules

84

85

Restart the Trial

If your groov interface stops reporting values on gadgets you've attached to Ignition Edge, your two-hour trial
may have expired. You can reset it as often as you want.

If the trial has expired, the banner color in the Ignition Edge gateway webpage changes from green to orange:

# HOME M STATUS

Connectivity is key, and Ignition Edge Start building tag

makesit e: nnect to devices and launching the de:
OPCservers to pull data in. your project,
launch one

£ CONFIGURE

Onceyouvebuilt ~ and use up to one week of ta

USERMANUAL  SUPPORT

Signin

Welcome to Ignition Edge, a streamlined version of Ignition built for
edge-of-network and embedded applications. Edge offers a wide range
of functionality, making it the ideal building block for a variety of Ignition
architectures. Start exploring with some of the suggestions below!

Ignition Edge makes ita e Connect Ignition Edge to an EAM
ryi controller to remotely monitor and
alocal, maintenance free historian. Just manage all of yourignition Edge devices
select the tags you want, and tum on from a central location.
history tracking!

1. Click Activate Ignition to start the trial period again. Enter the username and password if asked. (If you've
changed it, enter your credentials. If you haven't changed it, enter the defaults admin and password

and press Enter)
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USERMANUAL  SUPPORT

Zadmin  signout

EDG

M STATUS & CONFIGURE

Q Search...

Overview Licensing
Backup/Restore

+ Licensing
Modules Active License License Management
Project
Redundancy B
Gateway Settings No License Installed
. : o " Activate a License
‘You may use the trial version of Ignition as long as you'd like to get a feel for
Gateway Network our product. Every two hours, the trial will expire and will need to be reset. Have a license key to activate? Click
Email Settings When you're ready to purchase, get a license and activate it here. below to activate Ignition instantly.
Get a License Activate Online
Audit Log Viewer
Users, Roles Fou
. - Online
Ser
g (Internet access required)
Security Zones L g

2. Tostart the two-hour trial again, click Reset Trial.
3. Toenter your Ignition Edge license now, see “License Ignition Edge,” next.

License Ignition Edge

You can use Ignition Edge for a two-hour trial without licensing it, and you can repeat the trial. But to use
Ignition Edge fully, you must license it.
1. Purchase a groov Ignition Edge license (GROOV-LIC-EDGE).
You'll receive a certificate with an Activation Key for the license.
2. Loginto manage.groov.com with your MyOpto username and password.

3. (lick Activate, enter your activation key, and follow instructions to apply it to your groov Box. Make sure
you choose the correct Box!

Copy the Ignition Edge License number shown on the groov Box profile page.
5. Open the Ignition Edge gateway page: https://[your groov Box’s hostname]:8043

6. Ifyou have not already changed your username and password from the defaults (admin and
password), do so now:

a. Inthe Ignition Edge gateway webpage, click the Configure tab.
b. In the left navigation panel, choose Security > Users, Roles.

User Sources

Name Type Description
default nternal  This is the default and always present internal authentication R .
o manage users [0
profile.
opcua-module  Internal  OPC-UA clients will authenticate against this profile by default. P m

= Create new User Source...

- Verify an Authentication Profile...
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c. Forthe default user, click the manage users button.

Manage Users and Roles for Profile 'default’

Users Roles

Username Name Roles Contact Info Schedule

admin Administrator Always Edit
- Add User

d. dlick Edit and complete the following fields:
Username: enter new username

- Check Change Password?
Password/Password: enter new password

- (Optional) First Name/Last Name and Language: enter or change as necessary
e. Scroll to the bottom of the screen and click Save Changes.

f. Inthe top right comer of the page, click Sign Out. Then sign back in using your new username and
password.

7. Click Activate Ignition (upper right).

Ignition-optc USERMANUAL  SUPPORT

S Zadmin  Signout
EDGIE;./

du STATUS £ CONFIGURE

Q Search...

Overview Licensing
Backup/Restore

» Licensing
Modules Active License License Management
Project.
Redundancy a
Gateway Settings No License Installed

. ; s " Activate a License
‘You may use the trial version of Ignition as long as you'd like to get a feel for

Gateway Network our product. Every two hours, the trial will expire and will need to be reset. Have a license key to activate? Click
Email Settings When you're ready to purchase, get a license and activate it here. below to activate Ignition instantly.
Get a License Activate Online
Audit Log Viewer
Users, Roles
- - + Online
Se
i i Internet access required
Security Zones \ v

8. Under License Management at the right, if your groov Box has internet access, click Activate Online. If
your groov Box does not have internet access, go to “Activate Offline” on page 78.
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Licensing / Activate Online

Activate Your Ignition License

Already have an Ignition license key? You're in the right place. Use this Enter license key
form to activate your 6-digit license key. [

Note that for each license key, only one Ignition Gateway instance is
allowed to be activated at a given time. If you want to activate Ignition
on a different server, you must first unactivate the previous server.
+ Online
Internet access required

9. To activate online, enter the Ignition Edge license key you copied in step 4, and click Activate.
A confirmation message appears, stating that your license was successfully activated.

Licensing

License MNN-NMN successfully activated

Activate Offline

Use these steps if your groov Box does not have internet access.
1. Inthe Ignition Edge gateway page, click Activate Ignition. Scroll down and find No Internet Connection?

-
-

No Internet Connection?

No problem! You can start or
continue the offline activation
process by creating an
activation request file for
lgnition.

Activate Offline

2. Click Activate Offline.
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Licensing / Activate Offline

Activate Ignition Offline

If you do not have an internet connection on this gateway, or if you are behind a
firewall, proxy or anti-virus software which is preventing online activation, Ignition will
not be able to contact the activation server and an offline activation may be necessary.

Follow the steps below to manually activate Ignition on your machine:

o (2] ©

Download Offline Upload To Our Website & Return Here & Upload
Activation Request Download Your License License File
Enter your license key below, File Our website will provide you
then download and save the Transfer your activation request with the necessary license.ipl
activation request file file to a computer with an file for your Ignition activation
somewhere convenient. internet connection. then here.
, - . upload itat: .
(a USB thumbdrive, for example) Choose .ipl file to upload

https://links.inductiveautomation.cd.SNO9S€ File | Nofile chosen

Please note that you need to have access to a machine with internet access as
part of this process, but this does not have to be the machine on which you are
trying to activate Ignition.

3. Under 1, enter the Ignition Edge license key you copied. Click Download Activation Request.

4. Save the Request (a text file) to your computer.
If your computer is not online, you can save the file to a flash drive and take it to a computer that does
have an internet connection. The next few steps require internet access.

5. Under 2, click the link to Inductive Automation.

Activate or Unactivate Ignition

Activate Ignition

Download the activation request file (activation_request.txt) from the Ignition
Gateway and save it somewhere convenient. Once saved, browse for the file below

then click Upload Activation File to proceed with your request.
Choose File | Mo file chosen

Ugload Activation File

6. Inthe Activate Ignition section, click Choose File, find the text file you just downloaded, and open it. Then
click Upload Activation File. A license file is downloaded; save it to your computer.

7. Go back to the gateway page. Under 3, click Choose File, find the license file, and open it. Click Activate.
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A confirmation message appears, stating that your license was successfully activated.

Licensing

License MNN-NMN successfully activated

Unactivate Ignition Edge license

Before you update groov Admin or reset your groov Box to factory defaults, be sure to deactivate your Ignition
Edge license. Then when the update or reset is finished, activate the license again. By deactivating and then
reactivating, you avoid having to contact Ignition Edge to have the license reinstated.

1. Open the Ignition Edge gateway page: https://[your groov Box’s hostname]:8043
2. (lick the Configure tab. In the left navigation panel, choose System > Licensing.

Ignition-c 0-d2-00 USER MANUAL  SUPPORT

a admin Sign Out

d STATUS £ CONFIGURE

Q Search...

Licensing

LomE Active License License Management
Backup/Restore

+ Licensing
— +  NNN-NNN & | =

Project
Redundancy

No Internet Connection?

No problem! You can start or

3. IMPORTANT: Make sure you have a record of your license number, so you can reactivate it later.
4. Todeactivate, click the trash can button next to your license number.
5. To confirm, click Yes, Unactivate.

When you're ready to activate your license again, follow steps in “License Ignition Edge” on page 76.

Change Ignition Edge password

You can change your username and password for Ignition Edge whenever you want to. Be sure you change
them when you license Ignition Edge (see page 76).

1. Inthe Ignition Edge gateway webpage, click the Configure tab.
2. Inthe left navigation panel, choose Security > Users, Roles.

User Sources

Name Type Description
default nternal  This is the default and always present internal authentication AU .
profile. manage users )Y

opcua-module  Internal  OPC-UA clients will authenticate against this profile by default. vore - P

= Create new User Source...

= Verify an Authentication Profile...
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3. Forthe default user, click the manage users button.

Manage Users and Roles for Profile 'default’

Users Roles
Username Name Roles Contact Info Schedule
admin Administrator Always Edit
Delets
- Add User

4. (lick Edit and complete the following fields:
Username: enter new username

Check Change Password?

- Password/Password: enter new password

(Optional) First Name/Last Name and Language: enter or change as necessary
5. Scroll to the bottom of the screen and click Save Changes.
In the top right corner of the page, locate Sign Out.

Ignition-c d2-00 USER MANUAL  SUPPORT

a admin Sign Out

Y

ED

d STATUS £ CONFIGURE

7. Click Sign Out. Then sign back in using your new username and password.

Back up and restore Ignition Edge project

Remember to back up your Ignition Edge project when you first configure Ignition Edge, devices, and tags,
and also when you change configurations.

1. Open the Ignition Edge gateway page: https://[your groov Box’s hostname]:8043
2. (lick the Configure tab.
3. Intheleft nav, choose System > Backup/Restore.

System Backup / Restore

Backup Restore Legacy Upgrade

Backs up the user datainside this Ignition Gateway server. This includes all projects, drivers, images, and
configuration, but not the modules.

4. C(lick Download Backup and save the file to your computer.
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Restore Ignition Edge project

1. Open the Ignition Edge gateway page: https://[your groov Box’s hostname]:8043
2. (lick the Configure tab.

3. Inthe left nav, choose System > Backup/Restore.

4. C(lick the Restore tab.

System Backup / Restore
Backup Restore Legacy Upgrade

0 Choose a Ignition Gateway backup file (*.gwbk] to restore. This operation forces an automatic restart of the context.

Be aware that ALL of this server's current configuration (except activation status) will be permanently lost. It is
recommended to backup this server before restoring.

Choose File | No file chosen
Restore Disabled

By checking this box, all projects, database connections, OPC connections, etc will be disabled upon

restart.

5. Click Choose File and locate the backup file you saved to your computer. Then click Restore.

Use Ignition Edge Designer or Edge Panel

You can access Ignition Edge Designer from the Ignition Edge gateway page if you need to use it. Designer is

not needed to configure Allen-Bradley and SNAP PAC drivers and use their data in groov View.

Designer is needed to:

«  Configure tags for Siemens PLC and Modbus drivers (see “Configure tags manually”on page 70)

«  Create MQTT Transmission tags (see “Using MQTT" on page 73)

«  Configure and update MQTT brokers with tag configurations and changes

«  UseIgnition Edge OPC-UA tags in Node-RED flows

«  Use advanced features of Ignition Edge, including Panel and EAM. Ignition Edge EAM, Panel, and the
Vision module are available for separate purchase from Inductive Automation.

CAUTION: Ignition Edge Designer and Edge Panel require an insecure TCP port to be exposed by the groov Box
firewall. Opto 22 recommends that while you are using Designer or Panel, you:

Connect the groov Box only to a trusted network that blocks external requests to TCP port 8088.
« Make sure you configure Ignition Edge to use SSL (see step 16 on page 65).

1. Openaweb browserandenter: https://[your groov Box’s hostname]:10000
Or open groov Admin from within Build mode (Configure > groov Admin).

2. log in with your groov Admin username and password.

3. Inthe left nav, click Ignition Edge.
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Ignition Edge

With Ignition Edge by Inductive Automation, you can use built-in OPC UA-compatible drivers for Allen-Bradley
PLCs, Siemens PLCs, and other devices in your groov projects. (Note that Ignition Edge does not permit
external access to the OPC UA server.)

You can also publish and subscribe automation data with the MQTT/Sparkplug protocol to an MQTT broker on
premises or in the cloud.

Learn more about Edge and MQTT in the groov Box User's Guide.

Status

« groov Enterprise is licensed and enabled. To get your Ignition Edge license key, email Opto 22 at
pcs@opto22.com and include your groov Serial number: E19375

+ Ignition Edge is running. Open Ignition Edge

Configuration

¥ | Enable and run Ignition Edge at startup

Enable access to Ignition Edge Designer and Edge Panel
Designer is not needed to configure Allen-Bradley and SNAP PAC drivers and use their data in groowv.
Designer is needed to:

+ Configure tags for Siemens PLC and Modbus drivers

e Create MQTT Transmission tags

+ Update MQTT brokers with tag configurations and changes

» lse advanced features of Ignition Edge, including Panel and EAM

CAUTION: Ignition Edge Designer and Edge Panel require an insecure TCP port to be exposed by the
groov Box firewall. Opto 22 recommends that if you check this option, you also:

1. Connect the groov Box only to a trusted network that blocks external requests to TCP port 8088.
2. Configure Ignition Edge to use SSL to limit the functionality available on the insecure TCP port.

MOTE: Ignition Edge Panel is an optional feature available for separate purchase. If you use it, be sure
to allow connections only over HTTPS (see Ignition Edge Panel manual for details).

(soe]

Make sure Ignition Edge is running. Under Configuration, click Enable access to Ignition Edge Designer
and Edge Panel. Then click Save.

When the changes are marked as done, click Back. Click Open Ignition Edge.
When the Ignition Edge gateway page opens, click the Launch Designer button in the upper right.

Ignition-op d USER MANUAL  SUPPORT

& admin Sign Out

Launch Designer q,{

# HOME 4 STATUS £ CONFIGURE

NOTE: Designer is not web-based software, but a program you download from the gateway page to your
computer and run locally. It requires Java to run. If you don’t have Java, you can install it from the Java website.

Log into Designer using your Ignition Edge credentials. (If you have not changed them, use the default
username admin and password password.)

To use Designer:

a. Ifyou are configuring tags for Siemens PLC and Modbus drivers, see “Configure tags manually”on
page 70.

b. If you are using MQTT, see “Using MQTT" on page 73.
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c. Forother uses, follow Ignition’s instructions.
9. When you have finished using Designer or Panel, return to groov Admin and uncheck the box to disable
access and close the insecure port.

Ignition Edge Plugins

The Ignition Edge gateway Configure page shows plugin options you may be interested in:
» lIgnition Panel (free trial included; to purchase, contact Inductive Automation)
« Ignition Enterprise (free trial included; to purchase, contact Inductive Automation)

« Ignition Edge MQTT by Cirrus Link—If you plan to use the MQTT protocol, you'll want this module.
See "Using MQTT"on page 73

Check Ignition Edge license and modules

You can see which Ignition Edge modules you have licensed, and which are available.

1. Open the Ignition Edge gateway page: https://[your groov Box’s hostname]:8043
2. Click the Status tab.

3. Inthe left nav under Systems, click Modules.

You see all the modules you have. In the License column, the modules that show “Activated”are licensed,
and those that show “Trial”are not. The Status column shows which modules are currently running.

Ignition-opto-00-d2-dc USERMANUAL  SUPPORT

/;- & admin Sign Out
EDGE/

M STATUS & CONFIGURE

Q Search...

Systems

Modules
Overview
Performance Running Modules Licensed Modules License Details
+ Modules
Redundancy License Key =~ NNN-NNN
Tags Version 7
9 / 9 7 / 9 edge-mqtt true
Designers edition edge
Devices
Store & Forward
OPC Connections
CRELSSTE Inductive Automation, LLC
Vision Clients . i
Name Version License Status
Alarm Notification 4.9.4 (b2017082918) Activated + RUNNING
Execution Allen-Bradley Driver 4.9.4 (52017082911} Activated & + RUNNING
Logs Enterprise Administration  2.9.4 (b2017082911) Trial + RUNNING
inenty Logix Driver 3.9.4 (2017082911) Activated Q + RUNNING
Modbus Driver 5.9.4 (b2017082911) Activated & + RUNNING
OPC-UA 4.9.4 (b2017082911) Activated A + RUNNING
Siemens Drivers 4.9.4 (b2017082911) Activated & + RUNNING
Tag Historian 2.9.4 (b2017082911) Activated + RUNNING
Vision 9.9.4 (b2017082518) Trial + RUNNING
Quarantined Modules
Name Version Quarantine Reason

Certificate has not been accepted.

MQTT Transmission 3.4.6 (b2019030100) N
License has not been accepted.

Opto 22 groov EPIC and SNAP PAC 3.4.6 (b2019020100) Certificate has not been accepted.
Driver License has not been accepted.

At the bottom are modules that are available to license. See “Add Quarantined Modules”on page 85.
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Add Quarantined Modules

Two modules are included in Ignition Edge on the groov Box but not enabled until you install them:

«  MQTT Transmission—for using the MQTT protocol with Sparkplug messaging. See “Using MQTT" on
page /3.

«  Opto 22 groov EPIC and SNAP PAC Driver—for using groov EPIC or SNAP PAC programmable automation
controller tags with MQTT or with other Ignition software.

To install a quarantined module;
1. Inthe Ignition Edge gateway webpage, click the Configure tab. In the left navigation bar under System,
click Modules.

Ignition-opto-00- USER MANUAL  SUPPORT

& admin Sign Out

4 STATUS ¥ CONFIGURE
Q Search...

Module Configuration

Overview
BackupjRestore
Licensing

Inductive Automation

> Modnles View Certificate
ijgl

Redundancy
Gateway Settings Alarm Notification 4.9.4 (b2017082918) Provides alarm notifications via email Activated Running

Name Version Description License State

More v

Audit Log Viewer

Users, Roles

Email Settings

Allen-Bradley Driver 4.8.4 (02017082911} Allen-Bradley driver suite for the OPC-UAmodule. Activated Running

Service Security

Enterprise Administrati 2.9.4 (02017082911) A remote Gateway administration system, Trial Running L
PR ol U Ve W e T v

2. Scroll down till you see Quarantined Modules.

Quarantined Modules

Name Version Description Quarantine Reason
MQTT Transmission 3.4.6 An Ignition Tag to MQTT Bridge Certificate has not been delete
(b2019030100) accepted. License has not e
been accepted.
install
Opto 22 groov EPICand 3.4.6 Adriver for communicating with groov EPIC and  Certificate has not been delete
SNAP PAC Driver (b2019030100) SMAP PAC series controllers accepted. License has not e

been accepted.

install

3. Click the Install button next to the module you want to add. Click confirm when asked.
4. Read the license and check the box at the bottom of the page. Click Accept License.
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Module Certificate

Not Valid Until
Not Valid After
Subject Name

Issuer Name

Thumbprint

@ This certificate has been signed by a trusted Certificate Authority.

3/14/17 12:00:00 AM
5/25/20 11:59:59 PM
Cirrus Link Solutions
thawte SHAZ256 Code Signing CA

[31EC9TF54DC5EBAEB5DDAB 1IFEBO01BF6E22DCD
53]

This module's certificate has been signed by a trusted Certificate Authority.

| want to add this certificate to my trusted certificates and install the module

5. Checkthe box to add the certificate and install the module, and then click the button.
You see a success message, and when you scroll down you find the installed module is no longer
quarantined. It's ready to use.
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6: Using an SSL Certificate

UNDERSTANDING CERTIFICATES

Best Use

Cost

Ease of
Configuration

Untrusted
Site Warning

Trust Level

Like other web servers that contain sensitive data—for example, your bank—the groov Box uses an SSL/TLS
certificate to (1) encrypt communications and (2) prove the Box's identity to client browsers. This certificate
contains the server name, the name of the organization that controls the server, and digital signatures of
organizations that vouch for the authenticity of the certificate. The certificate is digitally signed either by a
certificate authority (CA) or it is self-signed.

The default certificate type (a self-signed certificate) and configuration will cause your web browser to issue
an untrusted site warning when accessing the groov Box. To avoid the warning you can install the self-signed
certificate in all the browser certificate stores used to access the Box. However, whether or not the certificate is
installed in the certificate stores, communication between the Box and client browsers is always encrypted.

Here's a comparison of the certificate types:

Self-Signed Certificate (default)

For one or two groov products and a
small set of client browsers that remain
pretty much the same, and users who
trust that your certificate is valid

Free

Easiest configuration

Browser raises untrusted site warning.
(But communication is still encrypted.)

Trusted by those to whom the groov
Box administrator has demonstrated
the validity of the certificate (e.g. by

providing the certificate thumbprints).

Self-Signed Certificate installed on
all browser certificate stores

Same as default, plus it avoids seeing
the untrusted site warning from the
browser

Free

Must install in the browser certificate
store for every browser that accesses
the server

No untrusted site warning from
browser

Trusted by those who trust the groov
Box administrator enough to install or
let him or her install the certificate in
their browser certificate store

CA-Signed Certificate

Use with a system with many groov
products or where the set of browsers
that will access them is unknown or
changes frequently, or for users who
will not trust your self-signed certificate

Public CA-signed certificates cost any-
where from $9 to $100 or more per
year

More complex initial configuration
because a certificate authority signa-
ture must be obtained

No untrusted site warning from
browser. Trusted by all major brows-
ers.

Trusted by everyone
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STEP 1: BACK UP YOUR GROOQV VIEW PROJECT

Certificate Structure

Whether you use a self-signed or CA-signed certificate, your certificate contains 3 parts:
Private Key—The private key is secret. Put it in a very safe place and make sure it remains secure.

Server Certificate—The server or hostname certificate is generated by the self-signed certificate process or
is obtained via the CA (Certificate Authority).

Intermediate Certificate (chain.cert)—A certificate signed by a CA may or may not include this
intermediate certificate as part of a chained certificate path.

STEP 1: BACK UP YOUR groov VIEW PROJECT

IMPORTANT: Before starting any certificate process, back up your groov View project. See “Backing Up groov View
and Network Settings” on page 32 for instructions. Certificates can be tricky, and you want to make sure you can
recover if needed.

After you've backed up your groov View project, follow steps in the next section to create a private key.

STEP 2: CREATE A PRIVATE KEY

Follow the steps below to generate the following components.

«  Private Key: This must be kept secret and never shared. Keep a copy of it in a safe and secure place.
There is also a Public Key included in the signed certificate. You will not handle the public key using
groov Admin.

«  Signed Certificate: Contains identification information, the public key, and a digital signature.
Identification information includes the server name and the name of the organization that controls the
server. The self-signed certificate is digitally signed by the Private Key to establish authenticity. The
Certificate is automatically installed on the groov Box.

«  Certificate Signing Request (CSR). If you want to use a CA-signed certificate, you will need this CSR.

To generate a private key:
1. In groov Admin, select Networking > SSL Configuration.

U Networking

SSL Configuration

Click the Create certificate tab.

3. Fillin the Create SSL key form as follows:
Server name: Enter the fully qualified domain name (or hostname) of this groov Box that client browsers
will use to access groov. (Also see “Changing the Hostname, DNS Servers, or [Pv4 Gateway” on page 25.)
The server name may contain letters a—z (case insensitive), digits 0-9, or a hyphen (-). No other
characters are allowed. The server name must not start with a hyphen.
For example, if the URL you will use to access groov View in client browsers is https://process1.acme.com,
then you enter processl.acme.com
Email address: (optional) Enter the email address of the person responsible for administering this
certificate.
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Department: Use this field to differentiate between divisions within an organization. For example, you
might enter “Engineering”or "Manufacturing.”If applicable, you can enter the DBA (doing business as)
name in this field.

Organization: The legally registered name of your business. This business must be the legally registered
owner of the domain name.

City or Locality: Name of the city or locality where your organization is located. Spell out the name of
the city or locality. Do not abbreviate.

State: Full name of the state, province, region, territory where your organization is located. Do not
abbreviate.

Country code: The two-letter International Organization for Standardization (ISO-) format country code
for the country in which your organization is legally registered. Click here for a complete list of ISO
country codes.

RSA key size: Both the public key and the private key. The recommended key size is 2048 bits. Avoid key
sizes smaller than 2048 bits.

Days before expiry: Enter the number of days before the self-signed certificate is expired and has to be
replaced. It's up to the groov Box administrator how many days to enter. For example, if you want the
certificate to be valid for 10 years, enter 3650.

Click Create Now.

groov Admin creates the following and displays them all in the same window:
—  New private key

- Self-signed certificate

- Certificate signing request (CSR) to obtain a CA-signed certificate

----- -BEGIN PRIVATE FEY----—-
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At this point, the new self-signed certificate is installed on the groov Box and network services restarts.
Copy the private key portion of text in its entirety, including the title portion

"===Private Key ==="and paste it to a file named <server name>-key pem (where <server name> is
replaced by the server name value you entered on the Create SSL key form.) Save this file in a secure
place and do not share it with anyone.

IMPORTANT: Do not lose the private key! You will need it if you are using a CA-signed certificate.
Also, you must keep a copy of it to restore later in case you commission a replacement groov Box or have to
restore the Box to factory defaults. You cannot go back and get it again.
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For a self-signed certificate, continue with “Using a Self-Signed Certificate,” below.

For a CA-signed certificate, see “Using a CA-Signed Certificate on the groov Box"on page 95.

Using a Self-Signed Certificate

A self-signed certificate encrypts communications, but does not include a digital signature from a commercial
CA. Itis free and easy to configure, but if you want to avoid having your users see an untrusted site warning
every time they use groov, you must install the self-signed certificate in the browser certificate store for every
browser that will access groov. This type of certificate is a good solution for a small set of groovs and a small set
of client browsers that you can configure.

Follow these steps to use a self-signed certificate:
“Finish the Self-Signed Certificate”on page 90
“Add the Self-Signed Certificate to a Browser Trust Store on a Computer”on page 91

“Install an SSL Certificate on Mobile Devices”on page 94

Finish the Self-Signed Certificate

When you created the private key (“Step 2: Create a Private Key”on page 88), you also created a self-signed

certificate. Continue with these steps to finish.

1. IMPORTANT: Before proceeding, wait for the SYS LED on the groov Box to stop blinking green, then make
sure to refresh your browser.
[t might take some time, but eventually you should see the security warning. (The security warning
appears because the new certificate that was just installed on the groov Box is not trusted by the
browser.)

2. Accept the security warning as described below.

e For Chrome: Click “Proceed anyway.”

@ For Firefox:

- Expand “I Understand the Risks.”
- (lick Add Exception to open the Add Security Exception dialog box.
—  Select “Permanently store this exception.”

- Click Confirm Security Exception.

@ For Internet Explorer 10: Click “Continue to this website (not recommended).”

@ For Safari: Click Continue.

3. When groov Admin returns, select Networking> SSL
Configuration.

4. C(lick the Current Certificate tab, then select “PEM format.” Network Configuration

U Networking

SSL Configuration

]
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Help...

SSL Encryption

Current certificate Create certificate Upload certificate

This section shows the details of the current groov Admin SSL certificate, and allows it to be downloaded so that it can be accepted by your
browser.

Details of current certificate

Authority name opto-00-d2-dc Organization groov on opto-00-d2-dc
Issuer name opto-00-d2-dc Issuer organization groov on opto-00-d2-dc
Valid until Mar 24 20:27:52 2046 GMT Certificate type Self-signed

Download certificate PEM format | PKCS12 format | CSR

The certificate’s text appears.

MITEBTCCAu2gAwIBAgIJAM=8yixPEEGYMAOGCSgGSIb3DREBCWUAMIGYMQswCQYD
VQQGEWIVUzELMAKGAIUECAWCQOEXETAPEgNVEACMCFRIbWY ] dWxhMSEwHwYDVQRE
DEhPUFRPIDIYIGOuIGSwdGEtMDALZDItZGMxDDARBgNVBASMAOVuZzEWMEQGRALIUE
AwwNMTkyLjE20C4wL] EwNDEgME4GCSgGS Tb3DQEJARYRZENS YRIyQG SwdHAYML 55
b2 0wEhcNMTUwM] EwM] EzNTU3WhcNNDUwM] EwM] EzNTU3W] CEmDELMAkGA1UEEBhMC
VVMxCzRAJBgNVBAgMAENBMREWDWYDVQQHDAhUZW11Y¥3VeYTERMBEGRIUECgWYT1ET
TyAyMiBvbiBveHRVLTAWLWQyLWRI MOwwCg Y DVQQOLDANFbmexF) AUBgNVEAMMDTE S
Mi4xNjguMC4xMDQxIDAeEBgkghkiGO9w0BCQEWEWRzY2FyckBvecHRwM] TuY2 9tMITIE
IjANBgkghkiGSwOBAQEFARCCAQEAMI IBCgRCAQEADGMvd+AT£SEequt+qgy0C20QE
HJIsphbae+0OPImE]l18LRSKGMORC1+UL2gMETvVpokFD21¥mg/ ytBOCfcj PuxriGChS
3RFTmdF4RBaZOTnF7Y3cqdBtROBTUPUEASvEeBXyL¥XA3glFMnnspl+JrhEl /dNwN/
twISO0rgrDfl]3ugGdvled4wz2+3GgoYiIVEASU=zV5a3+25CfojRYxmvvSnfewdLg4
GWUIMTHWOgqmpCwXgBCIlasXzyvxxwI04zgZEygbVhnltjCgSxhnm/8607s61RhTFd
ZtllvE]j8X/T/oDceFpTNa48fRUgg]oTubcYEWiAnWpLbL/ 8LdfW4mDoSok2bhQID
AQABolAwWTjAdEgNVHQ4EFgQUb+2Tvx3Rpg3b9ZBlhwrZilitutswHwYDVROjBEgw
FoRUb+2Tvx3Rpg3bSZBlhwrZiTitutswDAYDVROTEAUWAWEB/ zANEgkghkiGSw0B
AQsFAROCRQERRT1GTq]adOdWH1dBWAOVMuS Sulzi+NUDLQDVoyJQ2+TVECgC4m+x
p2wuf/c4+RAVTCeNzxYGvt2iVCemHl vy ZWWOVI30IXSfgdgkLjNTxioYW53jttqglG
g4xGAsNlopxG4Nut SubjYLSjibF71iGZu4d5/PLhQDHgAUIWHk +sHyQDiWASgeh
Spft35SEnNgELEASWRCImMasqgylTYwhlDSAHWKAZVIZh0xCvlgxhEhjRERWASbOrG
c5fm0eXf3cGe/XYaDn9iWdt/7fHnTZTACNcXQVEx]TdF81lZ2Ca%ge2y4E/ +ox0Y]
CgB01lmiL70B]js%6] PSYbWIO+EOGbkhOTjw==

If you have multiple certificates and have any doubt about whether this is the right one, open up the
certificate in Windows. When the certificate wizard/explorer opens, you can see the hostname the
certificate was created for.

5. Copy the certificate text and paste it to a file named <server name>.cer (where <server name> is replaced
by the server name value you entered on the Create SSL key form in step 3 on page 88.)

Add the Self-Signed Certificate to a Browser Trust Store on a Computer

To prevent the untrusted site warning in browsers, the self-signed certificate must be added to the trust store
for each browser used to access the groov Box or groov View. This section describes how to add a self-signed
certificate on a computer. Step 3 describes how add a self-signed certificate on a mobile device.

See the section below for the client computer's operating system.
“Windows"on page 91

“0OS X"on page 93

Windows

Internet Explorer & Chrome.
1. InWindows file explorer, locate the <server name>.cer file you created in the previous step.
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2. Right-click on the file and choose Install Certificate.
The Certificate Import Wizard appears.

Windows 8

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
(O Local Machine

To continue, dick Next.

[Nt ] [ Gance |

3. (Windows 8 only) If you are administrator of local machine, choose the Local Machine certificate store so
this certificate will be trusted by all user accounts. Otherwise it will only be trusted by the current user
account.

4. Click Next.

5. Select “Place all certificates in the following store.”

6. Click Browse to open the Select Certificate Store dialog box.

7. SelectTrusted Root Certification Authorities, and then click OK.

8. (lick Next.

9. Click Finish.

10. A security warning alerts you that certificate installation is a risk if you don't trust the certificate.
11. Click Yes to affirm that you trust the self-signed certificate.

12. To verify the certificate was installed correctly, open Internet Explorer or Chrome and enter the hostname
specified on the certificate. If the browser does not generate an untrusted site warning, the certificate
was installed correctly.

Firefox.

The self-signed certificate is added to the certificate store by adding a security exception. Firefox will present
several warnings about creating a security exception for a self-signed certificate, but because you created and
control the private key and certificate and installed the private key on the server, you can trust that the
certificate identifies your server.

1. Open Firefoxand enter https: //<server name>
A warning appears that says, “This Connection is Untrusted.”

2. Expand ‘I Understand the Risks.”

3. (lick Add Exception to open the Add Security Exception dialog box.
Select “Permanently store this exception.”
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5. Click Confirm Security Exception.

@J—A This Connection is Untrusted

You have asked Firefox to connect securely to 10.158.0.158:8443, but we can't confirm that your
connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do? Add Security Exception @

If you usually connect to this site You are about to override how Firefox identifies this site,

impersonate the site, and you sho 1 Legitimate banks, stores, and other public sites will not ask you to do this.

Get me out of here! Server
(et B ttps://10,158.0.156:8443)

Certificate Status

Technical Details

Expand this ———————— 1Understand the Risks

This site attempts to identify itself with invalid information.

If you understand what's going on, Wrong Site
you trust the site, this error could

Don't add an exception unless you Certificate belongs to a different site, which could indicate an identity theft.
identification, Unknown Identity

Click here ————————[ Add Exception.. Certificate is not trusted, because it hasn't been verified by a recognized authority.

] Permanently store this exception

C||Ck here i;onflrm Security Exception I I Cancel ]

6. To verify the certificate was installed correctly, open Firefox and enter the hostname specified on the
certificate. If the browser does not generate an untrusted site warning, the certificate was installed
correctly.

0osX

Safari and Chrome.
1. Open Safariand enter https://<server name> 1o open this dialog box:

Safari can't verify the identity of the website “arrarr-arl”.

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “arrarr-arl®, which could put your
confidential information at risk. Would you like to connect to the website
anyway?

#I Show Certificate | | Cancel | | Continue |

2. C(lick Show Certificate to reveal the full details:
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Safari can't verify the identity of the website “arrarr-arl”.

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “arrarr-arl®, which could put your
confidential information at risk. Would you like to connect to the website
anyway?

[g Always trust “arrarr-ARL" when connecting to “arrarr-arl®

=y arrarr-AR1

arrarr-AR1

Root certificate authority
Expires: Monday, October 10, 2044 at 2:26:50 PM Pacific Daylight Time
€3 This root certificate is not trusted

Captiffoctte

» Trust
» Details

7 | Hide Certificate | | Cancel | | Continue |

If the certificate looks good to you, check the “Always trust <server name> when connecting to <server
name>"and click Continue. You will be asked to provide your password to authorize the addition of this
certificate to your keychain, after which the browser and the Hosted Projects window will accept the SSL
certificate as valid.

To verify the certificate was installed correctly, open a browser and enter the hostname specified on the
certificate. If the browser does not generate an untrusted site warning, the certificate was installed
correctly.

Install an SSL Certificate on Mobile Devices

When you open the operator interface in a browser on a smart phone or tablet, a security warning will appear
unless you have installed a self-signed SSL certificate. See the section below for the device’s operating system.

“i0S Devices"on page 94
“Android Devices"on page 94

iOS Devices.

1.

Email the <server name>.cer file you created previously (see “Step 2: Create a Private Key” on page 88) to
an email account accessible from iOS.

2. OntheiOS device, open the email message containing <server name>.cer.

3. Tap on <server name>.cer

4. A message appears, “The authenticity of <server name> cannot be verified...”

5. ClickInstall.

6. Click Install Now.

7. Click Done.

8. To verify the certificate was installed correctly, open a browser and enter the hostname specified on the
certificate. If the browser does not generate an untrusted site warning, the certificate was installed
correctly.

Android Devices.

1. Email the <server name>.cer file you created previously (see “Step 2: Create a Private Key” on page 88) to
an email account accessible from Android.

2. Onthe Android device, open the email and click the <server name>.cer file to install the certificate.

3. When prompted for a certificate name, type in a name. Make sure “Credential use:"is set to “VPN and
apps.”

4. (lick OK.
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5. To verify the certificate was installed correctly, open a browser and enter the hostname specified on the
certificate. If the browser does not generate an untrusted site warning, the certificate was installed
correctly.

Using a CA-Signed Certificate on the groov Box

A CA-signed certificate contains identification information, the public key, and a digital signature.
Identification information includes the server name and the name of the organization that controls the server.
The certificate is digitally signed by a CA to establish authenticity. The Certificate is installed on the groov Box
or Server.

To obtain the certificate, you send the certificate signing request (CSR) to the Certificate Authority (CA) of your
choice. The CA verifies the identification information and signs the CSR, which then becomes a CA-signed
Certificate. Follow these steps to obtain and use the certificate.

“Finish the CSR” (see page 95)
“Obtain a CA-Signed Certificate” (see page 96)

“Install the CA-Signed Certificate on the groov Box” (see page 97)

Finish the CSR

When you created the private key (“Step 2: Create a Private Key”on page 88), you also created a certificate

signing request (CSR). Continue with these steps to finish.

1. IMPORTANT: Before proceeding, wait for the SYS LED on the groov Box to stop blinking green, then make
sure to refresh your browser.
It might take some time, but eventually you should see the security warning. (The security warning
appears because the new self-signed certificate that was just installed on the groov Box is not trusted by
the browser.)

2. Accept the security warning as described below.

e For Chrome: Click “Proceed anyway.”

@ For Firefox:

- Expand “I Understand the Risks.”

- (lick Add Exception to open the Add Security Exception dialog box.
—  Select “Permanently store this exception.”

—  Click Confirm Security Exception.

@ For Internet Explorer 10: Click “Continue to this website (not recommended).”

@ For Safari: Click Continue.
3. Select the Current Certificate tab, then click the CSR hyperlink at the bottom of the dialog box.
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Help...

SSL Encryption

Current certificate Create certificate Upload certificate

This section shows the details of the current groov Admin SSL certificate, and allows it to be downloaded so that it can be accepted by your
browser.

Details of current certificate

Authority name opto-00-d2-dc Organization groov on opto-00-d2-dc
Issuer name opto-00-d2-dc Issuer organization groov on opto-00-d2-dc
Valid until Mar 24 20:27:52 2046 GMT Certificate type Self-signed

Download certificate PEM format | PKCS12 format | CSR

MIIC3jCCACYCAQAWGZgXCzAJBgNVEAYTAIVTMOswCQYDVOOIDAJDOTERMASGAIUE
BwwIVGVtZWN1bGEXITAfBgNVBACMGESQVESgM] Igb24gb3R0by0wMC1kMilkYZzEM
MEoGAIUECWWDRWSNMEYWFAYDVOODDAOXOT IuMTY 4L AuMTAOMSAwHgY JEoZThveN
2QkBFhFkc2NhcnJAb3B0cDIyImNvbTCCASIWDQY JKoZIhveNAQERBQADggEPADCC
BQoCggEBANWP3jRgPr1Mt ZFX0cS5bJI3WiBt9Z2ifle2cMgr7xg3z0pTEeKPEIgst32
hvJnsIyCr45C6rMCOVbiVOvxtaLHBN39DItS7gO6WrNgI9kbYnUnkSVwE,/ fr8toPk
MdzVzmIt87TA3ZtcEI3YxnFLSxsNeGOD4BFa ) oynNW1HMDNSOnxyfv034czvIM/E
kEbfo/zZAJJMCWrBe fEUENxDWOsf2cfreFtbEMyeBloOgy65bE3RRSXRCZ1BOAMIL
bi+eRIAVMIfEYrpgljyPRAJOpnBVNEe8G1RE6ghl 35X PWwuVBorCv1 8UXCgHwotglT
YHanWnzsaBPTVEglmzHeO0Dbdbi V+LUCAWEARARRMANGCSgGSIb3DOEECWUARLTE
BAQCDBVZEJPcUlpm03hmQZekQp30LIUWF120ctXZR3GNzUaqoORvIZemV4HW3TrYlw
1¥rbe+bsaBDg4DN93sFebEWr 6ryEBCVGUBIESSnLgZsml+Defat]l kLFWVWgTEhwg
BY032tiiBn/j8E+hx0M5zg8nIHPS80PQ1RkyThARBUT Tmm] 8§ Q7WmymdgdZcCT+rpn
FS99Xfepkq/s7YrCs3bZ2iMj35UMTZtimygl3£02I56byMcbZLO69BagB8gquYpvooi
NOHOXUdTONwXi+4+pdDnGpSxsmb5UnZ2kDecF7cHVDCrFBEBpFGruXAOERSIk0Z1ixMBB
d3Xoxd/9Vvz0otjaTulQ/xvwxd

4. Copy and paste the entire text to a file named <server name>.csr (where <server name> is replaced by
the server name value you entered on the Create SSL key form in step 3 on page 88.)

Obtain a CA-Signed Certificate

When filling out a form for a certificate authority, keep in mind that an SSL certificate can be used with any
operating system. If you are asked to select an operating system, you can select “other”if that is an option, but
it's OK to select some other operating system.

1. Open the .csrfile you created in the previous section.

2. Provide the text of the CSR to the certificate authority in whatever form they require, whether it's a text
file or just text pasted into a text field.

To paste the text into a text field on the CA's website, open your .csr file in a text editor such as Notepad,
select all of the text and press Ctrl+ C to copy the text to the clipboard.

MIICHTCCAXUCAQAWSDELMALGA]UEBhMCAXMxITAfBgNVEACMGE SQVERgM] Tgb24g
b3B0by0wMi0y¥S1hNjEWMBQGAIUEAwwNbL3EOby0wMiOyYS1hNjCCASIwDQYJRoZT
hveNAQEBEQADggEPADCCAQoCggEBAPNEPMI URONKSYEpt4jwt183gShIRHpEOTIbE
c3D4IpSaleliPjbyIxsesYE8DmgcXEvPXzSxyjeFVHEgGDAdOgrQIVhrAtUNn4aLlCcl
sNISGbcCOft1dLRxxceyIlDeVQDSEIEDR2xCGngvMwpcBtzbIksYWroPjCREWViT
V50G405¥GsgxBOAVELQBRy] TIJUKKDu/HEb5WtVYUoieoguLlnhnt tpHT1Kk21i Z+K
Zg¥ss8W017v5/I4nsc9sFTgBIclgSGotS£8X+546UEVmeul2ExYzbz3dvTJFEmzC
z9mLSQ58yeREATS6ksIGMAGVaQo3sfHegjdYJIbAEpMSnYX fDgg8 CAWEARAARMADG
CSqGSTIb3DQEBBQUALRA IBAQCVRMOAQVeMy] 6LCTYBLCP51iGnl FM++PH3rZ jwrJiZh
rodgStReYIMewo+XU/ 8G5pMojnwhfvEnBbukova7gi7 Tmy0IJBvQPLIBQBuSGQLEU
GY7rlSgcnSuncWeFzkHOWNEvCCEPs51gPUgcBQES+/aTl OMRWNAwVLVZn2 1HEYMH
+H/SdPFtbSUzoHvHBINZGSWPaJwrdrnOSvdLtCuPl /TBuOKIDTmg] YoUANL v Qnc
UT745b/kUBRQuN=syvk6aFmNEToWglou7CgWQ09ZfFcEGATn3+QDXH1 5t 1pYOGL MM
JUD2YEuE9s5sxv2MEEV2BAPEVEEDeSWDg7 8NhQewk] /X

————— END CERTIFFCATE :ECE'.‘:)U'EST—————I
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3. Finish the transaction with the certificate authority and receive your new SSL certificate.

Install the CA-Signed Certificate on the groov Box
1. In groov Admin, select Networking > SSL Configuration.

U Networking

SSL Configuration

2. (Clickthe Upload certificate tab on the SSL Encryption page.
groov Admin

SSL Encryption

Current certificate Create certificate Upload certificate *

This form allows you to upload an existing PEM format SSL private key, public certificate, and optional
intermediate certificate for your groov Box to use.

Private Key Choose File | No file chosen
Public Certificate Choose File | No file chosen
Intermediate Certificate Choose File | No file chosen

Networking

Network Configuration Save

3. Under “Private key," click Choose File and specify the <server name>.key file that you created and saved in
“Step 2: Create a Private Key” on page 88. If you are running groov Admin v1.570.50 or later and the
certificate you are uploading was created with the private key that is already installed on the groov Box,
then you can skip this step.

IMPORTANT: Remember to keep the Private Key private. If it is compromised, security is no longer
guaranteed.

Under "Public Certificate”, click Choose File and specify the file you received from the CA.

5. Ifthe SSL certificate you received from the CA included an Intermediate Certificate (chain.cert), under
“Intermediate Certificate’, click Choose file and specify the file you received from the CA.

6. Click Save to complete the process.
The browser pauses for a few seconds while the certificates are applied to the groov Box. When the
certificates have been installed successfully, a confirmation message appears.

7. To verify the certificate was installed correctly, use a browser to access the groov Box using the hostname
specified on the certificate. If the browser does not generate an untrusted site warning, the certificate
was installed correctly.
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7: Maintenance and
Troubleshooting

MAINTENANCE

Turning the groov Box On and Off

oOPTO 22

e /do o\V4

—On/Off button/
Power LED

Turning the Box On
1. Check to make sure that the groov Box is plugged in and receiving power,
2. Firmly press the On/Off button only until the SYS LED lights up (in about one second), then release.

Take a look at the LNK ACT light for ETHO; if the cable is properly connected, the LNK ACT light should be
on or blinking.

CAUTION: Ifyou press the button for longer than eight seconds, the groov Box will be reset to default settings.
Your project and all passwords will be erased.

NOTE: Always wait until the SYS LED has stopped blinking before you try to log into the groov Box Otherwise,
you may not be able to use the hostname to log in. If this happens, see page 102.

Turning the Box Off

With the groov Box on, press the On/Off button. The SYS LED will blink blue and then turn off. Always allow the
groov Box to turn off completely before removing power.
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Resetting the groov Box to Factory Defaults

Resetting the groov Box returns the Box to its default network settings and erases all your data, including your
groov Vlew, Node-RED, and Ignition Edge projects.

CAUTION: When the groov Box is reset to factory default settings, your projects and all passwords are erased.

1. IMPORTANT: Back up your groov View project (page 32), your Node-RED project (page 57), and your
Ignition Edge project (page 81). Also, unactivate your Ignition Edge license following steps on page 80.

2. Turn the groov Box off by pressing the On/Off button briefly (the SYS LED blinks blue and then turns off).
Make sure the Box is still plugged in and receiving power.

3. Pressand hold the On/Off button for at least eight seconds, until the SYS LED is blinking red and green.
Then release the button.

The reset defaults operation can last several minutes. When the process is complete, the groov Box
powers off.

NOTE: Do not remove power from the groov Box or turn it off while the SYS LED is blinking red and green. If you
do, you'll need to repeat the reset defaults operation from step 1.

4. Firmly press and release the On/Off button to turn on the groov Box.
groov is now in the same state it was in when shipped from the factory.

NOTE: Always wait until the SYS LED has stopped blinking before you try to log into the groov Box. Otherwise,
you may not be able to use the hostname to log in. If this happens, see page 10.2.

5.  Wait until the SYS LED has stopped blinking, and then open your web browser and type https://
plus the groov Box’s hostname (find it on the bottom of the Box).
Example: https://opto-01-d2-cd

6. Accept the security warnings. When groov View opens, follow the onscreen instructions to create a groov
Admin account. Remember your username and password! They cannot be retrieved.

7. When prompted, install your license.

8. Follow instructions to create a groov View account. Remember this username and password, too; login
information cannot be recovered if lost.

9. (lick Go to Build mode. When Build opens, choose Help > Check for Updates. Log into
manage.groov.com using your My.Opto22 credentials, click Manage, and locate your Box in the list. Click
Manage next to its name.

10. From the Box's profile page, download updates for groov Admin, groov View, and Node-RED (if you use it),
and then install them (see “Updating groov Admin”on page 34, “Updating groov View"on page 30, and
“Updating Node-RED" on page 36).

11. Restore your groov View project (page 33), your Node-RED project (page 57), and your Ignition Edge
project (page 81), and reactivate your Ignition Edge license (page 76).

Applying a groov Edge license option

A groov Edge license is required for:
«  Using the Ignition Edge internal OPC-UA server & drivers in the groov Box
»  Using MQTT in Ignition Edge

You can purchase the groov Edge license, part number GROOV-LIC-EDGE, at the same time you buy the groov
Box, or you can buy it later. Then follow the steps in “License Ignition Edge”on page 76 to activate and apply it.
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Transferring a groov Box to someone else

In some situations, you may need to transfer ownership of a groov Box to someone else. For example, if you are
a system integrator or OEM, you may need to transfer groov Boxes to your customers so they can install
updates or licenses.

IMPORTANT: When you transfer the groov Box to someone else, you will no longer be able to see or manage it in
your list of groov products on manage.groov.com. Only the new owner will be able to do that.

To transfer a groov Box:

1. Loginto manage.groov.com with your MyOpto username and password.

Click Manage.

In your list of groov products, find the Box you want to transfer and click the Manage button next to it.
At the bottom of the Box's Profile page, click Transfers.

Enter the email address of the person you are transferring the Box to (the transferee) and double-check
to make sure it is the correct address. Then click Transfer groov.

v whn

You receive a confirmation email. If you've made an error, you can cancel the transfer unless the
transferee has already accepted it.

The transferee receives an email asking them to accept or decline the transfer at manage.groov.com. If
they don't already have a free My.Opto account, they will need to register for an account.

When the transferee accepts the transfer, the groov Box disappears from your list and appears in their list.

If you have any problems with the transfer, contact Opto 22 Product Support (see page 6).

Replacing the battery

If the power LED blinks red and power to the groov Box is adequate, replace the battery. The battery maintains
the Date and Time. You'll need a BR2032 button cell lithium battery with a nominal voltage of 2.8 volts.

1. Onthe top of the groov Box, unscrew the captive screw, and pull out the battery holder.

-

2. Using your fingers, pop out the old battery.
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3.

Put in the new battery, push in the holder, and secure the captive screw.

TROUBLESHOOTING
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groov Box is not receiving power

Make sure you are using either the power supply that came with groov Box or else a power supply with
the appropriate specifications. See Appendix A: Specifications and Dimensions on page 107.

Check that the power supply is securely attached to the groov Box and that the power supply is receiving
power.

Cannot log into groov Box using its hostname

When starting a groov Box, always wait until the SYS LED has stopped blinking before you try to access it.
Otherwise, you might not be able to log in using the hostname. If this happens, try one of the following
methods to log in:

Method 1: Open groov Find (see page 18) and locate the IP address of the groov Box you want to log into. Log
in using the Box's IP address. After some time passes, you should be able to log in again using the hostname.

Method 2: Open a command prompt and enter ipconfig /flushdns Then loginto the Box using the
hostname.

groov Box is connected to Ethernet network but doesn’t work

Make sure the groov Box has been turned on, and the LNK ACT LED for the connected Ethernet interfaces
are lit. (See "LEDs"on page 111

Make sure you've typed the URL accurately and included the “s” https:// plusthe groov Box
hostname or IP address. Check the label on the bottom of the groov Box, where the hostname is printed.

URL examples:

- https://opto-06-51-£2

- https://192.168.11.2

If you cannot connect to the groov Box on the network, make sure the Ethernet cable is connected to
ETHO, which must be used for initial setup and configuration. After that, either ETHO or ETH1 may be
used.

Check the groov View Readme for current supported browsers, and make sure you're using one of them.
Make sure that the groov Box and the computer are connected to the same network. If you still can't
reach the Box, your network is set up differently. That's OK. Find out the following information about your
network and your computer:

- Does your network have a DHCP server? See below.
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—  Does your network have a DNS server? See below.
- Does your computer have more than one network interface card (NIC)? See below.

DHCP (dynamic host configuration protocol) server

A DHCP server automatically assigns IP addresses to devices on the network, which is what the groov Box
expects. If you have no DHCP, work with your IT Department to choose a static IPv4 address for the groov Box.
To assign the fixed IP address, you'll need:

« aWindows PC on the same network subnet as the groov Box
«  groov Find utility (download from www.opto22.com)

Assign the static IP address to the Box. See “Assigning a Static IP Address” on page 24.

Once you've assigned the static IP address, open your web browser and for the URL enter https:// plus the IP
address you assigned to the Box. For example: https://182.154.1.68

DNS (domain name server)

A DNS (domain name server) keeps track of the unique hostname for each device on the network, so you can
find it by name even if its IP address changes. If your network has no DNS, you won't be able to access the
groov Box using its hostname, but you can access it using its IP address.

To determine the IP address, you'll need:
« aWindows PC on the same network subnet as the groov Box

«  groov Find utility (download from www.opto22.com). See “Open groov Admin using groov Find
(Windows only)”on page 18.

Once you've found your groov Box in groov Find, click the link to set up the Box. Also make a note of the IP
address shown, so later you can use it in your web browser instead of the hostname: for the URL enter https://
plus the Box's IP address. For example: https://192.168.1.220

Computer with more than one NIC

More than one NIC can cause a problem when you're trying to communicate with the groov Box using your
browser and the groov Box's hostname.

Each NIC communicates on a separate network subnet. You may have one network subnet set up for your
computers and a second one set up for your control system, for example (this is a pretty common scenario,
and in fact we recommend it for security).

Make sure you're trying to reach the groov Box using the NIC for the network subnet it is on. You could unplug
the Ethernet cable from your controller network NIC to force the PC to look for the groov Box on the computer
network. Then try again using your browser and the groov Box's hostname.

If your control system and your computers are on separate network subnets, you'll need to set up ETH1 on the
groov Box in order to reach your control system. See the next question.

Modbus/TCP device, OPC UA server, or Opto 22 SNAP PAC controller can't be
found

Are your control system and your computers on separate network subnets? We recommend this setup for
security reasons, and the groov Box is designed to work this way. Here's what to do so groov View can find your
OPC UA server, Opto 22 SNAP PAC controller, or Modbus/TCP device:

1. Plug the control network into ETHT on the groov Box. (Remember, your computer network is plugged
into ETHO. The two Ethernet network interfaces on the Box are independent, so that keeps the two
network subnets separate.)
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2. Follow the steps in “Configuring ETH1 for the Control Network”on page 25 to configure the ETH1
connection.

3. Now try configuring your tag server or controller again. This time groov View should be able to find it.

Cannot read from/write to Modbus/TCP device OR Modbus data doesn’t make
sense

Modbus/TCP devices, though based on a standard protocol, may be set up differently from one another. Some
use zero-based addressing and some use one-based addressing. Some devices don't support all Modbus
functions. Modbus/TCP devices also vary in the way they present float data. And device documentation
sometimes doesn't specify how the device is set up.

If you're having trouble reading or writing to your device, or if the data is clearly wrong, you probably need to
change settings for your Modbus device. In groov View, choose Configure > Devices and Tags and locate your
device in the list. Follow instructions in the groov View User’s Guide to understand and change settings. You
may need to try different combinations of settings to see what works.

“Connection is reset” error in groov Admin
If you see this error, it just means that groov Admin has timed out. For security reasons, if you have not
interacted with groov Admin in 10 minutes, you must log in again. Refresh the page and log in.

Power LED is blinking red

If the power LED blinks red, either power to the groov Box is outside normal range, or the Box's battery needs
replacing. Check to make sure the power supply to the groov Box is adequate (see "Step 5. Connect the Power
Supply”on page 11). If power is OK, replace the battery (see page 101).

Power LED blinking red

Power outage

If power to the groov Box is removed, such as when there is a power outage, when the power is restored the
groov Box may return to the state it was in prior to the power being removed. That is, if it was on, it may power
up, and if it was off, it will likely remain off.

However, to avoid potential problems we recommend that you use a UPS (uninterruptible power supply) with
the groov Box for backup power and surge protection.
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Node-RED flow not working

Node-RED is open-source software, and troubleshooting it is beyond the scope of this user's guide. But a good
thing to try if your flow used to work, but now doesn't, is to redeploy it.

For example, if you upgrade to a newer version of Node-RED for the groov Box, some nodes you're using may
have changed or been removed. If they've been removed, you'll need to reinstall them, but changes can also
affect the way your flow works.

Make sure there are no unwanted changes, and then try doing a full deploy (a partial deploy may not be
enough). If the Deploy button is grayed out, move a block or make some other small change to the flow.

Console Log. The log can also help with troubleshooting. Open Node-RED Admin and choose Diagnostics in
the left navigation bar to see the console log.

Additional resources for using Node-RED:

«  Node-RED website

«  Opto 22 developer website at developer.opto22.com

«  Opto 22 Node-RED forum

Errors in Build mode when using Ignition Edge

If you're working in Build mode and receive an error while trying to create a gadget for an Ignition Edge tag,
the Ignition Edge trial period may have expired. Here’s an example of an error like this:

0 Could not create gadget.

500 Internal Server Error The call failed on the server; see server log for details

Close

To fix it, open another browser tab, goto https:// [your groov Box’s hostname]:8043 and
restart the trial. (See page 75 for help.)

No data in groov View for gadgets using Ignition Edge tags

If you're in groov View and gadgets for Ignition Edge tags show a yellow triangle and no data, click the yellow
triangle to see what's wrong.

«  Your groov View trial period may have expired. Unless your groov Box has an Edge license (see page 100),
you are using a free trial for OPC UA, and that trial expires two hours after you first look at your operator
interface in groov View. To restart the trial, just restart the Box. (See page 36 for steps.)

«  Your Ignition Edge trial period may have expired. If so,goto https://[your groov Box’s
hostname] : 8043 and restart the trial. (See page 75 for help.)

Ignition Edge OPC-UA and MQTT documentation

Instructions for using Ignition Edge, Ignition Edge Designer, and the MQTT Transmission module are beyond
the scope of this guide, since these products are owned by other companies. Here are some document links:

«  Configure OPC UA tags for Siemens: https://docs.inductiveautomation.com/display/DOC79/Siemens
«  Configure OPC-UA tags for Modbus: https://docs.inductiveautomation.com/display/DOC79/Modbus
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«  Setup folders and configure tags for MQTT:
https://docs.chariot.io/display/CLD/Sending+OPC+Tag+Data+with+Transmission

«  Using the MQTT Transmission module: https://docs.chariot.io/display/CLD/MT%3A+Configuration

Ignition Edge shows license is temporary and valid for only seven days

If you have updated groov Admin or reset your groov Box to factory defaults, and you did not deactivate your
Ignition Edge license before updating or resetting, you may see a message in Ignition Edge that your license
was previously activated and is now temporarily valid for a week.

If you see this message, contact Ignition Edge at the number shown in the message and explain the situation,
so they will reinstate the license.

To avoid this problem, always deactivate your Edge license before updating groov Admin or resetting the
groov Box to factory defaults. See “Unactivate Ignition Edge license”on page 80.

Time zone change not shown in Ignition Edge

You set up your time zone in groov Admin (see page 41). If you are running Ignition Edge and change the time
zone, Ignition Edge does not automatically update it. To update it, restart the Ignition Edge Gateway.

106 groov Box User's Guide


https://docs.chariot.io/display/CLD/Sending+OPC+Tag+Data+with+Transmission
https://docs.chariot.io/display/CLD/MT%3A+Configuration

A: Specifications and

Dimensions

SPECIFICATIONS

Ethernet Communication (wired)

Ethernet Comm (wireless)

Security (wireless)

Backup battery

Power Consumption
Housing

uUSB

Indicators

Operating Temperature
Storage Temperature
Operating Humidity
Storage Humidity
Agency Approvals
Warranty

Two independent 10/100/1000 Mbps RJ-45 connectors, each with a separate
IP address (separate subnets). Supports Auto MDI-X (crossover cable not
needed).

802.11 b/g/n (optional; requires purchase of a third-party commercial USB
WiFi adapter that has been tested and approved by Opto 22)

WEP64

WEP128

WPA PSK (also called WPA Personal)
WPA2 PSK (also called WPA2 Personal)

BR2032 button cell lithium battery with a nominal voltage of 2.8 volts. Lasts 8
years at 25 °C. This battery maintains the date and time.

8-36 VDC, 24 VDC @ 500mA (Power supply included; input 100-240 VAC.
Use international adapter if needed.)

Compact and sturdy metal. Fanless operation.

USB 2.0 (three: used for backing up, restoring, WiFi, and connecting to serial
devices via a USB-to-serial converter with an FTDI chipset)

Ethernet interfaces (2): Link/Activity and Speed
System: SYS & PWR

0to 70 °C (32 to 158° F)

-20 to +80 °C (-4 to 176° F)

10% to 90% relative humidity, non-condensing
5% to 95% relative humidity, non-condensing
CE, RoHS, DFARS

30 months
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DIMENSIONS
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B: Connectors, Ports, and LEDs

CONNECTORS

oOPTO 22

USB connectors. Can be used for:
Backing up and restoring. See “Backing Up
groov View and Network Settings”on page 32
and “Restoring groov View and Network
Settings”on page 33.
Connecting to serial devices using an FTDI
USB-to-serial converter and Node-RED. See
“"USB connectors for serial devices”on page 110
and “Connecting with serial devices”on
page 51.

Independent 10/100/1000 Mbps Ethernet
interfaces (RJ-45 connectors)

Top

USB connector, used for: Power connector
WiFi adapter. See Appendix C: Installing an Approved
USB WiFi Adapter on page 113 and “Configuring
Wireless Communications”on page 26.
Serial device. See "USB connectors for serial devices”
on page 110and “Connecting with serial devices"on
page 51.
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USB connectors for serial devices

When used for connecting to serial devices with a USB-to-serial converter with FTDI chipset, each USB
connector on the groov Box shows a specific address in Node-RED. The address is for the connector, not
for the serial device. If you unplug a device from one connector and plug it into a different one, you will
need to change the device's address in the node. Connector addresses are shown below.

L USB connector addresses when used with serial devices

e /| do o\V4
M1 NIV

) ©

m— /cV/tySer0
F_T] /dev/ttySer2
i /dev/ttySer1

If you're using a USB hub, the address looks like this:
ttySer<connector>. [<tier 1 port number>].[<tier 2 port number>]

«  <connector> indicates the 0, 1, or 2 connector on the groov Box, as shown above.

«  [<tier 1 port number>] for a USB hub connected to the ART, indicates the USB hub port number where
the converter is plugged in.

«  [<tier 2 port number>] is for a second USB hub connected to the first hub. You can add additional tiers if
needed, using the same pattern.

Examples:

3. Serial device: NOTE: Use powered hubs.
/dev/ttySer3.1.4

1. Serial device:
/dev/ttySer0

ﬁ \| | 2. Serial device:
/dev/ttySer1.2

USB-to-serial converter is attached to the top USB connector on the front of the groov-AR1: /dev/ttySer0
2. Converteris attached to port 2 of a USB hub attached to the bottom connector on the front of the
groov-ART: /dev/ttySer1.2
3. Converter is attached to port 4 of a USB hub attached to port 1 of a USB hub attached to the USB
connector on the top of the groov-ART: /dev/ttySer3.1.4

Remember that the address indicates the connectors, not the serial device. If you move a device, be sure you
change the device’s address in the node.
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PORTS
The following ports are used for communication in the groov Box:
Port How used Example/Notes
443 or 8443 Basic communication with Default is 443.
groov View
10000 Open groov Admin https://[groov Box hostname]:10000
1880 Open Node-RED Editor https://[groov Box hostname]:1880
3000 Open Node-RED Admin https://[groov Box hostname]:3000
groov View communication with .
4096 Edge (inside the Box) 127.0.0.1:4096
8043 Open Ignition Edge Gateway https://[groov Box hostname]:8043
CAUTION: This is an insecure port. If you need to open it
temporarily for configuring tags, close it as soon as possible.
8088 Download Ignition Edge Designer While it is open we strongly recommend that you connect the
project file groov Box only to a trusted network that blocks external con-
nection requests to TCP port 8088. Also, configure Ignition
Edge to use SSL for the user interface. See page 82.
LEDS

The groov Box's LEDs use color and blinking to show status information.

—— On/Off button
and power LED

Ethernet LEDs ——

What it shows What it means
Off groov Box is turned off
Green groov Box is turned on
Blinking green groov Box is booting up
SYS groov Box status
Blinking blue groov Box is shutting down

Blinking red and green Default settings are being restored

Blinking red Restoration to default settings failed

groov Box User's Guide M1



LEDS

112

LED

On/Off  Power to Box

SPEED Ethernet link speed

LINKACT Ethernet network activity

What it shows

Color

Green

Blinking red

Off
Green
Orange
Off
Green

Blinking green

What it means
groov Box is turned on

Input power is outside normal range or battery
is low (see “Power LED is blinking red” on
page 104)

10 Mbps

100 Mbps

1000 Mbps

No Ethernet link

There is an Ethernet link, but no activity

There is a link and activity
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C: Installing an Approved USB
WiFi Adapter

If you want to use the groov Box on a wireless network, you must purchase and install one of the following
USB WiFi adapters that Opto 22 has tested and approved for use with GROOV-ART. Unapproved WiFi adapters
should not be used.

Netis WF21195

Netis WF2116

Rosewill RNX-N150UBE
Patriot Memory PCUSBW1150

Install the WiFi adapter and restart the groov Box as follows:

1.

If the groov Box is on, press the On/Off button firmly but briefly to turn it off.

CAUTION: Ifyou press the button for longer than eight seconds, the groov Box will be restored to default
settings. Your project and all passwords will be erased.

Insert the WiFi adapter into the USB connector on the top of the device.

Top

USB connector for
WiFi adapter

Firmly press the On/Off button. The Power LED will turn on. Wait until the SYS LED has stopped blinking
and is solid green.

Open groov Admin as described on page 17.

Configure wireless communications as described on page 26.
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Index

A

access point, wireless, 26
activate

groov Box, 12

Ignition Edge license, 76
architecture, system, 4

B

backing up
groov View project, 32
Ignition Edge project, 81
Node-RED project, 57

battery, replacing, 101
browsers, 3,7, 13, 20

C

CCMP, 27

certificate
CA-signed, 95
for Node-RED, 57
self-signed, 90

changing

groov Admin password or username, 37
Ignition Edge password or username, 80

network configuration, 23

owner of groov Box, 101
Chrome, 20
Client Options dialog, 25
communications, 4
configuring

Ignition Edge, 61

OPC and MQTT tags, 70
connecting to groov Box, 10
connecting to groov Box and groov View

troubleshooting, 102
connecting to network, 10

connection is reset error, 104

connectors on the groov Box, 109

control network, 4

controller not found, 103

credentials
uploading,downloading, 57

D

data, Modbus, troubleshooting, 104
deactivate Ignition Edge license, 80
debugging Node-RED project, 56
default network settings, 100
Designer, 82

device not found, 103

DHCP, 23, 100, 103

DIN rail clip, 9

DNS, 13, 23, 25,103
downloading Node-RED project, 57

E

Edge, see Ignition Edge, 59
encryption, 27
enterprise network, 4
environmental requirements, 107
EPIC processors, 2
error, connection is reset, 104
Ethernet connectors, 4, 10, 100
Ethernet interfaces, 109
exporting

flow in Node-RED, 54

node, 54

F

Find, 14
Firefox, 20
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flow licensing, 76, 84, 106

exporting, 54 modules installed, 84
importing, 55 no data in groov View, 105
library, 55 opening, 22, 61
uploading, downloading, 57 overview, 59

function node, 46 Panel, 82

reset trial period, 75
restore project, 81

G SNAP PAC driver, 60

groov Admin time zone change, 106
logging in, 104 troubleshooting, 105
quick start, 21 unactivate license, 80
updating, 21 Vision, 82

groov Box importing flow in Node-RED, 55
connecting to serial devices, 51 installing
connectors, 109 groov Box, 9
LEDs, 111 Ignition Edge modules, 85
power outage, 104 Node-RED nodes, 53
reset to factory defaults, 100 Internet Explorer, 20
turn on/off, 99 IP address

groov EPIC, 2 DHCP server, 103

groov EPIC driver for Ignition Edge, 60 DNS, 103

groov EPIC nodes, 43 static, 24
using in Node-RED, 48 IPv4 Gateway, 25

groov Find, 14, 18
groov RIO units, 2

groov View L
backing up, 32 LEDs
opening from groov Admin, 21 blink codes, 111
restoring project from backup, 33 location, 111
groov View nodes, 43 library in Node-RED, 55
license file
for groov View, 12
H for Ignition Edge, 76
hardware status, 40 licensing
help Ignition Edge, 84, 106
Opto 22 Product Support, 6
Product Support, 6
hostname M
changing, 25 memory, 107
troubleshooting, 102, 103 Message Queue Telemetry Transport, 73

Modbus troubleshooting, 104
mounting groov Box, 9

[ MQTT, 73

Ignition Edge broker, 74
back up project, 81 documentation links, 105
changing password, 80 tags, 74

Designer, 70, 82
documentation links, 105

drivers included, 60 N

getting started, 60 network

groov EPIC driver, 60 configuring, 23
install modules, 85 connecting, 10
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control, 4
enterprise, 4
interface card (NIC), 103
key, 27
LEDs, 111
troubleshooting, 102
node
exporting, 54
importing, 55
library, 55
Node-RED, 43
backing up, 57
debugging, 56
editor, 44
exporting a flow, 54
flow not working, 105
function node, 46
groov View nodes, 43
importing a flow, 55
installing nodes, 53
opening, 22, 44
Opto 22 controller nodes, 43, 48
restoring, 57
security certificates, 57
serial devices, 51, 110
updating, 36
Node-RED Admin
opening from groov Admin, 22

o

On/Off button, 99

OPC UA server
adding to groov View, 67
configuring tags manually, 70
Ignition Edge, 59
tag browsing, 70

opening
groov View from groov Admin, 21
Ignition Edge, 22, 61
Node-RED, 44

operating temperature, 107

Opto 22 Product Support, contacting, 6

P

PAC Control nodes, 43
security certificates, 57
using in Node-RED, 48
Panel, 82
password
changing, for groov Admin, 37
changing, for Ignition Edge, 80

power
connector, 109
outage, 104
red LED, 104
requirements, 11, 107
troubleshooting, 102
private key, 97
processor, 107
project, groov View
backing up, 32
restoring from backup, 33
project, Node-RED
backing up, 57
restoring, 57

Q

quick start
groov Admin, 21
Ignition Edge, 60
Node-RED, 44

R

replacing battery, 107
resetting
groov Box, 100
Ignition Edge trial, /5
restarting groov Box, 36
restoring
groov View project, 33
Ignition Edge project, 81
Node-RED project, 57
to older groov View version, 32
RIO units, 2
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Safari, 20

security
CA-signed certificate, 96
certificate, 57, 95
self-signed certificate, 90
waming, 14, 20

self-signed certificate, 90

serial devices
addresses for node, 110
connecting to groov Box, 51

server, synchronize time with, 42

session timer, 21

setting system time, 41

SNAP PAC driver for Ignition Edge, 60

SoftAP, 29
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Sparkplug, 73
specifications, 107
SSID, 27
SSL certificate, 95
buying CA-signed, 96
using in Node-RED, 57
static IP address, 14
assigning, 24
storage temperature, 107
synchronize time with remote server, 42
SYSLED, 111
system
architecture, 4
information, 21, 39, 44
time, setting, 41

T

Technical Support. See Opto 22 Product Support, 6
temperature and humidity, 107
time
server, 41
setting, 41
zones, 41
zones and Ignition Edge, 106
TKIP, 27
transferring a groov Box, 101
troubleshooting
cannot connect to groov Box or groov View, 102
device or controller not found, 103
DNS (domain name server), 103
hostname, 102
Ignition Edge, 105
Modbus device or data, 104
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red power LED, 104

U
updating

groov Admin, 34

Node-RED, 36
uploading Node-RED project, 57
USB connectors, 109

serial device addresses, 110
USB flash drive

back up to, 32

restore from, 33
User Account Control, 14, 18
username, changing, for groov Admin, 37
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version, restoring to older groov View version, 32
Vision, 82
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wired network, 4
wireless
access point, 26
communications, 26
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specifications, 107
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