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1: Introduction

OptoOPCServer™is an OPC-DA 2.0-compliant server used to communicate with these Ethernet-based
Opto 22 devices:

- groov EPIC processors
« groov RIO units

«  SNAP industrial controllers, including the standalone SNAP PAC S-series, the rack-mounted SNAP PAC
R-series, the SNAP-LCE, and the SNAP-LCM4 with an Ethernet adapter card

«  SNAP brains in the SNAP PAC EB-series, SNAP Ultimate /0™, SNAP Ethernet I/O™, and SNAP Simple [/0™
families

« E1andE2 brain boards

This guide assumes that you already have a basic understanding of OPC. If you need to learn about OPC, a
good place to start is the OPC Foundation, at https:/opcfoundation.org.

ABOUT THIS GUIDE

This user’s guide shows you how to set up and use OptoOPCServer.

This guide assumes that you are already familiar with Microsoft” Windows on your personal computer. In
addition, a basic understanding of network security is helpful.

Here's what is in this user’s guide:

Chapter 1: Introduction—About the guide, system requirements, and how to reach Opto 22 Product
Support.

Chapter 2: Installing and Using OptoOPCServer—System architecture and how to set up OptoOPCServer.

Chapter 3: Configuring DCOM in Windows—How to configure Windows to allow communication
between OptoOPCServer and OPC clients on different computers.

Chapter 4: Opto 22 OPC Item Definitions—Syntax and item IDs used by OptoOPCServer messages,
including I/0 point data, memory map information, and PAC Control strategy variables.

Chapter 5: Debugging and Troubleshooting—Debugging in the OptoOPCServer Window, using the
registry checker, testing a browser interface, and an explanation of data quality messages.

Appendix A: Using Prosys Client with OptoOPCServer—How to obtain, install, and configure the Prosys
OPCTest Client, which can be used to test OptoOPCServer and the browser databases you create.
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RELATED DOCUMENTATION

RELATED DOCUMENTATION

See the following documents for additional information:

For this information See this guide Form #
Designing flowchart-based control programs for PAC Control User's Guide 1700
groov EPICand SNAP PAC controllers PAC Control Command Reference 1701
Installing and using the groov EPIC processor groov EPIC User’s Guide 2267
Installing and using a groov RIO unit groov RIO User's Guide 2324

Configuring SNAP /0 points and system
functions

Installing and using Opto 22's SNAP PAC R-series
programmable automation controllers

Installing and using Opto 22's SNAP PAC S-series
programmable automation controllers

Installing and using SNAP PAC Brains SNAP PAC Brains User’s Guide 1690
Installing and using E1 and E2 brain boards E1 and E2 User’s Guide 1563

PAC Manager User’s Guide 1440

SNAP PAC R-Series Controllers User's Guide 1595

SNAP PAC S-series Controllers User's Guide 1592

FOR HELP

If you have problems installing or using OptoOPCServer, first check this guide and the Troubleshooting
section of the user’s guide for your Opto 22 hardware. If you cannot find the help you need in the guides or on
the Opto 22 Web site, contact Opto 22 Product Support.

Phone: 800-TEK-OPTO

(800-835-6786 toll-free in the U.S. and Canada)
951-695-3080

Monday through Friday,

7 am.to 5 p.m. Pacific Time

Email: support@opto22.com

Opto 22 website: www.opto22.com

NOTE: Email messages and phone calls to Opto 22 Product Support are grouped together and answered in the order
received.

When calling for technical support, you can help us help you faster if you provide the following information to
the Product Support engineer:

A screen capture of the Help > About dialog box showing software product and version (available by
clicking Help > About in the application’s menu bar).

Opto 22 hardware part numbers or models that you're working with.
Firmware version:

- For groov EPIC processors and groov RIO modules: available in groov Manage by clicking Info and
Help > About.

—  For SNAP controllers and brains: available in PAC Manager by clicking Tools > Inspect.
Specific error messages you received.
Version of your computer’s operating system.

For PAC Control, PAC Display, OptoOPCServer, or PAC Manager: you may be requested to provide
additional information like log or dump files. You can find these files in a support files sub-folder:

a. Onyour Windows Desktop, double-click the PAC Project 10.6 folder.
b. Double-click Support Files.
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¢.  Double-click the appropriate shortcut to open the sub-folder containing the requested files.

NOTE: PAC Control, PAC Display, OptoOPCServer, and PAC Manager create appropriate sub-folders when they
create diagnostic log or dump files. If they have not created these files, the sub-folder may not exist; in this case,
the shortcut will not work.

System Requirements

To install and run OptoOPCServer, you need the following computer requirements and equipment:

Computer operating system:

- Recommended: Microsoft Windows® 11 (Professional or Enterprise)

- Minimum: Microsoft Windows® 10 (Professional or Enterprise)

- Microsoft NET Framework 4.8 or higher must be installed

- (OptoOPCServer and OptoDatalink) Windows Server® 2025, 2022, 2019, and 2016

NOTE: Ensure you use the latest 64-bit version of the operating system and keep it up to date. PAC Project cannot
beinstalled on Windows XP or older Windows operating systems. Other versions of Windows operating systems
and embedded Windows operating systems are not supported.

Processor (CPU):

- Recommended: Intel® Core™ i7 / AMD® Ryzen™ 7 at 3.0 GHz or higher
- Minimum: Intel® Core™i5 / AMD® Ryzen™ 5 at 2.0 GHz or higher
Memory (RAM):

- Recommended: at least 16 GB (or more if paging occurs)

- Minimum: 16 GB

Storage:

- Recommended: 20 GB or more of free disk space and Solid State Drive (SSD) for significantly faster
file read/writes

—  Minimum: at least 10 GB of free disk space and 7200 RPM (or faster) Hard Disk Drive (HDD)
Display monitor:

- Recommended size: 1280 x 720 or higher

- Minimum size: 800 x 600 with small fonts

Networking capability

Mouse or other pointing device

(Optional) Installed Windows printer

If your PAC Display™ Professional project accesses an M4-series controller (such as a SNAP-LCM4 or
M4RTU) via an Ethernet connection, controller firmware version R4.1a or newer is required. In addition, in
order to access strings or string tables, controller firmware R4.1d or newer is required.

Installation Note for Windows

Windows requires that you configure OPC client and OPC server identities and privileges to allow
communication when the OPC Server and OPC client are on different computers. Chapter 3: Configuring
DCOM in Windows describes this configuration.
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2: Installing and Using
OptoOPCServer

This chapter describes system architecture, how OptoOPCServer works, and how to install and use
OptoOPCServer. This chapter includes the following topics:

«  "System Architecture”on page 11 (below)

«  “Setting Up OptoOPCServer”on page 15

«  "Defining High-Density Digital Tags”on page 23

«  "Removing a Browser Database from OptoOPCServer”on page 23

SYSTEM ARCHITECTURE

The OptoOPCServer uses OPC protocol to communicate with OPC clients, and an Opto 22 proprietary protocol
to communicate with Opto 22 devices. OptoOPCServer supports:

«  groov EPIC processors (PAC Control strategy tags)

«  groov RIO units (PAC Control strategy tags)

o  Ethernet-based I/O units in the SNAP PAC, Ultimate I/O, Ethernet I/0, and Simple 1/0 product families
«  SNAP PAC and Ultimate /0 controller families (PAC Control and ioControl strategy tags)

NOTE: While a FactoryFloor controller with a M4SENET-100 Ethernet communications card installed is supported, it
is not recommended due to throughput issues.

Before OptoOPCServer can communicate with Opto 22 controllers, a few steps are required:

. First, commission your Opto 22 device.

- For groov EPIC processors, use groov Manage and assign its IP address. If the processor has dual
Ethernet interfaces, you can assign a secondary IP address. You'll want to make sure you also
configure the firewall properties to allow communication through the secondary IP address. For
details, see the groov EPIC User's Guide (form 2267).

- For groov RIO units, use groov Manage and assign its IP address. For details, see the groov RIO User's
Guide (form 2324).

—  For SNAP PAC devices, use PAC Manager software and assign its IP address. If your device has dual
Ethernet interfaces, you can also use PAC Manager to assign a secondary IP address. For details, see
the PAC Manager User's Guide (form 1704).

«  Next, use Opto 22 PAC Control software to create and configure your control strategy (a flowchart-based
control program that defines workflows). Within a strategy, select the processor, controller, and I/0 units
that perform the work.

«  Finally, download the strategy to the controller and run the strategy. OptoOPCServer uses the
[P addresses configured within the strategy to communicate with the devices.

For information on how to create and configure strategies, see the PAC Control User’s Guide (form 1700).

OptoOPCServer User's Guide 11"
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SYSTEM ARCHITECTURE

The image below shows a sample system using OptoOPCServer.
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SNAP PAC

roov EPIC S xsrias SNAP PAC R-series SNAP EB-series 1/0 units
g controllers controllers

groov RIO

E1or E2 brains

A The Opto Browser Configurator (installed as part of OptoOPCServer) allows you to browse to other
computers on the network. OPC clients connect to browser databases through OptoOPCServer.

B Opto Browser Configurator loads browser database files to a local or remote OptoOPCServer.

C  OptoOPCServer scans devices for tags chosen by the OPC clients.

Ethernet Link Redundancy

To protect your control system against physical link failure, you can set up Ethernet link redundancy in
SNAP PAC controllers and R-series I/0 units.

In PAC Manager, you assign a primary IP address to the device’s Ethernet 1 interface (Tools > Assign IP
Address). Then, you can assign a secondary IP address to the Ethernet 2 interface (Tools > Inspect >
Status Write button | ETHERNET 2 Interface).

After the device has been commissioned in PAC Manager, you configure a PAC Control Professional strategy
that uses the controller’s Ethernet interfaces for redundant networking.

When a PAC Display or OptoDatalink project uses a strategy with redundant controllers (and, optionally,
redundant I/0 units), it provides both the primary and secondary IP addresses to the OptoOPCServer scanner.
If a communication failure occurs between OptoOPCServer and the primary IP address, communication
switches' to the secondary address.
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For more information on Ethernet link redundancy, see:
«  "Configuring Devices,”in the PAC Manager User’s Guide (form 1704)
«  “Using Ethernet Link Redundancy in PAC Control,"in the PAC Control User’s Guide (form 1700).

OPC client
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I running OptoOPCServer) OptoOPCServer
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Control engine and
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Controller
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~~ SNAP UIO or LCE
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firmware

xAny Opto 22
\9 Ethernet-based

i 2 )"I/O u |t
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i\
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Real-world assets

Accessing Legacy Controllers

OptoOPCServer can access any ioControl (Ultimate or LCE) controller via Ethernet as long as each controller
has version R7.0 or newer firmware.

OptoOPCServer can access any M4-series OptoControl controller via Ethernet as long as the controller has the
optional M4SENET-100 card installed and controller firmware version R4.1a or newer. To access strings or
string tables, controller firmware R4.1d or newer is required.

INSTALLING OPTOOPCSERVER

NOTE: If you are using older, legacy controllers or brains with OptoOPCServer, see the SNAP PAC System Migration
Technical Note (form 1688) for important information.

! Switching is automatic when Ethernet link redundancy is configured in PAC Display or in OptoDataLink. To enable

automatic switching when using third-party OPC client software, see “Redundancy with Third-Party OPC Clients”
on page 66.
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INSTALLING OPTOOPCSERVER

To open OptoOPCServer:

OptoOPCServer is part of the PAC Project™ Professional Software Suite, which you can download from our
Opto 22 website at www.opto22.com. When you install OptoOPCServer, both the server components and the
client components (including Browser Configurator) are installed.

1.
the PAC Project installer.
2.

When you have a password (provided by your Opto 22 Inside Sales representative), download and run

When prompted by the installer, select PAC Project Professional.

ﬁ* Setup - PAC Project

PAC Project Basic or Professional

- PAC Control Professional
PAC Display Professional
OptoOPCServer
- - OptoDataLink

- SoftPAC

- PAC Manager

-Tools

i -PAC Control Basic
: -PAC Display Basic
- PAC Manager
- Tools

Choose PAC Project Professional if you have a password for the Professional
version of PAC Project. If not, choose PAC Project Basic.

*

oPTO

(®) PAC Project Professional — Password(s) required.

(O PAC Project Basic -- No password required.

< Back

Cancel

2‘_.’(
AN
T

=z

Professional password field.

If you purchased the PAC Project Professional Software Suite, type the password in the PAC Project

If you purchased only OptoOPCServer, type the password in the OptoOPCServer password field.

Type your PAC Project
Professional password here
or

type your OptoOPCServer

password here.

—

To start OptoOPCServer:

f‘ Setup - PAC Project

PAC Project Professional Passwords
the password for each PAC Project

PAC Project Professional passwold:

PAC Control Professional password: |

PAC Dispi ofessional password: |

OptoOPCServer password: |

OptoDataLink password: |

SoftPAC password: |

= X
ol
’ o
software product you purchased. "'y 1 £
oPTO=Z
= =

To start Opto Browser Configurator:

In Windows, click the Start button, and then click Opto 22 > OptoOPCServer 10.6.

In Windows, click the Start button, and then click Opto 22 > Browser Configurator 10.6.

NOTE: If you plan to use the OPC server and client components separately on different computers, additional
Windows configuration is required on both computers. For more information, see Chapter, “3: Configuring DCOM in

Windows.”
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NOTE: If Windows reports an error reading or finding a DLL when you try to start OptoOPCServer or Browser
Configurator, see "Problems Due to Microsoft Fast Startup/Fast Reboot” on page 69.

If you have trouble installing OptoOPCServer, contact Opto 22 Product Support at 800-835-6786 (toll-free in
the U.S. and Canada) or 1-951-695-3080.

SETTING UP OPTOOPCSERVER

PAC Control,
ioControl, or
OptoControl

PAC Manager

If your OPC client supports the OPC 2.0 tag browser interface, the PAC Control, ioControl, or OptoControl tags
needed for communication with OPC clients can be automatically copied from the strategy and I/0
configuration files. In OptoOPCServer, these files are called browser items.

Browser items from multiple controllers and brains can be opened in the Opto Browser Configurator and
some or all of their tags copied to a single file referred to as a browser database. A browser database is loaded
to OptoOPCServer to expose I/0 and controller tags to OPC clients. You can create one or several browser
databases as needed.

For initial setup, you will use the Opto Browser Configurator. After setup, OptoOPCServer starts automatically
when an OPC client accesses it and runs without a visible window. For debugging the OPC server, you can
open OptoOPCServer before an OPC client is connected to it, launch the client, and then observe
OptoOPCServer to see the information requested by the client. (See Chapter 4: Opto 22 OPC Item Definitions
for more information.)

Use the following steps to set up OptoOPCServer:

A. Configure Windows for OPC Clients on Other Computers (page 16)
B. Create Browser Items (page 16)

C. Open Browser Items File in Opto Browser Configurator (page 16)
D. Build Browser Database (page 18)

E. Load Browser Database to OptoOPCServer (page 22)

F. Connect OPC Client to OptoOPCServer (page 23)

@ © Browser Configurator

"Cumnnmnmuﬁw = W
File Server Help

EECEER]

= g PACRL
. =63 Char
Strategdeb i £ :mnf 5 HDD_OFFLATCH_CLEAR

# Dough Chip_Control |42 HDD_COUNTER

St rategy-Cd b #, Dough_Vessel Pressure_Control =| |2 HDD_COUNTER READCLEAR
£ Oven Inspection Control | HOD_BANK STATE
£ Powerup | 5 HDD_BANK_ONLATCH

B-0] Vadables P=1HOD_BANK OFFLATCH
o e £ HDD_BANK_ONLATCH_CLEAR

(€3 String Varisbles
H &5 €3 VO Units o ””—““NKYFW"LC“““ ,
Config.otg e ol ————
Teems G ding %
5 £ CAProgram il 088\Opto22 PAC Pcjec 01 DislayPro ampisgin{ L) Jesateanc
o ff PACRL
=) /t s E
a Dire:

—
' | databdb _ '

OPC Server OPC Clients

# | Select and Drag ltems From Here to the Lov +
5 HOD_ONLATCH_CLEAR

Browser
database
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SETTING UP OPTOOPCSERVER

16

A. Configure Windows for OPC Clients on Other Computers

If there are OPC clients on computers other than where OptoOPCServer resides, to enable OPC
communications between the computers you must complete additional Windows configuration steps on
computers running the OPC client and the computer running the OptoOPCServer. For steps, see Chapter 3:
Configuring DCOM in Windows.

B. Create Browser Items

You create browser items when you create a strategy in PAC Control or create I/0 unit configuration files in
PAC Manager. Note that you cannot configure groov EPIC and groov RIO devices with PAC Manager; therefore,
you cannot create I/O unit configuration files for them. To create browser items for these devices, you create a
strategy in PAC Control. For more information on creating strategies and 1/0 unit configuration files, see:

e PAC Control User's Guide (form 1700)

o PACManager User's Guide (form 1704)

C. Open Browser Items File in Opto Browser Configurator

Browser items consist of:
«  Tags from /0 unit configuration files created with PAC Manager (or ioManager)
«  Strategy tags that reside in PAC Control (orioControl or OptoControl) strategies

Items from any of these types of files can be added to an Opto Browser Configurator browser database. A
browser database file can contain a mixture of items from single or multiple strategies, or I/O unit
configurations.

To open a browser items file in Opto Browser Configurator, you need to know the location of the browser item
you created in PAC Manager (*. otg), PAC Control (*. 1db), ioControl (*. idb), or OptoControl (*. cdb).The
Opto Browser Configurator window appears with a new, untitled browser database.

5 Untitled - Opto Browser Configurator EI@

File Server Help

e

T3 Sources for [tems to Add to the Browser Database Select and Drag Items From Here to the Lower

] . 3

=7 Items Currently Residing in the Browser Database -- <Mone>

Ready NUM

1. From the File menu, choose Browser Items > Open Browser Items File.
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2. Inthe Open File(s) dialog box, navigate to the . otg, . idb, or . cdb file you want to use as a source for

OPC items.

.12 Open file(s) that contain Browser Items @
Look in: | . ioCookies strategy j I‘j‘ '
MName ‘ Date modified Ty
#‘ Cookies.idb 9/14,/2011 2:10 PM 7]
] 1 r
File name: |Cookies.idb Open
Files of type: |AII Compatible File Types (*.otg, “idb, *.cdb) j Cancel

3. Highlight the filename and click Open.
Depending on the type of file you opened, see the appropriate section below.

For PAC Manager or ioManager (.otg) Files

If you opened an . otg file for an I/0 unit, the contents are now shown in the left pane of the Opto Browser
Configurator. The right pane displays the specific tags associated with the browser item selected in the left

pane.

{3 Cookies DB - Opto Browser Configurator E@

File Server Help

nl=(@) 2] o ¢

Click plus and minus  —
symbols to expand and
collapse

Select browser items—"]
from I/0 unit
configuration file

I:'l Sources for Items to Add to the Browser Database » | Select and Drag Items From Hereto the L =
- =1-C0 CA\Program Files (x86)4Opto22\PAC Project 9.0\Di [*] bChipDispenseValve |
= ¢ PACRL [ bChipLevelswitch L |
@ bDoughDispenseValve ‘
_— - | |[E¥] bDoughLevelSwitch 8
=g Numeric Variables [*] bDoughPressureControlValve
g 3 String Variables E' bEStop
E”::I UMO Uiz [®3] bInspectionPassFailSwitch
- i Loopback 2
i . @ bRejectValve
B0 Direct A bStartFl
L. High Density Digital - [ -
« 1 b 4 i b

T2 Items Currently Residing in Browser Database (C:\Program Files (x86)\0pto22\PAC Project 9.0\Disp

4 il k

Ready UM

| Tagsassociated with
the selected
browser item

For PAC Control, ioControl, OptoControl Strategy (. idb or . cdb) Files

If you opened an . idb or . cdb file, the following dialog box appears.
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Click plus and minus
symbols to expand
and collapse

Select browser items
from I/O unit
configuration file

e

]

Cancel |

Select A Strategy File And Controller @
Strategy:
|E: WProgram Files [86]40pto225\PAL Project 9. Browse...
Controller:

NOTE: If no controller is listed, the strategy may not have
avalid controller. To correct this, open the strategy (in
PAC Control, ioControl, or OptoControl), configure a
controller, and then save the strategy.

4. Inthe Select a Strategy File and Controller dialog box, click a controller to select it.

To select multiple controllers, hold down the Shift key while clicking the right mouse button.

5. (lickok.

6. Toselect tags from additional strategies or . ot g files, repeat Steps 1 and 2.

The browser items are now shown in the left pane of the Opto Browser Configurator. The right pane displays
the specific tags associated with the browser item selected in the left pane.

™3 Cookies DB - Opto Browser Configurator

File Server Help

D|sla) & &) 9|

=N o =

|§||=:| C\Program Files (x86)\0pto22\PAC Project 3.0\Di

- #§ PACRL

w3 Charts

-7 Variables

P umrcvariabes
21 String Variables
23 KO Units

é---% Loopback

q | . +

1 Sources for Items to Add to the Browser Database =

Select and Drag Items From Hereto the L +

m

-0 Direct T
. L. ®® High Density Digital -

@ bChipDispenseValve
[F7] bChipLevelSwitch

}EI bDoughDispenseValve
[F7] bDoughLevelSwitch &
}EI bDeughPressureControlValve

[E7] bEStop

@ blnspectionPassFailSwitch

@ bRejectValve

[E7] btartFlag

- I S N Y TR, S
4 | 1 3

m

©3 Items Currently Residing in Browser Database (C:\Program Files (x861\Opto22\PAC Project 9.0\Disp

4| n

Ready

MNUM

Tagsassociated with
the selected
browser item

D. Build Browser Database

NOTE: High-Density Digital tags require special treatment. See “Defining High-Density Digital Tags” on page 23.

After opening one or more browser items files, you can add tags to your browser database. The source files of
any tag in your browser database remain referenced, so you do not need to add the same browser items again
if you reopen your browser database. However, if your source file has new tags and you want to expose them
to OPC clients, you need to reopen the file to get the new tags.

To build the browser database, do the following:
1. Use the hierarchical tree in the top left side of the application window to locate specific tags.
Click the plus symbols to expand groups. Click the minus symbols to collapse groups.
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Browser item:

2.
top right pane.

Select an item or folder in the top left source pane to display all of the selection’s associated tags in the

™[> Cookies DB - Opto Browser Configurator
File Help

D=|d| & & 2

Server

(o]l = ]

] Sources for Items to Add to the Browser Database

PAC Control strategy

Variables folder
selected

Browser

//

B @ PAC R1
Itl Charts
EB Variables

----- £ Mumeric Variables
=-C3 10 Units
é---tn"n?"‘_q_ Loopback
Etl Dhrect
. L% High Density Digital
T 3

< |

Etl C:\Program Files (x86)\Opto22\PAC Project 3.0MDi

Select and Drag Items From Here to the Low
5] Numeric Variables
{1 String Variables

You can drag entire
folders into the
browser database.

m

< | 1 k

Etl C:\Program Files (x86)\Opto22\PAC Project 9.0ND
o ¢ PACRL
=3 Variables

database

: B Mumeric Variables
g StrategyMame

1 Items Currently Residing in Browser Database (C:\Program Fi

86)\0pto22\PAC Project 9.0\Disp
amples\ControlioCookies strategy'Cc Select tag and drag
to this window to

add tag to browser

database.

isplay

4 | T

Ready

NUM

Select the tag in the top right pane an

NOTE: For high-density digital tags, you
Digital Tags” on page 23.

d drag it to the bottom pane. You can select single or multiple tags.

need to provide additional information. See “Defining High-Density

This technique works at all layers of the hierarchy. For example, if you want to copy all of the numeric

variables of a strategy into the browse
Variables folder from the right pane

To select tags in a table:
a.
b.

r database, select the Variables folder and then drag the Numeric
into the browser database.

Select a table in the top right pane and drag it to the bottom pane.
In the lower pane, right-click the table to display the pop-up menui.

To select a range of table elements:

In the pop-up menu, select

Specify Array Range of Elements.
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- Inthe Specify a Range of Elements dialog box, type the start index number in the Start Index
text box, the end index number in the End Index text box, and then click OK.
The range appears in brackets next to the table name.

- ff Mixed I0_Unit -
" | Diteet Specify a Range of Elements from a Float Array

£
§ Ii] Indirect
A

4 HumidityT able]0-2]

L ;
Start Indes: 0 (02
Items Currently Residing in Browser Datj art Indes [0-2)
5-£3 C\Users\Public\Documents\Opto 2244 End Indes: 2 (13

o-# R
g =3 Variables / oK | Cancel |
£ Nurmeric Tables
38 HumidityTable[0-2]
{g PopulationTable

------ {4 TemperatureFahrenheitTable

To select a single table element:
— Inthe pop-up meny, select Specify Array Element.

- Inthe Specify an Element dialog box, type the index number, and then click OK.
The element number appears in brackets next to the table name.

ﬂ—‘\_,.m,—nn——w-——-_/\/—“'\/\n sheencte, comec, RS c. S0 W_,}
< >

CJ Items Currently Residing in B Database (Not Saved) s
B0 ChUsers\Public\Documents\ Opto 23-=+=5——== e T —— the g
=8 # Gray's R1 Specify an Element from a String Array b4

B3 Variables

MNumeric Tables ¥ CiyTablell]

8 HumidityTable[0-2] Indes: 0 [0z
& PopulationTable /
{& TemperatureFahre oK | Ch
23 String Tables |

L §BF CityTable[0]

PO Y L e . a1, Mo

To select bits in an integer table:

c. Selectthetable in the top right pane and drag it to the bottom pane.

d. Inthe lower pane, right-click the table and select Specify Integer Array Bit of Element from the
pop-up mendu.

e. Inthe Specify a Bit of an Integer Array Element dialog box, type the index number in the Index text
box, the bit number in the Bit text box, and then click OK.
The index and bit appear in brackets [ ] next to the table name.

£ >

: Items Currently Residing in B Datat (Not Saveq Specify a Bit of an Integer Array Element
T-2] ChUsers\Public\Documents\Opto 22\PAC Project 9.5\C
i B # R1 1 TemperatureF shrenheitT able[0] Bit1 2
B0 Variables
B3 Mumeric Tables Index: 003
38 HumidityTable[1] Bt 12 [0:31)

{g PopulationTable /

ok | Cancel |

To select a bit in an integer variable:
f.  Select the integer variable in the top right pane and drag it to the bottom pane.
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8.

g. Inthe lower pane, right-click the integer variable and select Specify Integer Bit from the pop-up
menu.

h. Inthe Specify a Particular Bit dialog box, type the bit number in the Bit text box and then click OK.
The bit number appears next to the variable name.

T I 0 WP e A

Specify a Particular Bit of an Integer Variable X

<

Items Currently Residing in Browse(
=0 C:\Users\Public\Documents\Opt E Field1.Bit17 h,

3 o-#R /Bit: 17 (031)

=3 Variables

=2-0 NumericVarlablez
E [ Field1.Bit17 _ Carcel |

Repeat Steps 2 and 3 until all the desired tags are in the browser database.
Verify that all desired tags are in the browser database.

The bottom pane displays the browser database. Expand items to check that you included all the tags
you intended to include. If you find tags you did not intend to include, you can select them and press the
Delete key to remove them.

To save your browser database, select File > Save.
In the Save As dialog box, enter a filename and click Save.

If you are uploading multiple browser database files, ensure each file has a unique name. If you load a
browser database with the same name as a previous one, the previous database is overwritten.

™8 Save As @
Save i_n:| | Projects j L] 5 BB
Mame : Date modified Ty

No items match your search.

< | i 2

File name: |I\-1y_Projec1.bdb
Save astype: | Browser Database Files {~bdb) | Cancel

In the next dialog box, type a meaningful description and click OK.

™8 Save As @
Save i_n:| | Projects j = i e
Mame = Date modified Ty

Mo itemns match yeur search.

< | i 2

File name: |I'vh'_Project.bdb
Save as type: |Browser Dlatabase Files (" bdb) j Cancel
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A meaningful description is especially helpful if you plan to load multiple browser databases to your

OptoOPCServer.

The saved browser database must be loaded to the OPC server before it is available to OPC clients. See the
next section, “E. Load Browser Database to OptoOPCServer.”

E. Load Browser Database to OptoOPCServer

You use the Opto Browser Configurator to load browser databases to OptoOPCServer. Once loaded to the OPC
server, OPC client programs can access the tags through their browser capability.

Loading a browser database overwrites a previously loaded database of the same name. Use unique filenames

to upload multiple browser database files.

To upload a browser database:

1. Ifyoudo not have a browser database open, choose File > Open and navigate to your browser

database.

2. (Choose Server > Update Server with Current Browser Database.

The Update Server dialog box appears.

Update Server with Current Browser Database

Server Cannection
™+ Local
" Remoate

=)

I

Filenarne: |E: “Program Files [#86)\0pto22WPAC Project 9.0%Dizplay Pro ExampleshContr

D escription; |Convenience Store

Update | Cancel |

3. If OptoOPCServer resides on the same workstation as Opto Browser Configurator, choose Local.
However, if OptoOPCServer resides on another computer on the network, choose Remote and type the
name of the computer running OptoOPCServer.

Update Server with Current Browser Database

Server Connection
" Local
* Remote

()

b achine Marne: |qa-p2UD.opto.com

e

Filenarne: |E: “Program Files [#36)\0pto22WPAC Project 9.0%Dizplay Pro ExampleshContr

D egcription:; |Convenience Store

Update | Cancel |

The computer name is the network identification of the computer running OptoOPCServer. You can find

the computer name by viewing the computer's system settings.

4. C(lick Update.

If you are overwriting an existing browser database of the same name, a warning appears. Click Yes to

proceed.
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5.

Click OK to acknowledge the update.

F. Connect OPC Client to OptoOPCServer

Connect your OPC client to OptoOPCServer. When configuring your OPC client, you need to select the server
named Opto22.0pcServer.2.

Prosys OPC Client is a free, standalone OPC client application that you can use to test OptoOPCServer and the
browser databases you create. This application is available as a free download from the Opto 22 FTP site. For
instructions to obtain, install, and configure Prosys OPC Client, see “Appendix A: Using Prosys Client with
OptoOPCServer.”

DEFINING HIGH-DENSITY DIGITAL TAGS

Tags for points on SNAP high-density digital modules are handled somewhat differently from other tags in
OptoOPCServer.
Do not drag the High Density Digital group into the browser database. Instead, select High Density

Digital to display the specific tags, such as HDD_STATE, HDD_ONLATCH and HDD_OFFLATCH, and then

drag these tags into the browser database.
Specify the module number (the module’s position on the rack) and the point numbers as shown below.

1.

-

File Server Help

Da| & & 2

™8 Convenience Store - Opto Browser Configurator

[=][=] =]

- #§ PACRL
&0 Charts
: Variables
2] Numeric Va
-7 String Varia
=] KO Units
é---ﬁM@ Loopback
EE] Direct

it Hig

4| e

(£ Items Currently Residing if
B3 C\Program Files (xB6)\
o ¢ PACRL

7] Sources for [tems to Add to the Browser Database »
E1-£3 C\Program Files (x86)\Opto22\PAC Project 9.0Di|

Select and Drag Items From Hereto the L «

&3 HDD_STATE
&3 HDD_OMLATCH

- E—— CLEAR
High Density Digital Point r
gh Density Dig =X g
Tag: [HDD_STATE
READCLEAR T

Module #: [T [0-1 5]\

+ Add one point \
Faint #: |0 [0-31]

&3 HDD_OFFLATCH

m

ITE

e N

2

it TORIES Strategy L C

" Add a range of point:

—

|

Ready

p L \\
-3 1O Units
g StrategyMame
0K, | Cancel |
1 L
MUM

Provide the module

e—— |
—number here.
D2\PAC Projerr9-64Disy .

o —=Choose point or range.

If choosing a range of points
on an HDD module, specify
the start and end of the
range here.

NOTE: When using high-density digital points, it is necessary to specify the module and points. You must provide a
module number from 0—15, which corresponds to the module’s position on the SNAP rack. For points, you have an
option of indicating an individual point or a range or points.

REMOVING A BROWSER DATABASE FROM OPTOOPCSERVER

1.

From the Opto Browser Configurator application window, choose Server > Remove Browser
Database from Server.
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Select a Browser Database to Remove From the Server @

Server Cannection

Connect To Server

Description | Filzname

| Cancel |

2. If OptoOPCServer resides on the same workstation as Opto Browser Configurator, choose Local. If
OptoOPCServer resides on another computer on the network, choose Remote and type the name of the
computer running OptoOPCServer.

Select a Browser Database to Remove From the Server @
Server Connection

R ]
M achine Name: |qa-p200.opta22.com = -

Connect To Server

Description | Filename

| Cancel

3. (lick Connect to Server.
All browser databases loaded to OptoOPCServer are listed by their description.
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Select a Browser Database to Remove From the Server E

Server Cannection

i Remote

4 achine Mame: I LI _I
Connect To Server |

Description Filename

Convenience Store 3, near shopping ... C:AOpto2Z240PCBrowserD atabasessUI0 Brows

Femove | Cancel |

4. Select the browser database you want to delete and click Remove.
5. Repeat Steps 1 through 4 to remove additional browser databases.
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3: Configuring DCOM In Windows

Use this chapter to set up network security for OptoOPCServer using the Microsoft Windows Distributed
Component Object Model (DCOM). When OptoOPCServer and OPC client applications reside on different
computers, OptoOPCServer and OPC client applications use DCOM to communicate with each other. You
need to have administrator privileges on both the OPC server and client computers.

Is DCOM Required? DCOM is used only when OptoOPCServer and OPC client applications reside on
different computers. If your OptoOPCServer and OPC client applications reside on the same computer, DCOM is
not used and you do not need the instructions in this chapter.

NETWORK CONFIGURATION

Because the OptoOPCServer application and the OPC client are on different computers, you must configure
DCOM in Windows on both the server and client computers. Windows configuration requirements depend on
whether the computers are part of a domain network or a workgroup network.

Domain Network

In a domain, a domain controller manages the network, contains all user definitions, and provides network
services. The user logs into a domain controller by providing a username and password. After logging in, the
user has access to services provided by the network. OptoOPCServer resides on a user workstation and is one
of these services.

Domain controller
(Windows server)

User2 / OPC client

[ — ‘ (Windows computer)

Userl / OptoOPCServer !
(Windows computer) )

User3 / OPC client

| ’ (Windows computer)
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Workgroup Network

A workgroup is a peer-to-peer network between computers with no domain controller. OptoOPCServer is

usually on one computer and the OPC client applications on other computers.

CONFIGURING WINDOWS ON THE OPTOOPCSERVER COMPUTER

Use these steps only if OptoOPCServer and the OPC client software are on separate computers.

A. (Workgroup Only) Creating User Accounts on the OptoOPCServer Computer

If you have a workgroup, you need to create a user account on the OptoOPCServer computer for each client

user account that will access the OptoOPCServer.

Right-click the Start menu and choose Computer Management.
The Computer Management dialog box appears.

Expand Local Users and Groups and open the Users folder.

1.

© N o w A

Place the cursor in the center panel’s blank space (below the list of users), right-click, and select New

User.

A Computer Management

File Action View Help

ez o d=HE

A Computer Management (Local
v [[’j System Tools
@ Task Scheduler
2] Event Viewer
2| Shared Folders
~ ¥ Local Users and Groups
| Users
| Groups
(%) Performance
% Device Manager
25 Storage
w= Disk Management
T Services and Applications

< >

MName Full Name Actions
&Administrator Users
&,.DefaultAcco... More Actions
Py Guest

% MNew User...

Refres|

Export List...
View >
Arrange lcons >

Line up lcons

Help
< il

Creates a new Local User account.

In the New User dialog box, enter a name for the new user and complete other fields as desired.
Type the password in the Password and Confirm Password fields, and then click Create.

Repeat Steps 3-5 for each new user.
When you have added all the new users, click Close.
In the list of users, right-click one of the new usernames.
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& Computer Management - O *
File Action View Help

e 2EXE = HE

;{l Computer Management (Locall| pame Full Name Actions

v it System Tools &j)\dministrator Users -
> @ Task Scheduler

> {2 Event Viewer &J Defaulthcco... More Actions 3
> [@ Shared Folders E— "
v & Local Users and Groups &;0 Set Password... Pe .

| Users perato More Actions »

[ Groups All Tasks >
> @ Performance

. Delete
% Device Manager

= Rename
v (&) Storage

w= Disk Management P &

> :ﬂ@ Services and Applications

Help

< > <€ >

Opens the properties dialog box for the current selection.

9. (Choose Properties from the pop-up menu.
10. In the Properties dialog box, click the Member Of tab, and then click Add.
11. In the Select Groups dialog box, type: Administrators inthe Enter the object names to select

field.
Operator! Properties ? x
General Member Of  Profile
Member of: | Select Groups b4
u
EE‘ e Select this object type:
|Gmups | Object Types...
From this location:
| |J—W1ﬂ | Locations...
Enter the object names to select (examples):
Administrators| Check Mames
Advanced... OK Cancel
I Changes to a user’s group membership
Add... Remove are nat effective until the next time the
user logs on.
]
QK Cancel Apply Help
|
12. Click OK.

13. Repeat Steps 8—12 on the OPC server workstation for each client user account that need to access the
OPCserver.

14. (lick OK to close the Properties dialog box.
15. Close the Computer Management window.

OptoOPCServer User's Guide 29



CONFIGURING WINDOWS ON THE OPTOOPCSERVER COMPUTER

B. Enabling Network Sharing on the OPC Server Computer

1. Open Windows Explorer.
2. Right-click the €: drive and select Give access to > Advanced Sharing.
3. Inthe Sharing tab, click the Advanced Sharing button.

£ Local Disk (C:) Properties >
Security Previous Versions Quota
General Tools Hardware Sharing

Metwork File and Folder Sharing

e, o

- Mot Shared

Network Path:
Mot Shared

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

QK Cancel Apply

4. Check Share this Folder, and then click OK.

Advanced Sharing *

Share this folder
Settings
Share name:
C w
Add Remove

Limit the number of simultaneous users to: 0 ‘

Comments:
Permissions Caching
Cancel Apply
5. C(lick Close.

C. Configuring the Windows Firewall on the OptoOPCServer Computer

In this section, open port 135 to allow communications through the firewall and then configure the firewall to
allow client programs to run.

Opening Port 135 for Communications through the Windows Firewall
1. From the Start menu, search for Control Panel and open it.
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2. (lick Windows Defender Firewall.

3. Inthe left navigation, click Advanced settings. If you are prompted for an administrator password or
confirmation, type the password or provide confirmation.

The Windows Defender Firewall with Advanced Security dialog box opens.
4. Inthe left pane of the dialog box, click Inbound Rules.

@ Windows Defender Firewall with Advanced Security - O *
File Action View Help
Sl ANl EY
bound | Vmders ot Frevat v [ (i
——+—4&3 Inbound Rules ~
Rules - Name Inbound Rules a
Outbound Rules
¥ Connection Security Rules % Bonjour Service W MNew Rule.. @ New Rule
B Monitoring gBU”jUU'SENiCE S Filter by Profil »
Bonjour Service ]
) Bonjour Service S Filter by State »
@ Dropbox S Filter by Group »
@ EtherNet IP Configurator View »
i EtherNet [P Conf?gurator [G) Refresh
0 EtherNet [P Configurator _
0 EtherNet [P Configurator iz ExportList..
0 Firefox (C:\Program Files (x36)\Mozilla Fi... Help
@ Firefox (C:\Program Files (x36)\Mogzilla Fi...
£ > € >
MNew Rule...
5. Inthe right pane, click New Rule to start the New Inbound Rule Wizard.
6. Onthe Rule Type screen, select Port, and then click Next.
7. Onthe Protocol and Ports screen, select TCP and enter the port number: 135
& New Inbound Rule Wizard e
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this rule apply to TCP or UDP?
Protocol and Ports ® TCP
e
Select TCP @ Action O upp
@ Profile
@ Name Does this rule apply to all local ports or specific local ports 7
) Al local ports
(® Specific local ports: |135| i Type 135
Example: 80, 443, 5000-5010
< Back Next > Cancel
8. Click Next.

9. Onthe Action screen, select Allow the Connection and click Next.
10. On the Profile screen, select Domain, Private, and Public and click Next.
11. Onthe Name screen, enter a name (such as Open Port 135)and click Finish.
In the Windows Defender Firewall dialog box, your new rule appears in the Action pane.
12. Close the Windows Defender Firewall dialog box.
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D. Configuring DCOM Properties on the OptoOPCServer Computer

1. Select Start and type Run (or press the Windows Start key + R) to open the Run dialog box.
2. Type: dcomcnfg

=7 Type the name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you.

Open: | dcomenfg w

Cancel Browse...

3. C(lick OK or press the Enter key.

4. Inthe Component Services window, expand the folders Component Services > Computers > My
Computer.

5. Select DCOM Config under My Computer.
The applications with DCOM configurations appear in the middle pane.

. Component Services - O
#. File Action View Window Help - &
9| 2m XE G| BE D22

[Z1 Console Root ﬁ. ﬁ. ﬁ, ~ | Actions

w . Component Services X
OneSetttings OOBEBio  OpcEnum DCOM Config

Broker Enrollment More Actions 4

~ | Computers
w (& My Computer
~| COM+ Applicati ﬁ, ﬁ, ﬁ,
| DCOM Cenfig
| Running Processe| | OpenOffice  OpenSearch Opto22.0p...

“| Distributed Transz Service Ma... Descriptio...

@ Event Viewer (Local) * @

o Services (Local) View 3
Opto22. rator
erve Properties ice
otkloadr  Out Of Proc  Out Of Proc

Mapi Han... Mapi Han...

PaymentsSvc PDFPrevHn... PDFShellinfo

< i e e e v

6. Scroll down, right-click Opto22.0PCServer.2 and choose Properties.
7. C(Click the Identity tab and select This User.

8. Enter the network account OptoOPCServer needs to run on this computer (must be a user account that
already exists).

NOTE: In a domain, the user must have a domain account with administrator privileges on the OptoOPCServer
computer.

9. Type the password in the Password and Confirm Password fields.

NOTE: If you change your domain password, you need to change the password here as well.
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Opto22.0pcServer.2 Properties ? *

General Location Securty Endpoints  |dertity

Which user account do you want to use to run this application?

(O The interactive user.
(O The launching user.

(® This user.

Password:

Confirm password:

The system account {services only).

Leam more about setting these properties.

Cancel Apply

10. Click Apply.

DCOM security settings for OptoOPCServer workstation

Use the following table as a checklist for the DCOM security settings for the OptoOPCServer workstation
described in Steps 2 through 6 below.

Default Launch
Permissions

Custom Opto22.0PCServer.2 Launch Permissions

Administrators INTERACTIVE SYSTEM Everyone Js'::* Administrators Everyone
Local Launch o o o [ [ ° )
Remote ° ° - . ~ A
Launch

Local ° ° ° ° ° ° °
Activation

Re-mo’fe ° ° o o o o
Activation

* This User is the network account OptoOPCServer is using to run (specified in Step 8 on page 32).

1. Stillin the Opto22.0pcServer.2 Properties dialog box, click the Security tab.

2. Inthe Security tab, select Customize under Launch and Activation Permissions, and then click
Edit.
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Opto22 erver.2 Properties ? *
General Location Securty Endpoints  Identity

Launch and Activation Permissions

(O Use Default
(® Customize Edit...
Launch and Activation Permission ? *
Access Pemmissions
(® Use Default Securty
Group or user names:
() Customize >
SYSTEM
SR Administrators (JFEMIA-W10\Administrators)
HR INTERACTIVE
Configuration Permissions
(O Use Default
© Customize Add... Remove
Permissions for SYSTEM Allow Deny
Local Launch O
Remate Launch O
) Local Activation O
Leam mare about setting these pl Remote Activation 0
Cancel

3. Select SYSTEM and check all of the Allow boxes.
4. Select Administrators and check all of the Allow boxes.

5. Select INTERACTIVE and check the Allow boxes for Local Launch and Local Activation.
Launch and Activation Permission ? *
Security
Group or user names:
R 5YSTEM
SR Administrators (JFEMIA-W10\Administrators)
Add... Remove
Permissions for INTERACTIVE Allow Deny
Local Launch O
Remote Launch O O
Local Activation O
Remote Activation O O
Cancel
6. Click Add.
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Launch and Activation Permission ? X

Security
Group or user names:

BR 5YSTEM

SR Administrators (JFEMIA-W10\Administrators)

HR INTERACTIVE

Add... Remove
|
Pemissions for SYSTEM
Select Users, Computers, Service Accounts, or Groups e
Local Launch

Remote Launch Select this object type:

Local Activation |U5ers. Groups, or Builtin security principals | Object Types...

Remote Activation
From this location:
[oPTo22.C0M | | Locations...
Enter the object names to select (examples):
[ Check Names

< Type Everyone
here
Advanced... oK Cancel

Type Everyone,and then click Check Names.
Everyone isunderlined.

Click OK to close the dialog box.

Everyone isadded to the Security list.

Select Everyone and check all of the Allow boxes.

Launch and Activation Permission ? *
Security
Group or user names:
R 5YSTEM
SR Administrators (JFEMIA-W10\Administrators)
Everyone
HR INTERACTIVE
Add... Remove
Pemissions for Everyone Allow Deny
Local Launch O
Remate Launch O
Local Activation O
Remote Activation O
Cancel

Now you add each user account that will be a client for OptoOPCServer. (For a workgroup, it is the users

you created in the section on page 28). You are giving these accounts permission to launch or activate
the OPC server if it is not already running.

. Add each user account that will be a client for OPC Server.
a. C(lick Add.
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Launch and Acti ? =
Security
Group or user names:
R 5YSTEM
SR Administrators (JFEMIA-W10\Administrators)
£2 Everyone
HR INTERACTIVE
Add... Remove
Pemissions for Everyone L I L
Local Launch Select Users, Comp s, Service Accounts, or Groups e
Remate Launch
Select this object :
Local Activation = t)fpe. - —
Remote Activation |U5ers. Groups, or Builtin security principals | Object Types...
From this location:
[oPTo22.C0M | | Locations...

Enter the object names to select (examples):

[ Check Names

< Type the user
name here
Advanced... QK Cancel

b. Type the name of the user.
c. C(lickCheck Names.
The username is underlined if correct.
d. Clickok.
11. For each new user, select the new user, check all of the Allow boxes, and then click OK.

12. Click OK to close the Opto22.0PCServer.2 properties dialog box, but leave the Component Services
window open.

Default Launch Permissions for OptoOPCServer Workstation

1. Inthe Component Services left navigation pane, right-click My Computer and select Properties from
the pop-up menu.

. Component Services - O X

#. File Action View Window Help - & X%

| @ XE G| BE D2

[Z1 Console Root ~ | Actions
o i ﬁ ﬁ ﬁ
v Cfmponent Services DCOM Config .
w || Computers FeSysternR..  %eSystemR.. %systemro..
v (& My Cor-=-+-- cuctam?t Suckem, system32) .. Mare Actions »
= col Refresh all components
% Dy MNew Window from Here ﬁ
— Rur = . Sksystemro..
7] Dist Properties . System32\ ...
@ Event Viewer (| -
% Services (Local SP ﬁ
32-hit Accessibili..  Account
Preview... Manag...
AccStore  acppage. dll  AcroBroker
Class
i > |l AcrnNict¥  AcenlFHeln  ArenBDE N

Opens the properties dialog box for the current selection.

2. C(lickthe COM Security tab.
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3. Inthe Launch and Activation Permissions area, click Edit Limits.

General Options Default Properties
Default Protocols COM Securty MSDTC
Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
of applications to start, connect, fun L .
securely. Launch and Activation Permission ? *
Security Limits
Edit Limits... iy

GI’DLID or user names:

Launch and Activation Permissions S8 Everyone -
You may edit who is allowed by default to laur [EALL APPLICATION PACKAGES
activate Dbjec_‘ts. You may a_lso set limits on ag 5-1-15-3-1024-240544 3435-874036122-4286035555-1823
determine their own pemissions. 1 Administrators. (Jdminisi-W10\Administrators)
Caution: Modifying launc : iu! Performance Log Users (formand-W10\Performance LDCI)U 2
affect the ability of appl;
and/or run securely.
Add... Remove
Edit Limits... Pemissions for Administratars Allow Deny
Local Launch O
Remate Launch O
Local Activation O
Remote Activation O
Leam more about setting these properties.
0K
Cancel

4, Select Administrators, and check all of the Allow boxes.
5. Select Everyone, and check all of the Allow boxes.
6. Click OK to close the Launch Permission dialog box.

Default Access Permissions for OptoOPCServer Workstation

Use the following table as a checklist for the default COM security settings for the OptoOPCServer workstation
described in Steps 1 through 10b below.

Default COM Security Settings

Access Permissions: Limits Access Permissions: Defaults
ANONYMOUS
LOGON Everyone SELF SYSTEM This User* Everyone
Local Access ° ° ° ° ° °
Remote Access ° ° ° ° ° °

* This User is the network account OptoOPCServer is using to run (specified in Step 8 on page 32).
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1.

General
Default Protocols

Options
COM Security

In the COM Security tab, under Access Permissions, click Edit Limits.

Default Properties
MSDTC

Access Pemmissions

You may edit who is allowed default accessto a
also set limits on applications that determine thei

Caution: Modifying access permissions
of applications to start, conn
securely.

Edit Limits...

Launch and Activation Permissions

You may edit who is allowed by default to launch
activate objects. You may also set limits on appl
determine their own pemmissions.

Caution: Modifying launch and activatic
affect the ability of applications to start,
and/or run securely.

Edit Limits...

Leam more about setting these properties.

Access Permission
Security Limits

GI’DLID or user names:

5-1-15-3-1024-2405443435-874036122-4286035555-1823 A
S8 Peformance Log Users (JFEMIA-W10'\Performance Log U
H2 Distributed COM Users (JFEMIA-W 10\ Distributed COM Use
‘MOL N
A v
£ >
Add... Remove
Pemissions for ANONYMOUS
LOGON Allow Deny
Local Access O
Remote Access O O
Cancel

OK

In the Access Permission dialog box,
OK.

Select Everyone, check both Allow
In the My Computer Properties wind
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Cancel |

Ppply

select ANONYMOUS LOGON, check both Allow boxes, and click

Click Edit Limits again to open the Access Permission dialog box.

boxes, and then click OK to close the Access Permission dialog box.
ow, under Access Permissions, click Edit Default.



© © N o

My Computer Properties ?
General Options Default Properties
Default Protocols COM Securty MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may

| also set limits on applications that determine their own permissions.

Access Permission ? *
nction and./or un

Select SELF and check both Allow boxes. (Do not click OK.)
Select SYSTEM and check both Allow boxes.
Select Everyone and check both Allow boxes.

Select the network account OptoOPCServer needs to run on this computer (specified in Step 8 on

page 32) and check both Allow boxes.
Add each user who need to access OptoOPCServer:
a. (lickAdd.

Default Security

GI’OLID or user names:

S8 Everyone

BB SELF

R 5YSTEM

2 Administrators (JFEMIA-W10\Administrators)

Add... Remove
|

ions can affect the ability

Default Security
Group or user names: Edit Default
S8 Everyone
R 5YSTEM b spplicati
S8 Administrators (JFEMIA/10'\Administrators) Foppioations that
fivation permissions can
Add... Remove start, connect, function
Permissions for SELF Allow Deny
Local Access O Edit Defautt...
Remote Access O
I Cancel Apply
Cancel

Pemissions for

Local Acces
Remote Accd  Select this object type:

Select Users, Computers, Service Accounts, or Groups

From this location:

Enter the object names to select (examples):

|U5ers. Groups, or Builtin security principals | Object Types...

[oPTo22.C0M | | Locations...

[ Check Names

Advanced... oK

OptoOPCServer User's Guide

Cancel

Type the user
name here



CONFIGURING WINDOWS ON THE OPC CLIENT COMPUTER

b. Type the name of the user.
c. (Click check Names. The workstation name and username appear underlined.
d. dlickok.

11. For each new username added, check both Allow boxes.

12. Click OK to close the Access Permission dialog box.

Default Properties for the OptoOPCServer Workstation
1. Inthe My Computer Properties window, click the Default Properties tab and do the following:
a. Select Enable Distributed COM on this computer.
b. If selected, deselect (uncheck) Enable COM Internet Services on this computer.
C. Under Default Authentication Level, select Packet Integrity.
d. Under Default Impersonation Level, select Identify.

My Computer Properties ? *
Default Protocols COM Security MSDTC
General Options Defautt Properties

Enable Distributed COM on this computer
[ Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
Identify ~

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

Provide additional security for reference tracking

Leam more about setting these properties.

Cancel Soply

2. Click Apply.
3. If prompted with a message that your applications may not work when you do this, click Yes to proceed.
4. C(lick oK to close the dialog box, and then close the other open dialog boxes.

CONFIGURING WINDOWS ON THE OPC CLIENT COMPUTER

You can have one or more OPC client computers. For each client computer:

1. To provide the client-side components required by OptoOPCServer, install OptoOPCServer software on
the client computer.

2. Follow steps in the rest of this section to configure the client computer.

A. Configuring the Windows Firewall on the OPC Client Computer

In this section, open port 135 and then configure the firewall to allow client programs to run.
1. From the Start menu, search for Control Panel and open it.
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2. (lick Windows Defender Firewall.

3. Inthe left navigation, click Advanced settings. If you are prompted for an administrator password or
confirmation, type the password or provide confirmation.

The Windows Defender Firewall with Advanced Security dialog box opens.
4. Inthe left pane of the dialog box, click Inbound Rules.

@ Windows Defender Firewall with Advanced Security - O *
File Action View Help
Sl ANl EY
bound | Vmders ot Frevat v [ (i
——+—4&3 Inbound Rules ~
Rules - Name Inbound Rules a
Outbound Rules
¥ Connection Security Rules % Bonjour Service W MNew Rule.. @ New Rule
B Monitoring gBU”jUU'SENiCE S Filter by Profil »
Bonjour Service ]
) Bonjour Service S Filter by State »
@ Dropbox S Filter by Group »
@ EtherNet IP Configurator View »
i EtherNet [P Conf?gurator [G) Refresh
0 EtherNet [P Configurator _
0 EtherNet [P Configurator iz ExportList..
0 Firefox (C:\Program Files (x36)\Mozilla Fi... Help
@ Firefox (C:\Program Files (x36)\Mogzilla Fi...
£ > € >
MNew Rule...
5. Inthe right pane, click New Rule to start the New Inbound Rule Wizard.
6. Onthe Rule Type screen, select Port, and then click Next.
7. Onthe Protocol and Ports screen, select TCP and enter the port number: 135
& New Inbound Rule Wizard e
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this rule apply to TCP or UDP?
Protocol and Ports ® TCP
e
Select TCP @ Action O upp
@ Profile
@ Name Does this rule apply to all local ports or specific local ports 7
) Al local ports
(® Specific local ports: |135| i Type 135
Example: 80, 443, 5000-5010
< Back Next > Cancel
8. Click Next.

9. Onthe Action screen, select Allow the Connection and click Next.

10. On the Profile screen, select Domain, Private, and Public and click Next.

11. Onthe Name screen, enter a name (such as Open Port 135)and click Finish.
Your new rule appears near the bottom of the Action pane.

12. Close the Advanced Security Window.
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B. Configuring DCOM Properties on the OPC Client Computer

1. Select Start and type Run (or press the Windows Start key + R) to open the Run dialog box.
2. Type: dcomcnfg

5 Run *

== Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | dcomenfg

Cancel Browse...

3. C(lick OK or press the Enter key.

4. Inthe Component Services window, expand the Component Services folder to see My Computer.
5. Right-click My Computer, and then select Properties from the pop-up menu.

%. Component Services

- O
#. File Action View Window Help - a
s @ XEEE HE DL
[Z3 Console Root Name Actions
v & C..orgponen: Services | COM+ Applications My Computer =
v L:mMpyuce‘:nprL“ “/DCOM Cenfig More Actions »
{2 Event Viewer (Loc Refresh all components ]
o Services (Local) e 5 ordin...

MNew Window from Here
Export List...

Properties
s

Help

Use the following table as a checklist for the default COM security settings for the client workstation described
in Steps 6 through 13 below.

COM Security Tab > Access Permissions

Edit Limits Edit Defaults
ANONYMOUS
LOGON Everyone SELF SYSTEM This User*
Local Access o ° ° ) °
Remote Access ° ° ° ° °

* This User is the network account OptoOPCServer is using to run (specified in Step 8
on page 32).
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6. Clickthe COM Security tab. Under Access Permissions, click Edit Limits.

General Options Default Properties
Default Protocols COM Securty MSDTC

Access Pemmissions ,

You may edit who is allowed default access td .
also set limits on applications that determine th Access Permission ? X

Caution: Modifying access permission  Security Limits

of applications to start, connect, fu
securely. ﬁ Group or user names:
5-1-15-3-1024-2405443435-874036122-4286035555-1823 A

Edit Limits. .. SR Performance Log Users (Jeformt-W10\Performance Log U
S2 Distributed COM Users (JeformW 10" Distibuted COM Use

Launch and Activation Permissions
You may edit who is allowed by default to laun

activate objects. You may also set limits on ap < >
determine their own pemmissions.
Add... Remove
Caution: Modifying launch and activd ~ Pemissions for ANONYMOUS
! affect the ability of applications to st LOGON Allow Deny
and/or run securely.
b Local Access O
Remote Access O

Edit Limits...

Leam more about setting these properties.

oK | Cancel

7. Inthe Access Permission dialog box, select ANONYMOUS LOGON and check both Allow boxes.

8. Select Everyone, check both Allow boxes, and then click OK to close the Access Permission dialog box.

9. Inthe My Computer Properties window, under Access Permissions, click Edit Default.

Computer Properties ? >
General Options Default Properties
Default Protocols COM Securty MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may

| also set limits on applications that determine their own permissions.

Access Permission ? ¥ s can affect the ability
ttion and./ar run
Default Security
Group or user names: |: Edit Defaul
S8 Everyone
R 5YSTEM -
$8 Administrators (JFEMIAW/10'Administrators) p"c:ﬁ;ﬂ:‘;‘s o
ftion permissions can
Add... Remove it connect, function
Permissions for SELF Allow Deny
Local Access O |: Edit Defautt...
Remote Access O
C_ancel Apply
Cancel
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10. Select SELF and check both Allow boxes.
11. Select SYSTEM and check both Allow boxes.

12. Select the network account OptoOPCServer needs to run on its workstation (specified in Step 8 on
page 32) and check both Allow boxes.

13. Click OK to close the Access Permission dialog box.

Default Properties for the OptoOPCServer Client
1. Inthe My Computer Properties window, click the Default Properties tab and do the following:
a. Select Enable Distributed COM on this computer.
b. [fselected, deselect (uncheck) Enable COM Internet Services on this computer.
c. Under Default Authentication Level, choose Packet Integrity.
d. Under Default Impersonation Level, choose Identify.

My Computer Properties ? *
Default Protocols COM Security MSDTC
General Options Default Properties

Enable Distributed COM on this computer
[ Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:
Packet Integrity w

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
Identify v

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

Provide additional security for reference tracking

Leam more about setting these properties.

Cancel Aoply

2. Click Apply.
3. If prompted with a message that your applications may not work when you do this, click Yes to proceed.
4. (lick OK to close the My Computer Properties dialog box, and then close the other open dialog boxes.

C. Enabling Network Sharing on the OPC Client Computer

1. Open Windows Explorer.
2. Right-click the C: drive and choose Give access to > Advanced Sharing.
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In the Properties window on the Sharing tab, click Advanced Sharing.
Select Share this Folder and click OK.

| - Lo C opertie *
Security Previous Versions Quota
General Tocls Hardware Sharing
Metwork File and Folder Sharing
. o Advanced Sharing *
: Shared
Share this folder
Network Path:
\femia-w 10 Settings
Share Share name:
C ~
Advanced Shari Add Remove
Set custom perf¥ssions, create mult

options.

) Advanced Sharing...

Limit the number of simultaneous users to:

B

Close

Comments:
Permissions Caching
Cancel Apply
Cancel Apply

Close the Local Disk Properties dialog box.
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4: Opto 22 OPC Item Definitions

An OPC item definition consists of two parts: the access path and the item ID. OptoOPCServer does not use the
access path and therefore ignores it, but it employs two item ID syntaxes: one to access memory map data
from an Opto 22 brain or controller, and another to access PAC Control strategy data from an Opto 22
controller.

To construct an item ID to access memory map data, see “Item |D Syntax for Accessing Memory Map Data.”

To construct an item ID to access PAC Control strategy data, see “Item IDs for Accessing PAC Control
Strategy Data.”

COMMON INFORMATION FOR MEMORY MAP AND PAC CONTROL STRATEGY DATA

The information in this section applies to both memory map data and PAC Control strategy data.

[tem Name Compatibility

Opto 22's OptoOPCServer provides a substantial amount of functionality for an OPC client, some of which is
not available to typical third-party applications incorporating an OPC client. Most third-party applications are
either based on SCADA (supervisory control and data acquisition) or are HMIs (human machine interfaces)
that do not allow the end-user to use all of OptoOPCServer’s available functionality.

Most SCADAs and HMI environments rely only on scanned (or polled) tags. In the ltem Name tables that start
on page 50, a Yes in the Scanned column indicates that a tag is supported by applications encapsulating an
OPC client. For a tag marked No (for not scanned) to work, your software package must have the ability to
support a synchronous OPC read. This is because Opto 22's embedded intelligent I/O features (such as latches,
events, counters, and pulse measurement) require a clearing or enable/disable of the feature to work correctly,
and the clearing or reset requires the access to a synchronous OPC read ltem Name. It is likely that your
third-party software application does not have a synchronous OPC read capability. However, to find out for
sure, contact the software manufacturer.

Here is an example of this limitation: one of the intelligent I/0 features in Opto 22's architecture is an On-Latch.
When a digital input transitions from an off-state to an on-state, the On-Latch register is turned on. The
register remains on until either a clear or a read-and-clear command is issued. The clearing or the
read-and-clear are only via the synchronous OPC read (non-scanned) tags. For applications that do not
contain the synchronous OPC read functionality, they are not able to clear the latch.

The limitations of the third-party software may be overcome with some redesign of the system. The changes
are dependent upon the overall automation system architecture.
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For systems with an Opto 22 controller such as a groov EPIC or SNAP PAC controller, Opto 22 recommends
adding strategy logic to use table elements or variables (which are scanned items) to trigger the synchronous
read operations within the PAC Control strategy. PAC Control's command set contains equivalent clear and
read-and-clear functionality.

If your system has only I/0 units with Ethernet brains (such the SNAP PAC EB-series) and no Opto 22
controllers, we recommended changing the EB-series brains to equivalent SNAP PAC R-series controllers.
Create a minimal PAC Control strategy to provide scannable interfaces through table elements or variables to
trigger the synchronous OPC read functions.

Using MMIO and CONT Scanner Tags to Get I/0 Data

To meet the needs of different types of Ethernet network configurations, OptoOPCServer offers direct and

indirect methods of getting I/0 data.

«  Direct (MMIO) This is the preferred method to use when the controller and the 1/0 unit are both on the
same Ethernet network as the OptoOPCServer computer. This method provides the best performance
because the MMIO scanner scans the I/0O units directly rather than through the control engine. The CONT
scanner can also be used, but it is slower because it scans I/0 tags indirectly through the controller. For
the OPC Item ID, use “MMIO"and TCP port 2001, which is the default port for Ethernet brains and the /0
side of R1 and R2 controllers.

« Indirect (CONT) Use this method when the OptoOPCServer computer has access only to the controller's
host port and does not have access to the I/0 unit. The OptoOPCServer CONT (controller) scanner gets
the data indirectly through the controller to the I/0 unit. For the OPC Item ID, use “CONT" and TCP port
22001, which is the controller's host port.

Using Hostnames in OPC Item IDs

The OptoOPCServer supports the use of hostnames as a substitute for the IP address in the Item ID. For both
the 1/0 (MMIO) and PAC Control (CONT) tag scanners, you may use a DNS resolved name or a static hostname
in ETC/HOSTS. The HOSTS file is typically located at C: \WINDOWS\SYSTEM32\DRIVERS\ETC\

Here are examples of how the hostname would appear in the Item Names. Also see the next section, “Using
MMIO and CONT Scanner Tags to Get I/0 Data.”

Example 1: Using the Device's IP Address

[mmio|ip|tcp:10.192.55.10:2001]EU[12-36]
[mmio|ip|tcp:10.192.55.10:2001]SECS SINCE POWERUP
[cont|ip|tcp:10.192.55.10:22001]11I32;VALUE;i32MyIntegerVariable
[cont|ip|tcp:10.192.55.10:22001]I32T;VALUE[0-249];1i32tblIntegerTable
Example 2: Using the Device's DNS or Hostname

[mmio|ip|tcp:EB2:2001]EU[12-36]

[mmio|ip|tcp:EB2:2001]SECS SINCE POWERUP
[cont|ip|tcp:EPICPR1:22001]I32;VALUE;i32MyIntegerVariable
[cont|ip|tcp:SNAPPACS2:22001]1I32T;VALUE[0-249];132tblIntegerTable

For OEMs that have a common OPC Client configuration but have to locally change the IP address, using a
hostname allows the OPC Client configuration to remain constant and a single location where the IP address

may be remapped. In the above example, hostname EB2's IP address may be changed without changing the
OPC Client configuration.
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For system integrators that wish to easily configure an office test configuration before deploying the actual
system, the modification of the hostname lookup address is very simple. If IP addresses were to be used, the
entire ltem Name configuration would have to be changed (a very tedious and lengthy process).

Opto 22 recommends using a static hostname as this is both the simplest method and the least error prone.
The HOSTS file is typically located at C : \WINDOWS\ SYSTEM32\DRIVERS\ETC\

ITEM ID SYNTAX FOR ACCESSING MEMORY MAP DATA

Item IDs for accessing memory map data are constructed using the general form:

[Device|Protocol|Location] ItemName [PointNumber]

Use the tables and examples starting on page 50 to determine how to construct specific item IDs.

Here's what the parameters mean:

ItemName: next page for the ItemName to

PointNumber: or 0-4096) or the Scratch Pad

Parameter Value RN BT

Opto 22 memory-mapped device, including groov EPIC
processors, SNAP PAC R-series controllers, EB-series

Device: mmio brains, SNAP Ethernet brains, and E1 and E2 brain
boards
Protocol: ip Network protocol
tcp: followed by the IP Example: tcp:10.192.55.81:2001
address in dot notation, and The default port number is 2001 for all memory map
Location: port number of the groov EPIC  data and is separated from the IP address by a colon.

processor, SNAP PAC or SNAP  Instead of the IP address, you can also use the device's
Ultimate brain. hostname (DNS).

The type of data to read or write

NOTE: Reading an invalid float value (for example,
reading engineering units on a digital point) returns a
value of -99999.

See the tables starting on the
use for what you want to do.

The I0 unit point number (0-63 For high-density digital points, you provide a Module

. Number and a Point Number.
element to read or write to

Table Column Headings

Here are descriptions of some of the table column headings in the tables that start on page 50:

Data Type: The data types Bool, Long, Float, and Str have enumerated VARTYPE values of VT_BOOL,
VT_I4,VT_R4, and VT_BSTR, respectively.

Action: The Action column shows whether the item name can be read, written to, or both.

Scanned: [tem names marked with a “No”in the Scanned column are not continually scanned.
Consequently, an OPC client will not receive subscription data for these ItemNames. To read data for
these ItemNames, an OPC client must perform an explicit read using the Async Read or Sync Read from
Device commands.

Elements: For I/0 point ItemNames, the Elements column shows the I/O unit point numbers available,
either 0-63 for the old memory map areas or 0-4095 for the expanded areas. Scratch Pad ItemNames
show the number of elements that can be read from and written to a Scratch Pad memory area.

Array Allowed?: [temNames marked with a “Yes”in the Array Allowed? column can be accessed as
multiple elements in an array.

Example: COUNTERDATA[60-63] returns counter data for I/0 points 60 through 63.
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Analog Point

Syntax [Device|Protocol|Location]ItemName [PointNumber]

[temName Use an ltemName from the following table:

To do this Use this ItemName 217 Action Scanned Elements Y
Type Allowed?

p . . . .
@ Read or write current engineering units EU_4096 Float  R/W Yes 0-4095 No
<é_ value
§ Read or write current counts value COUNTS_4096 Float R/W Yes 0-4095 No
>
’g Read current minimum value MIN_4096 Float R Yes 0-4095 No
§ Read current maximum value MAX_4096 Float R Yes 0-4095 No
*8 Read then clear minimum value MIN_READCLEAR_4096 Float R No 0-4095 No
©
c
§ Read then clear maximum value MAX_READCLEAR_4096 Float R No 0-4095 No
w
< Read orwrite current engineering units
® EU Float  R/W Yes 0-63 Yes
z value
§' Read or write current counts value COUNTS Float R/W Yes 0-63 Yes
g\ Read current minimum value MIN Float R Yes 0-63 Yes
g Read current maximum value MAX Float R Yes 0-63 Yes
=
3 Read then clear minimum value MIN_READCLEAR Float R No 0-63 Yes
O Read then clear maximum value MAX_READCLEAR Float R No 0-63 Yes

*The old memory map area supports modules with up to four points per module. The expanded memory map area supports
high-density modules as well as modules with four points per module.

PointNumber

Examples

To calculate the PointNumber, use the following formula:
PointNumber= (nModule * nPointsPerModule) + nPoint

where:

nModule=module number: 0-63, corresponding to the module on the rack. groov EPIC chassis and SNAP PAC
racks have up to 16 module positions (0-15).

nPointsPerModule=points per module: 4 (for old memory map area) or 64 (for expanded memory map tags
such as eu_4096)

nPoint=module point number: 0-63 (for expanded map area) or 0-3 (for old memory map area)

To do this Use this

Read or change the engineering units of analog - . .
module 2, point 1 using the expanded memory map [mmiofip|tcp:10.192.55.1:2001leu_4096(129]

Read or change the engineering units of analog

module 2, point 1 using the old memory map Eomte e[ 2est SR A

Read or write counts of analog points at module 3,

points 0and 1 using the old memory map [mmiolip|tcp:10.192.55.1:2001]counts[12-13]
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Analog Point for TPO

Syntax [Device|Protocol|Location] ItemName [PointNumber]

[temName Use an ltemName from the following table:

To do this Use this ItemName R Action Scanned Elements G

Type Allowed?
Read or write the TPO period* ANALOG_TPO_PERIOD_4096 Float R/W Yes 0-4095 No
*Applies only to analog points on the SNAP-AOD-29 and the SNAP-AOD-29-HFi modules.

PointNumber To calculate the PointNumber, use the following formula:
PointNumber= (nModule * 64) + nPoint

where:
nModule=module number: 0-15, corresponding to the module position on the rack.

nPoint=module point number: 0-63

To do this Use this

Read or write the analog TPO period for point9on  [mmiolip|tcp:10.192.55.1:2001]JANALOG_TPO_PE-
module 3 (using the Expanded Memory Map Area)  RIOD_4096[201]

Example

Digital Point for 4-Channel Modules

Syntax [Device|Protocol|Location] ItemName [PointNumber]
[temName Use an ItemName from the following table:
To do this Use this ItemName LEIE Action Scanned Elements Array
Type Allowed?

Read or write current on/off state STATE Bool R/W Yes 0-63 No
Read on-latch state ONLATCH Bool R Yes 0-63 No
Read off-latch state OFFLATCH Bool R Yes 0-63 No
Read or write state of active counter ﬂag* ACTIVECOUNTER Bool R/W Yes 0-63 No
Read current counter value” COUNTERDATA Long R Yes 0-63 Yes
Read then clear on-latch state ONLATCH_READCLEAR Bool R No 0-63 Yes
Read then clear off-latch state OFFLATCH_READCLEAR Bool R No 0-63 Yes
Read then clear current counter value COUNTERDATA_READCLEAR Long R No 0-63 Yes
Read the value of an on-pulse ONPULSE Int32 R Yes 0-63 Yes
measurement

ITEfpIBE(E 1 SR ol T BI-E ONPULSE_STATUS 32 R Yes 0-63 No
measurement

Read the value of an off-pulse OFFPULSE 32 R Yes 0-63 Yes
measurement

liEpEetins SEus Erem O Rrise OFFPULSE_STATUS 32 R Yes 0-63 No
measurement

Read the pulse frequency FREQUENCY Int32 R Yes 0-63 Yes
Read the pulse period PERIOD Int32 R Yes 0-63 Yes
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To do this Use this ItemName .[r);;: Action Scanned Elements Alf;)rvrvae’:j?
Read the period status PERIOD_STATUS Int32 R Yes 0-63 No
Read the on-time totalizer ONTIME_TOTALIZER Int32 R Yes 0-63 Yes
Read the off-time totalizer OFFTIME_TOTALIZER Int32 R Yes 0-63 Yes

*Tousea digital input point as a counter, you must configure it as a counter, and the counter must be active (that is, the active
counter flag is set to true). For more information about counters, see the user’s guide for the device.

PointNumber To calculate the PointNumber, use the following formula:
PointNumber= (nModule * nPointsPerModule) + nPoint

where:

nModule=module number: 0-63, corresponding to the module on the rack. groov EPIC chassis and SNAP PAC
racks have up to 16 module positions (0-15).

nPointsPerModule=points per module: 4 (for old memory map area) or 64 (for expanded memory map tags
such as eu_4096)

nPoint=module point number: 0-63

To do this Use this

Read or change the state of digital point at . . .
module 1, point 2 (on a 4-point module) [MMIO]ip|tcp:10.192.55.1:2001]state[6]

Examples

Read and clear the counter of digital input point  [MMIO|ip|tcp:10.192.55.1:2001]counterdata_read-
at module 2, point 3 (on a 4-point module) clear[11]

Digital Point for TPO and Pulsing

Syntax [Device|Protocol|Location] ItemName [PointNumber]
[temName Use an ItemName from the following table:
. . Data . Array
To do this Use this ItemName Action Scanned Elements
Type Allowed?
Read or write the TPO percentage TPO_PERCENT Float R/W YES 0-511 No
Read or write the TPO period TPO_PERIOD Float R/W YES 0-511 No
PointNumber To calculate the PointNumber, use the following formula:

PointNumber= (nModule * 32) + nPoint
where:
nModule=module number: 0-15, corresponding to the module on the rack.

nPoint=module point number: 0-31

To do this You would use this item ID

Read or write the TPO percentage for point 9 on
module 3 (using the Expanded Memory Map [mmiolip|tcp:10.192.55.1:2001]TPO_PERCENT[105]
Area)

Example
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High-Density Digital (HDD) Point
Syntax [Device|Protocol|Location]ItemName (Module) [Point]

[temName Use an ItemName from the following table:

To do this Use this ItemName e Action Scanned Module Point LA

Type Allowed?

Read or write current on/off state

of point 'p' of HDD module 'm’ HDD_STATE(m)[p] Bool R/W Yes 0-15 0-31 No
Read on-latch state of point 'p' of

HDD module 'm’ HDD_ONLATCH(m)[p] Bool R Yes 0-15 0-31 No
Read off-latch state of point 'p' of

HDD module 'm' HDD_OFFLATCH(m)[p] Bool R Yes 0-15 0-31 No
Clear on-latch state of point 'p' of

HDD module 'm'’ HDD_ONLATCH_CLEAR(m)[p] Bool w No 0-15 0-31 No
Clear off-latch state of point 'p' of

HDD module 'm' ! HDD_OFFLATCH_CLEAR(m)[p] Bool \0 No 0-15 0-31 No
Read current counter value of

point ' of HDD module '’ HDD_COUNTER(m)[p] Long R Yes 0-15  0-31 No
Read then clear current counter

value of point 'p' of HDD module  HDD_COUNTER_READCLEAR(m)[p] Long R Yes 0-15 0-31 No
)

m

Read or write current on/off state

for all 32 points of HDD module HDD_BANK_STATE(m) Long R/W Yes 0-15 n/a No
vor3

m

Read current on-latch state for all

32 points of HDD module 'm' 3 HDD_BANK_ONLATCH(m) Long R Yes 0-15 n/a No
Read current off-latch state for all

32 points of HDD module 'm’ 3 HDD_BANK_OFFLATCH(m) Long R Yes 0-15 n/a No
Clear current on-latch state for all

32 points of HDD module 'm' "4 HDD_BANK_ONLATCH_CLEAR(m)  Long W No 0-15 n/a No
Clear current off latch state forall -y paANK OFFLATCH CLEARM) Long W No 015 n/a  No

32 points of HDD module 'm

! Notice this action is write-only. Write a value of “true”to clear the respective latch. This is not a "Read and Clear"; it is more like a
"Write to Clear”"

2This action is a "Read and Clear" (unlike the latches).

3The value sent is a 32-bit mask where “1” bits equal On and “0” bits equal Off.

4The value sent is a 32-bit mask where “1” bits equal "Clear respective latch" and “0” bits equal "Do nothing."

To do this You would use this item ID

Read the current module state as a Boolean of e . .
module 3, point 7 [mmiolip|tcp:10.192.55.1:2001]HDD_STATE(3)[7]

Read the bank state of module 15 as a bitmask ~ [mmiolip|tcp:10.192.55.1:2001]HDD_BANK_STATE(15)
Read the counter on point 9 of HDD module 6 [mmio|ip|tcp:10.192.55.1:2001]HDD_COUNTER(6)[9]

Examples

Read or write all up to 32 states on an HDD

modula installedin position 15 [mmiolip|tcp:10.192.55.1:2001]JHDD_BANK_STATE(15)
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Point Configuration

Syntax

[temName

To do this

Use an ItemName from the following table:

Use this ItemName

Data

Type

[Device|Protocol|Location] ItemName [PointNumber]

Action Scanned Elements

Array
Allowed?

Read module configuration type MODULETYPE_4096 Int32 R Yes 0-4095 No
Read or write point configuration type POINTTYPE_4096 Int32  R/W Yes 0-4095 No
© Read or write point feature FEATURE_4096 Int32  R/W Yes 0-4095 No
< .
g Readoruwrite offset value OFFSET_4096 Float  R/W Yes 0-4095 No
< (analog calibration)
2 Read or write gain value
o e 9 GAIN_4096 Float  R/W Yes 0-4095 No
S (analog calibration)
i Read or write analog high scaling factor HISCALE_4096 Float  R/W Yes 0-4095 No
§ Read or write analog low scaling factor LOSCALE_4096 Float R/W Yes 0-4095 No
©
8 .
g Readorwriteanexpandedareaanalog ey Avp 4096 Float  R/W Yes 0-4095 Yes
input hi-clamp value
Read or write an expanded area analog
. LOCLAMP_4096 Float R/W Yes 0-4095 Yes
input lo-clamp value
Read module configuration type MODULETYPE Int32 R Yes 0-63 No
« Read or write point configuration type POINTTYPE Int32  R/W Yes 0-63 No
()
i Read or write point feature FEATURE Int32  R/W Yes 0-63 No
] .
= Readorwiite offset value OFFSET Float RW  Yes 0-63 No
5 (analog calibration)
S . .
g il el L GAIN Float R/W Yes 0-63 No
< (analog calibration)
O Read or write analog high scaling factor HISCALE Float R/W Yes 0-63 No
Read or write analog low scaling factor LOSCALE Float  R/W Yes 0-63 No

*The old memory map area supports modules with up to four points per module. The expanded memory map area supports

high-density modules as well as modules with four points per module.

PointNumber

To calculate the PointNumber, use the following formula:

PointNumber= (nModule * nPointsPerModule)

where:

+ nPoint

nModule=module number: 0-63, corresponding to the module on the rack. groov EPIC chassis and SNAP PAC
racks have up to 16 module positions (0-15).

nPointsPerModule=points per module: 4 (for old memory map area) or 64 (for expanded memory map tags

such as eu_4096)

nPoint=module point number: 0-63

Examples

To do this You would use this item ID

Read the module type installed in position 7 [mmiolip|tcp:10.192.55.1:2001]MODULETYPE[7]

Read or write the high scaling parameter on

Dot lorhightdensityanalogimoduletii [mmiolip|tcp:10.192.55.1:2001]HISCALE_4096[455]
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Alarm

Syntax [Device|Protocol|Location] ItemName [PointNumber]
[temName Use an ItemName from the following table:
To do this Use this ItemName Data Action Scanned Elements Array
Type Allowed?

Set high alarm state ALARM_HI_STATE Bool R Yes 0-63 No
Enable high alarm ALARM_HI_ENABLE Bool R/W Yes 0-63 No
Set high alarm setpoint ALARM_HI_SETPOINT Float R/W Yes 0-63 No
Set high alarm deadband ALARM_HI_DEADBAND Float R/W Yes 0-63 No
Set low alarm state ALARM_LO_STATE Bool R Yes 0-63 No
Enable low alarm ALARM_LO_ENABLE Bool R/W Yes 0-63 No
Set low alarm setpoint ALARM_LO_SETPOINT Float R/W Yes 0-63 No
Set low alarm deadband ALARM_LO_DEADBAND Float R/W Yes 0-63 No
PointNumber To calculate the PointNumber, use the following formula:

PointNumber= (nModule * nPointsPerModule) + nPoint
where:

nModule=module number: 0-63, corresponding to the module on the rack. groov EPIC chassis and SNAP PAC
racks have up to 16 module positions (0-15).

nPointsPerModule=points per module: 4 (for old memory map area) or 64 (for expanded memory map tags
such as eu_4096)

nPoint=module point number: 0-63

To do this You would use this item ID

Enable or disable the high alarm on point4 [mmiolip|tcp:10.192.55.1:2001JALARM_HI_ENABLE[4]

Example

Scratch Pad

NOTE: groov EPIC processors, SNAP PAC controllers, SNAP PAC Ethernet brains, and Ultimate brains only.

Syntax [Device|Protocol|Location]ItemName [Index]
[temName Use an [temName from the following table:
. Use this . Array

To do this ItemName Data Type Action Scanned Index Allowed?
Read or write Scratch Pad bit SP_BIT Bool R/W Yes 0-63 Yes
Read orwrite Scratch Pad 32-bit SP_INTEGER Long R/W Yes 0-1023 Yes
integer
Read or write Scratch Pad 32-bit SP_INTEGER_EXT Long R/W Yes  1024-10239 Yes
integer
Read or write Scratch Pad float SP_FLOAT Float R/W Yes 0-1023 Yes
Read or write Scratch Pad float SP_FLOAT_EXT Float R/W Yes 1024-10239 Yes
Read or write Scratch Pad string SP_STRING Str R/W Yes 0-63 Yes
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Use this Array

To do this ItemName Data Type Action Scanned Index Allowed?

NOTE: Scratch pad 64-bit integer is not supported via OPC.

Examples
To do this You would use this item ID

Read or write 32-bit integer scratch pads, . . .

indexes 103 through 335 [mmiolip|tcp:10.192.55.1:2001]SP_INTEGER[103-335]

Read or write float scratch pad register 11 [mmio|ip|tcp:10.192.55.1:2001]SP_FLOAT[11]

Read or write extended float scratch pad . . .

registers 9,000 through 10,239 [mmiolip|tcp:10.192.55.1:2001]SP_FLOAT_EXT[9000-10239]
PID
Syntax [Device|Protocol|Location] ItemName [PointNumber]
[temName Use an ltemName from the following table:

To do this

Use this ItemName

Current value: Input

Current value: Setpoint

Current value: Output

Current value: Feed Forward

Current value: Error

Current value: Gain contribution

Current value: Integral contribution
Current value: Derivative contribution
Current value: Integral

Last scanned value: Input

Last scanned value: Setpoint

Status flags

Status flags on mask

Status flags off mask

Tuning: Proportional value

Tuning: Integral value

Tuning: Derivative value

Tuning: Feed Forward gain
Configuration: Max output change allowed
Configuration: Min output change allowed
Configuration: Scan time in seconds
Configuration: Output when input is low
Configuration: Output when input is high

Configuration: Algorithm choice
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PID_CV_IN
PID_CV_SP
PID_CV_OUT
PID_CV_FF
PID_CV_ERROR
PID_CV_P

PID_CV_I

PID_CV_D
PID_CV_INTEGRAL
PID_LSV_IN
PID_LSV_SP
PID_STATUS
PID_STATUS_ON
PID_STATUS_OFF
PID_TUNE_P
PID_TUNE_I
PID_TUNE_D
PID_TUNE_FF
PID_CFG_MAX_OUT
PID_CFG_MIN_OUT
PID_CFG_SCAN_TIME
PID_CFG_LOW_RANGE
PID_CFG_HI_RANGE
PID_CFG_ALG

N

Type AGtion Scamned il e
F R Y 0-127
F R Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R Y 0-127
F R Y 0-127
F R Y 0-127
F R Y 0-127
F R Y 0-127
F R/W Y 0-127
F R/W Y 0-127
| R/W Y 0-127
| W Y 0-127
| W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
F R/W Y 0-127
| R/W Y 0-127

zZ2 Z2 Z2 2 Z2 Z2 Z2 Z2Z Z2 Z2Z Z2Z Z2Z Z2 Z2Z Z2 Z2Z Z Z Z2Z Z Z Z Z



To do this

Configuration: Manual mode - 1=Yes 0=No
Configuration: Flags

Configuration: Flags on mask
Configuration: Flags off mask
Configuration: Input mem map address
Configuration: Setpoint mem map address
Configuration: Output mem map address
Scaling: Input low range

Scaling: Input high range

Scaling: Output lower clamp

Scaling: Output upper clamp

Scan Counter

Use this IltemName

PID_CFG_MAN_MODE
PID_CFG_FLAGS
PID_CFG_FLAGS_ON
PID_CFG_FLAGS_OFF
PID_CFG_MM_IN
PID_CFG_MM_SP
PID_CFG_MM_OUT
PID_SCALE_IN_LOW
PID_SCALE_IN_HI
PID_SCALE_OUT_LOW
PID_SCALE_OUT_HI
PID_SCAN_COUNTER

Data

Action Scanned

Type

m M M m

R/W
R/W

R/W
R/W
R/W
R/W
R/W
R/W
R/W
R/W

< < < < < < < < < < =< <

PID

0-127
0-127
0-127
0-127
0-127
0-127
0-127
0-127
0-127
0-127
0-127
0-127

Array
Index Allowed?

p=4

zZ2 Z2 Z2 Z2 Z2 Z2 Z2 Z2Z Z Z Z2

Examples:

To do this Use this

Read the current input on PID index 38

Read or write the proportional value on PID index 11

[mmiolip|tcp:10.192.55.1:2001]PID_CV_IN[38]
[mmiolip|tcp:10.192.55.1:2001]PID_TUNE_P[11]

Diagnostics

Syntax

ItemName

To do this

Read the firmware version installed on the I/0

unit. A hexadecimal number.

Read the IO unit type. A hexadecimal number.

Read the IO unit description.

Read or write the reported temperatures (zero for

Celsius, 1 for Fahrenheit).

Read the scanner flags. A hexadecimal number.

Read the ARCNET scan counter.

Read the Ethernet late collisions counter.

Read the Ethernet excessive collisions counter.

Read the Ethernet other errors counter.
Read the Smart Modules bit mask.
Read the ARCNET reconfiguration counter.

[Device|Protocol|Location] ItemName

Use an ltemName from the following table:

Use this ItemName

FW_VERSION

UNIT_TYPE

UNIT_DESC

DEGREES_F_OR_C

SCANNER_FLAGS

ARC_SCAN_COUNTER
ENET_LATE_COLL

ENET_EXCESS_COLL

ENET_ERROR_OTHER
SMART_MODULES
ARCNET_RECON

Data

Type

Int32

Int32
String

Int32

Int32

Int32
Int32

Int32

Int32
Int32
Int32

Action Scanned

R

R

R

R/W
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Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes

N/A

N/A

N/A

N/A
N/A
N/A
N/A

N/A
N/A
N/A

No

No

No

No

No
No

No

No
No
No
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To do this

Read the ARCNET reconfiguration initiated by

Use this ItemName

Data

Type

Action Scanned

PID
Index

Array

Allowed
?

ARCNET_RECON_IO Int32 R Yes N/A No
modules counter.
Ezad the number of seconds the 10 unit has been SECS_SINCE_POWERUP Int32 R Yes N/A No
Read the milliseconds the 10 unit has been up. MS_SINCE_POWERUP Int32 R Yes N/A No
Read the mllllseconds.the 10 unit has been MS_SINCE_POWERUP64 Int32 R Yes N/A No
powered up as a 64-bit value.
Read the Ethernet MAC reset counter. ENET_MAC_RESET Int32 R Yes N/A No
Read the digital output reset counter. DIG_OUT_RESET Int32 R Yes N/A No
Read the digital interrupt failure counter. DIG_INT_FAILS Int32 R Yes N/A No
Read the ARCNET transmission counter. ARCNET_TX Int32 R Yes N/A No
Read the ARCNET acknowledge counter. ARCNET_ACKS Int32 R Yes N/A No
Read the ARCNET timeout counter. ARCNET_TIMEOUTS Int32 R Yes N/A No
Read the ARCNET other error counter. ARCNET_OTHER Int32 R Yes N/A No
Read the ARCNET timeout value. ARCNET_TIMEOUT_VAL Int32 R Yes N/A No
Read the ARCNET receive counter. ARCNET_RX_INTS Int32 R Yes N/A No
Read the ARCNET scanner time. ARC_SCAN_TIME Int32 R Yes N/A No
Read the standard digital scanner time. STDDIG_SCAN_TIME Int32 R Yes N/A No
Read the module discovery counter. ARCNET_MOD_DISC(m) Int32 R Yes N/A Yes
Write a command to the 10 unit. MMP_WRITE_CMD* Int32 R/W Yes N/A No
Read the IO unit date-time as a string. RTC_DATETIME_STR String  R/W Yes N/A No
Read and write the maximum ARCNET scan time. MAX_ARC_SCAN_TIME Float R/W Yes N/A No
Read and write the digital feature scan time. DIG_FEAT_SCAN_TIME Float R/W Yes N/A No
Read the IO unit primary (ENET1) MAC address. PRIMARY_MAC_ADDR Int32 R Yes 0-1 Yes
Read and write the communication watchdog COMM_WATCHDOG_TIME  Int32 R/W Yes N/A No

timeout.

* MMP_WRITE_CMD writes a value to the Mem Map address F038 0000. For more information on the values you can send, see
“Status Area Write—Read/Write” in Appendix A of the OptoMMP Protocol Guide (form 1465). For example, to store all configuration
data to flash, you would use a value of 3.

To do this Use this

Read howlong in seconds, the IO Unitor i i 140:10.192.55.1:20011SECS_SINCE_POWERUP
Controller has been powered up

Examples:

Report the number of Ethernet late collisions

e Rl T T [mmiolip|tcp:10.192.55.1:2001]JENET_LATE_COLL

Report the number of times all of the 10
modules have reset on the rack

[mmiolip|tcp:10.192.55.1:2001]JARCNET_MOD_-
DISC(0-15)
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SNMP System Strings

Syntax [Device|Protocol|Location] ItemName
[temName Use an ItemName from the following table:
To do this Use this temName DataType Action Scanned Array Allowed?

Read and write the SNMP System Name SNMPSYSNAME String R/W Yes No

Read and write the SNMP System Location SNMPSYSLOCATION String R/W Yes No

Read and write the SNMP System Contact SNMPSYSCONTACT String R/W Yes No
Example

Report the SNMP System Name [mmiolip|tcp:10.192.55.1:2001]1SNMPSYSNAME

ITEM IDS FOR ACCESSING PAC CONTROL STRATEGY DATA

Use the following format to construct item IDs for accessing variables in PAC Control strategies running on
groov EPIC processors, SNAP PAC controllers, and SNAP Ethernet-based controllers (for example, the
SNAP-UP1-ADS):

[Device|Protocol|Location]DataType;Property;VariableName
Use the tables and examples starting on page 61 to determine how to construct specific item IDs.

NOTE: It is faster for OptoOPCServer to access I/0 point data directly from the I/O unit using the mmio scanner.
However, you must go through the controller (by using the cont scanner) when the I/O point data is on:

«  Serial I/0 units connected to a controller

«  Fthernet I/0 units connected to a controller’s secondary Ethernet port
EXCEPTION: When the OptoOPCServer has a network connection to the secondary Ethernet network that
the I/O units are on, you can access the points directly using the mmio scanner.

Here is what these parameters mean:

Parameter Value Description
cont OptF) 22 SNAP PAC or SNAP Ultimate I/0 control
Device engine or
oc OptoControl controllers with Ethernet
Protocol ip Network protocol

Example: tcp:10.192.55.81:22001
The default port number is 22001 for all memory map
data and is separated from the IP address by a colon.

tcp: followed by the IP
address in dot notation, and port

Location number of the groov EPIC pro-
g pro Instead of the IP address, you can also use the
cessor, SNAP PAC or SNAP Ulti- .,
. device's hostname (DNS).
mate brain.

Use port 2001 for an OptoControl controller.

SestieEldesiEislayier e The type of strategy data to read from or write to the

DataType DataType to use for what you control engine.

want to do.
Property The value, state, or other property of the DataType.
VariableName The name of the strategy variable, chart, or I/O unit.
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CAUTION: Accessing I/O Item Names of remote serial /0 units can be very slow and is likely to cause performance
issues. Similarly, systems with high volumes of Ethernet-based /0 tags accessed through a processor or controller
may also have performance issues. To avoid such issues, consider using "MMIO" tags to directly access the I/0 data.

For more information on how to achieve efficient I/0 data throughput, see the Optimizing PAC Project System
Performance Technical Note (form 1776).

Table Column Headings

Note the following items in the tables starting on page 61:
e The Action column shows whether the item name can be read, written to, or both.
« Items marked with a “No”"in the Scanned column are not continually scanned. Consequently, an OPC

client cannot receive subscription data for these items. To read data for these items, an OPC client must
perform an explicit read using the Async Read or Sync Read from Device commands.
Using Pointers
You can get values for PAC Control strategy pointer variables by pre-pending PTR_ to the datatype being
pointed to (for example, PTR_I32). You can use pointers for all data types except CTRLR.

Integers, Floats, Strings, and Timers

Syntax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use a DataType and Property from the following table:
Property
To do this SEBUIES Available Properties Action Scanned
DataType
Integers
Read or write 32-bit integer variable 132! VALUE R/W Yes
Read or write 64-bit integer variable 1642 VALUE R/W Yes

Floats

Read or write floating-point variable F VALUE R/W Yes

Strings

Read or write string variable s3 VALUE R/W Yes
Timers

Read or write timer variable T VALUE R/W Yes

" In a 32-bit integer, add a period and the bit number after Value For example, “132;Value.2;nPointsMask” reads bit 2 in the integer
variable nPointsMask.

2 If you want a 64-bit integer variable you must write your own custom client.

3 A string variable cannot have embedded nulls.

Examples
To do this Use this
Read or write the integer variable nStartFlag  [CONT|ip|tcp:10.192.55.1:22001]132;Value;nStartFlag

Read or write bit 2 in the integer variable

nPointsMask [CONT]ip|tcp:10.192.55.1:22001]132;Value.2;nPointsMask
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To do this

Use this

Read or write the floating-point variable
nPointsMask

Read or write the string variable sPartDe-

scription

Read or write the timer variable nOvenTime

[CONT]ip|tcp:10.192.55.1:22001]F;Value;fTankTemperature

[CONT]ip|tcp:10.192.55.1:22001]S;Value;sPartDescription

[CONT]|ip|tcp:10.192.55.1:220011T;Value;nOvenTime

Tables

Swﬂax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use a DataType and Property from the following table:

Property

To do this
Read or write one or more elements in a 32-bit integer
table variable

Read or write one or more elements in a 64-bit integer
table variable

Read or write one or more elements in a floating-point
table variable

Read or write one or more elements in a string table vari-
1
able

Use this Available Action Scanned
DataType Properties
1327 VALUE R/W Yes
164T2 VALUE R/W Yes
T VALUE R/W Yes
ST VALUE R/W Yes

! A string table element cannot have embedded nulls.

2 |f you want a 64-bit integer table variable you must write your own custom client.

Notes:
« If you want to read a single bit from a 32-bit integer, add a peri

od and the bit number after the table element number. For

example, “I32T;Value[3].2;ntTotalWidgets” reads bit 2 of element 3 in the integer table variable ntTotalWidgets.
« To read or write multiple elements, add the range of elements after “Value.” For example, “I32T;Value[1-3];ntTotalWidgets” reads

elements 1 through 3 in the integer table ntTotalWidgets. This
element.

is more efficient that using separate Item IDs for each table

Example
To do this

Use this

Read or change the 32-bit integers in
elements 6 through 11 of the integer
table variable ntRetryLimits.

[CONT|ip|tcp:10.192.55.1:220011132T;Value[6-1 1];ntRetryLimits

Strategy Charts, 1/0 Units, and Controllers

Swﬁax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use a DataType and Property from the following table:
Property

To do this

Start or stop a chart in a control strategy

Use this Available Action Scanned
DataType Properties
START
CHART <ToP W No
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To do this I;jastz;c;)se :'f \c;?)l(laartbilees Action Scanned
:ll;lssgs::;rgﬁ;{cng chart in a control strategy, or re-start a CHART ggﬂﬁm& W No
Change the state of a chart in a control strategy CHART STATE* R/W Yes
Egzglslc;;rc;iseagt;le from the controller to an I/O unit defined in a IOUNIT ENABLE R/W Yes
Read the following control engine information:
« Available memory MEMORY
- Current time of the controller’s clock TIME
- Current date of the controller’s clock DATE
- Name of control strategy in the controller CTRLR STRATEGYNAME R No
« Total number of messages in the controller's message queue ERRORCOUNT
« Description of the latest message in the controller’s message LASTERROR
- Time stamp of the strategy file on the controller STRATEGYTIME
- Date stamp of the strategy file on the controller STRATEGYDATE
Synchronize the controller time to the time on the computer CTRLR SYNCDATETIME W No

that’s running OptoOPCServer.

* Reading chart states will return the following values: 1 = stopped; 2 = suspended; 3 = running.
To change chart states, use the following parameters: 1 = stop; 2 = suspend; 3 = start; 4 = continue.

To do this Use this

suspend the running chart [CONT|ip|tcp:10.192.55.1:220011CHART;Suspend;Process_Monitor
Process_Monitor

Example

Analog Points

CAUTION: Be careful when using I/0 Item Names through the PAC Control engine. Accessing I/O Item Names of

remote serial I/O units is very slow and will likely cause severe performance issues. Also, systems with high volumes of
Ethernet based I/0 tags accessed through the controller may also have performance issues. In these cases, consider
using "MMIO" tags to directly access the I/O data and circumvent accessing these values through the PAC Controller.

For more information on how to achieve efficient I/0 data throughput, see the Optimizing PAC Project System
Performance Technical Note (form 1776).

Syntax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use APOINT as the DataType, and use a Property from the following table:
Property
To do this DU Available Properties Action Scanned
DataType
Read or write a'nalog values in engineering units to or APOINT EU R/W Ves
from an I/0 unit
R.etrle.ve the Iowgst value of a specified analog input APOINT MIN R Yes
since its last reading
Retrieve the lowest value of a specified analog input APOINT MIN_GET_CLEAR R/W No

since its last reset, then reset it to the current value
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Use this

To do this Available Properties Action Scanned
DataType
Retrleye the peak value of a specified analog input APOINT MAX R Yes
since its last reading
Retrieve the peak value of a specified analog input APOINT MAX_GET CLEAR R No

since its last reset, then reset it to the current value

To do this Use this

Read analog point engineering . . . s
units of point named fTankLevel [CONT]ip|tcp:10.192.55.1:22001]Apoint;EU;fTankLevel

Example

Digital Points (All 1/0 Units)

CAUTION: Be careful when using I/0 Item Names through the PAC Control engine. Accessing I/O Item Names of

remote serial I/O units is very slow and will likely cause severe performance issues. Also, systems with high volumes of
Ethernet based /0 tags accessed through the controller may also have performance issues. In these cases, consider
using "MMIO" tags to directly access the I/O data and circumvent accessing these values through the PAC Controller.

For more information on how to achieve efficient I/0 data throughput, see the Optimizing PAC Project System
Performance Technical Note (form 1776).

Syntax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use DPOINT as the Datalype, and use a Property from the following table:
Property
To do this SERUE Available Properties Action Scanned
DataType
Read a standard digital input counter value DPOINT COUNTER R Yes
Reactivate a standard digital input counter or DPOINT COUNTER_ENABLE W No
quadrature counter
Read and clear a standard digital input counter or DPOINT COUNTER_GET CLEAR R No
quadrature counter value
Read digital input frequency value' DPOINT FREQUENCY R Yes
Read the state of an off-latch DPOINT OFF_LATCH R Yes
Re.ad and re-arm e.: hlgh-speed off-latch associated DPOINT OFF_LATCH_GET CLEAR R No
with a standard digital input
Read the off-time dura.tl.on ?f a digital input that has DPOINT OFF_PULSE R Yes
had an on-off-on transition
Read and clear the off-time dur.a’Flon1 of a digital input DPOINT OFF_PULSE_GET_RESTART R No
that has had an on-off-on transition
Read digital input total off time' DPOINT OFF_TIME R Yes
Read digital input total off time and restart’ DPOINT OFF_TIME_GET_RESTART R No
Read the state of an on-latch DPOINT ON_LATCH R Yes
Re.ad and re-arm z?\ hlgh-speed on-latch associated DPOINT ON_LATCH_GET CLEAR R No
with a standard digital input
Read the on-time duration of a digital input that has DPOINT ON_PULSE R Yes

had an off-on-off transition’
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To do this LERilE Available Properties Action Scanned
DataType

Read and clear the on-time duration of a digital input
that has had an off-on-off transition' DPOINT ON_PULSE_GET_RESTART R No
Read digital input total on time' DPOINT ON_TIME R Yes
Read digital input total on time and restart’ DPOINT ON_TIME_GET_RESTART R No
Read the elapsed time from one off-on transition to
the next off-on transition, or the elapsed time from
one on-off transition to the next on-off transition of a DPOINT PERIOD R ves
digital input!
Read the elapsed time from one off-on transition to
the next off-on t'rzf\n5|t|on, or the elapsed tlmte'from DPOINT PERIOD__GET_RESTART R No
one on-off transition to the next on-off transition of a
digital input’
Read the completion status of a period measurement! DPOINT PULSE_PERIOD_COMPLETE R Yes
Read a quadrature counter value' DPOINT QUAD_COUNTER R Yes
Read the current state (ON or OFF) of a digital point DPOINT STATE R/W Yes
Read or W|j|te1the TPO on time percentage of an DPOINT TPO_PERCENT R/W Yes
output point
Read or write the proportional output (TPO) period of DPOINT TPO__PERIOD R/W Yes

an output point1

L May require a firmware upgrade. Not available on legacy I/0O units (UIO, EIO, SIO).

To do this Use this

Read a counter of the digital input
"My_Counter" with the counter feature  [cont|ip|tcp:10.192.55.1:22001]DPOINT;COUNTER;My_Counter
enabled

Example

Ethernet PIDs

CAUTION: Be careful when using I/0 Item Names through the PAC Control engine. Accessing I/0 Item Names of

remote serial I/O units is very slow and will likely cause severe performance issues. Also, systems with high volumes of
Ethernet based I/0 tags accessed through the controller may also have performance issues. In these cases, consider
using "MMIO" tags to directly access the I/O data and circumvent accessing these values through the PAC Controller.

For more information on how to achieve efficient I/0 data throughput, see the Optimizing PAC Project System
Performance Technical Note (form 1776).

Syntax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use PID as the Datalype, and use a Property from the following table:
Property
To do this SR Available Properties Action Scanned
DataType

Read the input value (also known as the process
variable) of the PID

Read or write the output value of the PID PID OUTPUT R/W Yes

PID INPUT R Yes
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Use this

To do this Available Properties Action Scanned
DataType
Read or write the setpoint value of the PID PID SETPOINT R/W Yes
Read or write the gain value from the PID PID GAIN R/W Yes
Read or write the integral value of the PID PID INTEGRAL R/W Yes
Read or write the derivative value of the PID PID DERIVATIVE R/W Yes
Change the Auto/Manual mode of the PID to Auto PID AUTO R/W Yes
Change the Auto/Manual mode of the PID to Manual PID MANUAL R/W Yes
Read or.wrlte the scan rate (update period) for a PID PID SCAN_RATE R/W Yes
calculation
Example
To do this Use this
Read/Write the setpoint of Ethernet PID . . . . _—
named MyEthernetPID [CONT]ip|tcp:10.192.55.1:220011PID;Setpoint;MyEthernetPID
mistic PIDs
CAUTION: Be careful when using I/0 Item Names through the PAC Control engine. Accessing I/0 Item Names of
remote serial I/O units is very slow and will likely cause severe performance issues. Also, systems with high volumes of
Ethernet based /0 tags accessed through the controller may also have performance issues. In these cases, consider
using "MMIO" tags to directly access the I/O data and circumvent accessing these values through the PAC Controller.
For more information on how to achieve efficient I/0 data throughput, see the Optimizing PAC Project System
Performance Technical Note (form 1776).
Syntax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use MPID as the DataType, and use a Property from the following table:
Property
To do this SIS Available Properties Action Scanned
DataType
Read the input value (also known as the process
variable) of the PID MPID INPUT R ves
Read or write the output value of the PID MPID OUTPUT R/W Yes
Read or write the setpoint value of the PID MPID SETPOINT R/W Yes
Read or write the gain value of the PID MPID GAIN R/W Yes
Read or write the integral value of the PID MPID INTEGRAL R/W Yes
Read or write the derivative value of the PID MPID DERIVATIVE R/W Yes
Change the Setpoint Track Input in the manual mode MPID SETPOINT TRACK_INPUT RAW Yes
parameter of the PID control word
Change the Output Track Input in the manual mode MPID OUTPUT TRACK_INPUT RAW Yes
parameter of the PID control word
Enable or disable the PID to update its associated MPID OUTPUT ENABLE RAW Yes
analog output channel
Change the Auto/Manual mode of the PID to auto MPID AUTO R/W Yes
Change the Active/Reset mode MPID ACTIVE R/W Yes
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Example

To do this Use this

Read/Write the gain of mistic PID . . . e _—
named MyMisticPID [CONT]ip|tcp:10.192.55.1:22001]MPID;Gain;MyMisticPID

mistic Events/Reactions

CAUTION: Be careful when using I/0 Item Names through the PAC Control engine. Accessing I/O Item Names of

remote serial I/O units is very slow and will likely cause severe performance issues. Also, systems with high volumes of
Ethernet based /0 tags accessed through the controller may also have performance issues. In these cases, consider
using "MMIO" tags to directly access the I/O data and circumvent accessing these values through the PAC Controller.

For more information on how to achieve efficient I/0 data throughput, see the Optimizing PAC Project System
Performance Technical Note (form 1776).

Syntax [Device|Protocol|Location]DataType;Property;VariableName
DataType and Use ER as the DataType, and use a Property from the following table:
Property

To do this SERUITS Available Properties Action Scanned

DataType

Activate or deactivate a specific event/reaction ER SCAN_ENABLE R/W Yes
Determine if a specific event has occurred ER HAS_OCCURRED R Yes
EiZermlne if the criteria for a specific event is currently ER IS_OCCURRING R Yes
Example

To do this Use this

('\)"C‘Z’L‘I'rtr‘i’;gthe event"My_Event™is 1 ontfip|tcp:10.192.55.1:22001]ER:IS_OCCURRING;My._Event

REDUNDANCY WITH THIRD-PARTY OPC CLIENTS
With PAC Display Professional and OptoDatalink, you can create redundancy with redundant Ethernet links:
when communication to the current network link is disrupted, it switches to an alternate network link.

The PAC Control User's Guide (form 1700) and the SNAP PAC System Specification Guide (form 1696) describe
how these work, how they are different, and describe sample arrangement.

You can achieve a similar type of redundancy with third-party OPC client software by associating a secondary
IP address to the primary IP address of each controller or I/O unit. The tags you use to configure this depend
on whether you are connecting to a controller or an I/0 unit, so you need to keep track of this information.
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Itis important that you keep these IP addresses straight; you might want to use a table similar to the following
to verify your work:

Controller or 1/0 Unit? Primary IP Address Secondary IP Address
Example: Controller 1.234 56.7.8

What you need to do:
1. Configure both Ethernet ports of your groov EPIC processor or PAC controller. One is the primary, and the
other is the secondary.

- Forinstructions about how to configure ports on groov EPIC processors, see “Configuring the
Network Interface”in the groov EPIC User's Guide, (form 2267). Remember to review the firewall
settings before proceeding to the next step. Both ports need to allow communication to OptoMMP
and PAC Controller.

- Forinstructions about how to configure ports on PAC controllers, see “Configuring Devices”in the
PAC Manager User's Guide, (form 1704).

2. In the third-party OPC client:
a. Create a group named Config. Make sure the group is configured to be inactive.
b. Create and add the following items to the Config group.

For Controllers For 1/0 Units Specifications

« Data type: String
« Value: Write the IP address of the
[CONT]IP|tcp:1.2.3.4:22001]Scanner;FirstAltip [MMIOQ|IP|tcp:1.2.3.4:2001]Scanner;FirstAltlp secondary Ethernet port (not the
address of the primary Ethernet
port).

Data type: Integer.
[CONT]|IP|tcp:1.2.3.4:22001]Scanner;IpActive [MMIO|IP|tcp:1.2.3.4:2001]Scanner;IpActive  « Value: Write a value of 1 (one) to
this item.

« Data type:Integer
[MMIO|IP|tcp:1.2.3.4:2001]Scanner;lpEnable-  « Value: Write a value of 3 to this
Set item.
Note that this item is write-only.

[CONT]IP|tcp:1.2.3.4:22001]Scanner;IpEnableSet

For an explanation on the difference between the CONT and MMIQ, see “Using MMIO and CONT Scanner Tags to
Get I/0 Data” on page 48.

Note that you can substitute FirstAltlp with Altlp; however, Altlp takes the data type String Array, which some
third-party OPC clients do not support. If you choose Altlp, these are the specifications:

«  Data type: String array
«  Number of indexes: 7 [0-6]
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«  Values: Inindex 0, write the IP address of the secondary port (not the address of the primary port).
Set the values of indexes 1 through 6 to EMPTY strings. Make sure none of them are NULL strings.

After you start the PAC Control strategy and OptoOPCServer, the system switches to the secondary IP address
if communication to the primary IP address fails.

Optional Commands

68

Four other optional commands are available. To configure them in your third-party OPC client, preface each
one with [CONT |IP|tcp:1.2.3.4:22001]Scanner; (Where1.2.3.4 s the IP address of the
primary Ethernet port of a controller) or [MMIO|IP|tcp:1.2.3.4:2001]Scanner; (wherel1.2.3.4
is the IP address of the primary Ethernet port of an I/0 unit).

« IpEnableGet
Data type: Integer
Gets the value of the Scanner;IpEnableSet item. A value of 3 means that automatic switching is enabled.
«  ConnectTimeout
Data type: Integer
Sets the timeout value (in milliseconds) for the system to connect to the secondary IP address before
beginning to sending data.
«  SendRecTimeout
Data type: Integer
Sets the timeout value (in milliseconds) for transmitting data to and from the secondary IP address.
«  SendRecRetries
Data type: Integer
Sets the number of retries for transmitting data to and from the secondary IP address.
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5: Debugging and
Troubleshooting

PROBLEMS DUE TO MICROSOFT FAST STARTUP/FAST REBOOT

Windows Fast Startup (called Fast Boot in older Windows) is a default Windows setting that helps computers
boot up faster.

When Fast Startup/Fast Boot is enabled, Windows does not perform a fresh boot when you start your PC.
Instead, it reuses some information about Windows that it saved when you shut down the PC.

Some applications (including PAC Display, OptoOPCServer, OptoDatalink, and SoftPAC) need a fresh boot up
to properly function and communicate with other applications. When Fast Startup/Fast Boot circumvents this
process, you may see issues like:

«  Windows reports an error reading or finding a DLL file.

«  Communication failures ("Cannot connect to scanner” errors) may prevent PAC applications from reading
or updating tag values.

To resolve the issue, disable Windows Fast Startup/Fast Boot, and then restart the computer to get a fresh start.

Another solution that may work is to uninstall PAC Project, reboot the computer, and then reinstall
PAC Project.

DEBUGGING IN THE OPTOOPCSERVER WINDOW

You may find data in the OptoOPCServer window useful for debugging. OptoOPCServer is normally launched
by the client and runs invisibly; to see its data, you must manually start it before starting the client. You cannot
open the OptoOPCServer window after the client has launched it.

1. Start OptoOPCServer:

« InWindows, click the Start button, and then click Opto 22 > OptoOPCServer 10.6.
A blank OptoOPCServer window opens.

2. Launch either your OPC client or Prosys OPC Client.

NOTE: To install and use Prosys OPC Client, see Appendix A: Using Prosys Client with OptoOPCServer,

3. Inthe Define the OPC Groups pane, click Add, and then create groups.

In the Define the OPC Items for the Group pane, add items as needed. For more information, see “Setting
Up OptoOPCServer”on page 15.

5. Clickinside the server window.
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OptoOPCServer - [Client1]

File Edit Yiew ‘Window Help R

Currentl'y connected clients =l Clignt2 Ttem ID Walue | Quality | Tirne Skarnp | Type | State
and their groups i< Factory B \[CONTliplhep:10.192.55.81:22001 F Value fRandom_average  310163968.000000 Good  2003/07/23711:3%11  Float  Active

[MMIDlipltep:10.152.55.81: 2001 [EU[E] 0.000000 Good  2003/07/2311:3757  Float  Active
When items are shown, |
click Item ID or Type column
heading to sort them.

< >
Conwnunkaﬂonlogfora” ChangeBrowsePosition (DOWN) - I/0 Units

d |4 ChangeEBrowsePosition (DOWN) - Learning Center

connected clients ChangeBrowsePosition (DOWN) - Meter A4

ChangeBrowsePosition (UP)
ChangeBrowsePosition (UP)
ChangeBrowsePosition (UP)
ChangeBrowsePosition (UP)
ChangeBrowsePosition (UP)
ChangeBrowsePosition (UP)
ChangeBrowsePosition (UP)
AddItems () - attempting to add itewm [MMIO|ip|tep:10.192.55.81:2001]1EU[S]
Added 1 items to group Group A
£ >
Ready MM

The server window shows all communication with currently connected clients. If you are monitoring
more than one OPC client, each client will have its own set of windows. In addition, you can use the View
menu to change the data you see:
—  Toseeindividual item IDs, choose View > Show Items in List. When items are not shown,
the OPC server does not waste time updating the item list.
- Tosee item values change, choose View > Update Item Values.

- To change communication details shown in the window, choose View > Log Level.

USING THE REGISTRY CHECKER

OptoOPCServer includes the Registry Checker utility program, which you may be asked to run if you contact
Opto 22 Product Support with a problem with OptoOPCServer. This program displays the registry values for
each item listed in the file GUIDS.TXT, which shows how different software components installed with
OptoOPCServer are registered on your computer. This information helps Opto 22 Product Support staff to
diagnose possible problems with how OptoOPCServer software components are installed on your computer.

To open Registry Checker, choose Programs > Opto 22 > PAC Project > OptoOPCServer > Registry
Checker.
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) Registry Checker Q@@
Registry Item [ Value I SubKey | Named Yalue Eind |
OptoOPC.exe C:AWINDOWShsystem3240ptoComi\OptoOPC....  SOFTWARE\Classes\CLSID\...

OptoScanner.dil C:AWINDOWShsystem3240ptoComiOptoScan...  SOFTWARE\Classes\CLSID\... Close
OptoScanner Thread Model Both SOFTWARE\ClasseshCLSIDA...  Threadingtodel
Scanner_CONT.dIl C:AWINDOWShsystem3240ptoComiScanner_...  SOFTWARE\Classes\CLSID*... Help
Scanner_CONT Thread ... Both SOFTWARE\ClasseshCLSIDA...  Threadingtodel =
Scanner_MMIO.dIl C:AWINDOWShsystem3240ptoComiScanner_...  SOFTWARE\Classes\CLSID*...

Scanner_MMIO Thread ... Both SOFTWARE\Classes\CLSID%...  ThreadingModel
Scanner_0C.dl CAWINDOWSAsystem3240ptoCom\Scanner_...  SOFTWARE\Classes\CLSID\...

Scanner_OC Thread Model Both SOFTWAREClasses\CLSIDY...  ThreadingModel
Scanner_B3000_TCP.dIl  C:AWINDOWS\system32\0ptoComiScanner_...  SOFTWARE\Classes\CLSID\...

Scanner_B3000_TCP Thr... Both SOFTWARE\Classes\CLSIDA...  Threadingtodel
OPCProxy.dll C:AWINDOWS\system32Y0PCProxy.dil SOFTWARE\Classes\CLSIDA...

OPCComn_PS.dll C:AWINDOWS \system3240PCComn_ps.dil SOFTWARE\Classes\CLSID...

OptoOPCConfig_PS.dll C:AWINDOWShsystem3240ptoComiOptoOPC...  SOFTWARE\Classes\CLSID\...

OptoBrowserConfig_PS.dIl  C:\WINDOWS\system3240ptoCom\OptoBrow...  SOFTWARE\Classes\CLSIDA...

Browserltems_OTG.dll C:\Program Files\Opto22\ioProject Software 7....  SOFTWARE\Classes\CLSIDA...

Browserltems_OTG Threa... Both SOFTWARE\Classes\CLSIDA...  ThreadingtModel
Browserltems_|DB.dll C:\Program Files\Opto22\ioProject Software 7....  SOFTWARE\Classes\CLSID\...

Browserltems_IDB Thiea... Both SOFTWARE\Classes\CLSIDA...  Threadingtodel
Browserltems_CDB.dll C:\Program Files\Opto22\ioProject Software 7....  SOFTWARE\Classes\CLSIDA...

Browserlterns_CDB Threa... Both SOFTWARE\Classes\CLSIDA...  ThreadingModel

< k.

TESTING A BROWSER DATABASE

If you need to check which browser databases are loaded on OptoOPCServer but your OPC client fails to
connect to OptoOPCServer, you can use the Remove Browser Database function on the Opto Browser
Configurator to view the list of browser databases. See “Removing a Browser Database from OptoOPCServer”
on page 23.You can also use this function to choose whether or not to remove a browser database. In
addition, you can test a browser database using the Prosys OPC client available from Opto 22. For more
information, see “F. Connect OPC Client to OptoOPCServer”on page 23.

DATA QUALITY MESSAGES

OptoOPCServer updates client applications with subscription data from configured devices. A value returned
from an input or output point includes the value, data quality, and time stamp. This section explains the data
quality messages, which may be reported in the client application as a text string, decimal, or hexadecimal

value as shown in the following table.

Data Quality Description Decimal
OPC_QUALITY_BAD 0
OPC_QUALITY_COMM_FAILURE 24
OPC_QUALITY_DEVICE_FAILURE 12
OPC_QUALITY_GOOD 192
OPC_QUALITY_LAST_KNOWN 20
OPC_QUALITY_NOT_CONNECTED 8
OPC_QUALITY_OUT_OF_SERVICE 28
OPC_QUALITY_LAST_USEABLE 68

Hex
0x00
0x18
0x0C
0xCo
0x14
0x08
0x1C
0x44
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OPC_QUALITY_BAD. (0 decimal; 00 hex) If previously the scanner was able to successfully scan the tag, and
now it cannot, the quality may be set to OPC_QUALITY_BAD. This occurs when a float value is a NAN (not a
number). This can occur:

«  Withananalog value, when the analog module is not accessible to the brain for the rack it is mounted
on. Check the voltage at that rack to make sure it is 5.00 to 5.20 VDC.

«  When reading a floating point variable from the controller. A floating point variable is typically a NAN
when:

- ANAN analog point is moved to the floating point variable; or
—  There was a “divide by zero”error in the strategy logic.

OPC_QUALITY_COMM_FAILURE. (24 decimal; 18 hex) The scanner tries to connect to the appropriate
device to obtain data for the tag. If it cannot connect, the quality is set to OPC_QUALITY_COMM_FAILURE. The
scanner keeps trying to connect, but the quality remains at OPC_QUALITY_COMM_FAILURE until it connects.
OPC_QUALITY_ COMM_FAILURE could be caused by the following:

«  Aunitis not powered up.

«  The Ethernet cable is not connected.
«  The networkis down.

«  Ahub/switch/router is offline.

OPC_QUALITY_DEVICE_FAILURE. (12 decimal; 0C hex) If the connection to the device is good, but
either the device is busy or the tag is undefined at the device, the quality changes to
OPC_QUALITY_DEVICE_FAILURE.

A device is busy when the controller's host ports have been locked temporarily, which may occur:
«  During PAC Control strategy downloads

«  While saving a strategy archive to the control engine (normally done in conjunction with a strategy
download)

»  While transferring files to the control engine using PAC Terminal
«  While viewing control engine message queue messages via PAC Control or PAC Terminal

An undefined tag can be caused by a number of things:

«  The strategy could have been modified where some of the tags may have been deleted or renamed, and
then the modified strategy downloaded to the controller. Trying to access those tags results in
OPC_QUALITY_DEVICE_FAILURE because the tags are undefined.

«  Thetagname is misspelled. All tagnames are case sensitive. For example, if the tagname in the strategy is
in lowercase, and the client is using the tagname with all caps, then it does not match.

«  The strategy was modified and one or more of the tags were renamed.

«  The strategy was cleared from the controller.

»  Youare trying to read a table element beyond the end of the table.

OPC_QUALITY_GOOD. (192 decimal; CO hex) If the tag is scanned successfully, the quality changes to
OPC_QUALITY_GOOD.

OPC_QUALITY_LAST_KNOWN. (20 decimal; 14 hex) If a tag has been successfully scanned and then
communication to the device is lost, the quality changes to OPC_QUALITY_LAST_KNOWN.

OPC_QUALITY_NOT_CONNECTED. (8 decimal; 08 hex) When tags are added to the scanner, the quality
is set to OPC_QUALITY_NOT_CONNECTED. Once the connection is established or fails, then the data quality is
updated and never returns to OPC_QUALITY_NOT_CONNECTED for this connection. This initial attempt to
connect may take a while, during which time the quality stays at OPC_QUALITY_NOT_CONNECTED. Every
item quality is set to this when the item is first added, and there is no other use of this quality code.
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OPC_QUALITY_OUT_OF_SERVICE. (28 decimal; 1C hex) This message occurs when a value is
requested for an item that is not active or for an item whose group is not active.

OPC_QUALITY_LAST_USEABLE. (68 decimal; 44 hex) This message occurs when the last value scanned
isa NAN (not a number), which indicates that a floating point value is not valid. Typically, the value is related to
an analog input point on an I/0 unit in a situation where the brain could not communicate with the module.

The most common cause of this is low voltage at the rack. The voltage (as measured downstream of the fuse
on the rack) should be 5.00 to 5.20 VDC. If there is any AC ripple or noise, then the fluctuations should stay
within the 5.00to 5.20 VDC range. If you are using an adjustable power supply, we recommend adjusting it so
that the voltage (as measured downstream of the fuse on the rack) is about 5.15 VDC.

This error can also be caused by a divide by zero operation in strategy logic.

HOW DATA QUALITY IS DETERMINED

This simplified flowchart shows how the data quality is determined when OptoOPCServer updates the device
subscription data. OptoOPCServer reports new data only when the value or the data quality has changed.
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A: Using Prosys Client with
OptoOPCServer

Prosys OPC Client is a free, standalone OPC client application that you can use to test OptoOPCServer and the
browser databases you create. This application is available as a free download from the Opto 22 FTP site.
In this appendix:

“Obtaining and Installing Prosys OPC Client”on page 75
“Configuring Prosys OPC Client”on page 76

OBTAINING AND INSTALLING PROSYS OPC CLIENT

Follow these steps to download the Prosys OPC Client installer from the Opto 22 FTP site:

1.

5.

Open a browser and go to ftp:/ftp.opto22.com/

NOTE: FTP is not quite the same as normal web addresses, so if you click a link to ftp.opto22.com, your browser
may put "http;//" in front of the URL. If that happens, your browser displays an error message saying that it
cannot connect to the site. Instead, open your browser (or Windows File Explorer), type £tp . opto22 . com
and then press the Enter key. If your browser still does not connect, type the full URL:
ftp://ftp.opto22.com andthen pressthe Enter key.

Navigate to this location:

/Public Folders_ (Unsecured)/Archives (Software and Firmware)/Software
Archives/ProSys OPC_Test Client/

Click the installer link for your operating system:

For a 32-bit system, choose PsOPCClient20.msi.

For a 64-bit system, choose PsOPCClient20_x64.msi.
Click save File to save the installer on your computer.

Opening PsOPCClient20_x64.msi n [

You have chosen to open:

7% PsOPCClient20_x64.msi

which is: Windows Installer Package (3.3 MB)
from: ftp://ftp.opto22.com

Would you like to save this file?

Save Fité Cancel

Click the downloaded installer file to start the Prosys OPC Client Setup Wizard. Follow the prompts to
install the software.
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CONFIGURING PROSYS OPC CLIENT

To run the client with OptoOPCServer:
1. Make sure the Prosys OPC Client is installed on your computer.
2. Open Prosys OPC Client: click the Windows Start button, and then click Prosys > Prosys OPC Client.

[ Prosys OPC Client - | X
File View Help
Ded RE
1. Select the OPC Server 2. Connect to the Server 3. Define the OPC Groups
Host |Ioalhost ~ [_! | Refresh | Server |—| Connect | add
Servers 1.0a [#]20 [JRegstry Category Automatic | Remove
Opto22,0pcServer. 2

[Juse Alternate Login Credentials

User name:

Password:

Domain:

Server Status:

Name

CLSID

T I i I e AT N e 1 e Pl

3. Alist of registered servers on the local computer are displayed under 1. Select the OPC Server. The
checkbox options allow you to narrow or expand the search for a specific type of server.
In the Servers list, select Opto22.0pcServer.2.

1, Select the OPC Server
T Qlocahost v} | Refresh

Servers

Name
OptoOPCServer

CLSID
|{16910D06-9C44-11D3-A606-0800090EBDAS}
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4. The Opto22.0pcServer.2 should now be listed as the Server in the 2. Connect to the Server pane.
Click connect to allow the OPC Client to connect to the server.

2. Connect to the Server
Server Opto22.OpcServer,2 Disconnect

Category |OPC Data Access 2.0
Use Alternate Login Credentials

User name:

Password:

Domain:

Server Status:

Serverstate=Running
StartTime=1/22/2016 1:23:43 AM
CurrentTime=1/25/2016 §:59:43 PM
LastUpdateTime=N/A
GroupCount=50

BandWidth=0
Vendor=0ptoOPCServer
Version=2.0 Build 0

5. Nextto 3. Define the OPC Groups, click Add.

3. Define the OPC Groups

Gowp | &ddk

4, Set the properties of the OPC Group

GroupMame Group oK
PercentDeadBand 0 -
TimeBias (min) 120 ¥ Local i

UpdateRate (ms) 1000

ChangeRate (ms) I 0

Active []Async

DataSource Cache v
Async Refresh Interval 0

ClientHandle 1
ServerHandle N/A

The client requires that you designate a “group”for the items the client is requesting. Groups are a way to
separate items by the rate at which they need to be scanned. For example, temperature in a small
chamber may need to be scanned more frequently while an outdoor temperature may change much
more slowly and need less frequent scanning. You can add as many groups as you need.

6. Enteraname in the GroupName field.

7. Inthe Update Rate (ms) field, enter the rate in milliseconds at which items in the group should be
scanned.
The Active checkbox allows you to disable a group without having to remove it. The default
communication is Synchronous, but can be changed to:
- Asynchronous—by selecting the Async checkbox.
—  Subscription—by selecting the Async checkbox and setting the Async Refresh Interval to 0.
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8. When you finish defining the new group, click OK.

9. Under 5. Define the OPC Items for the Group, click the folder icon to open the OPC Server Address
Space dialog box.
5, Deﬁleﬂ\ewcllansforlfem  S—— |
IR € M | Quickadd: | Notems
Server handle Item ID Value Time stamp Quality Data type Error code
€ >
10. Expand the item branches to locate the tag you want to add.
Item ID(s): |NMIDipitcpﬂZ?,D.ll‘}:2IJJ1IINL"-\TCH[1]
Branches Iterns
4 Cookies - "ST-ATE
- C:\Users\Public\D ts\Opta &
“ Gl o Ot for AT
4 Variables OMPULSE_STATUS
- Numeric Variables OFFPULSE
4-1/0 Units OFFPULSE_STATUS
4 Mived_I0_Unit EHEEEFEIUDENEY
4 Direct ~ ||PERIOD_STATUS
I - High Dengity Di ONTIME_TOTALIZER
i+ - diDoughLevelS OFFTIME_TOTALIZER
. i OMLATCH_READCLEAR
i :::"“'Td:;"' OFFLATCH_READCLEAR
b - diinspectionias ONTIME_TOTAL_READCLEAR | (@ Hierarchical
i diEStop OFFTIME_TOTAL_READCLEAR
I+ - doDoughPressy MODULETYPE
: 4 POINTTYPE
>~ doDoughDisperf | et
[+ - doChipDispenst E
I» - doRejectValve | Eilter >>
[+ - ao0wvenT emper
[+ - aoConveyorSpe
[+ - ail0wvenT empers
b aiDoughVessel o,
. gl .
1ltem(s)  Cookies/C:\Users\Public\Documents\Opto 22\PAC Project 9.4\Control Basic Examp
11. Highlight the tag, and click oK.
The tag is added to your group.
5. Deﬁ!hwcltansforﬂtm 1
&0 X@|Qu'ckud:> |« 1ltems
Server handle Ttem ID Value Time stamp Quality Active Data type Error code
222222 MMIO|iptcp: 127.0.0. #EMPTY 4/16/2015 11:22:04 Pt Bad;Communication fai True Boolean 0x00000000: OK |
< >
My Group

12. Repeat these steps as necessary to add more tags to this group or to create another group of tags.
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13. To write to a tag, right-click the tag name and choose Write from the pop-up menu.

Toggle Active
Add Item(s)...
Remove ltem(s)

Change Data Type...

Refresh
Read Item(s)

| Wiite ]
[tem P rties...

14. In the Write to OPC item dialog box, type the value.

15. Click OK to send the new value to OptoOPCServer.
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