Using microSD with Older Controller Firmware

Introduction

SNAP PAC controllers manufactured in November 2008 and later have a microSD
card slot in the top of the controller’s case. On a controller with a microSD card slot,
the STAT LED blinks briefly about once every five seconds, indicating that the
controller is checking to see if a card is in place.

IMPORTANT: Behavior for the microSD card has changed since the first release. This
document describes behavior with controller firmware versions older than 9.0. If you are
running controller firmware 9.0 or newer, use instructions in the controller user’s guide; do
not use this technical note.

To determine firmware version, see page 10.

Opto 22 Product Support recommends that you update controller firmware to the latest
version if you are going to use a microSD card. Later firmware versions have added
significant functionality and fixed problems. To download the latest firmware, go to
www.opto22.com/site/downloads and filter by Firmware. If you need a newer loader
version or have other problems, contact Product Support. Contact information is on

page 11.

Card Type and Format

Use only cards with the microSD logo (shown above right) with 2 GB or icro
smaller capacity. Cards with more than 2 GB capacity may fit in the slot, >
but the controller will not recognize them. Do not use microSDHC cards.

When you buy microSD cards, they come properly formatted with FAT16. If you ever
need to reformat a card, make sure to use a utility specifically designed to format SD
cards, and use FAT16.

Since long filenames are not supported, all files you store on the card must be
named with a maximum of eight characters in the name plus three characters in the
extension (8 dot 3 format), for example: datafile. txt

Using the microSD card with FTP, you can read the card at 380 kB/s and write to it at
231 kB/s.

MicroSD Card Uses

The microSD card can be used for several purposes:

+  To store data or files, which you can access using PAC Control commands or an
FTP client. (PAC Manager cannot be used to access data, because it cannot see
the card’s directory.)

«  To update firmware on the controller; or, for a SNAP PAC R-series controller, to
update firmware on a serial communication module on the controller’s rack.
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Using microSD with Older Controller Firmware

The card provides a convenient way to update firmware on non-networked controllers. It's also
useful if PAC Manager is not available to update firmware.

«  Totemporarily boot the controller from firmware on the microSD card rather than from the
firmware in the controller, for example to test new firmware.

«  Toupdate, run, or test new PAC Control strategies if the controller is not on the network, if PAC
Control isn't available, or if you want to test a new strategy without erasing the existing one.

The following table summarizes how to use the card; see the page in the last column for steps.

strategy from card and saves it to flash if box is
checked.

To do this When Put card in... Use this method See pg
Automate data storage and retrieval in PAC
Controller Control logic: Use PAC Control commands and
file communication handles. Or use PAC Con-
trol FTP communication handles.
Store/access data Anytime 3
Controller! From a PC, use an FTP client.
PC with card Use Windows Explorer.
reader
1
Contr_oller O | Use Windows Explorer or FTP client to copy
In advance | PC with card fi @ d
Try out controller reader new firmware to card.
firmware without 6
replacing current Insert prepared card into controller and cycle
firmware To use Controller power. Controller runs firmware on card.
To go back to older firmware, remove card and
cycle power again.
Controller! or | Use PAC Control to make controller download
In advance | PC with card | (.cdf) file; then use Windows Explorer or FTP
Try out new strat- reader client to put .cdf file on the card.
egy without replac- Insert prepared card into controller and cycle 8
Ing current strategy power. Controller runs strategy from card.
To use Controller
To go back to older strategy, remove card and
cycle power again.
PC with card | Create command file; copy it and the firmware
In advance d file t d
Update non-net- reader ile to card.
wp;']ked ccf)'ntroller Insert card into controller. 4
with new firmware To use Controller Controller runs firmware from card and saves it
to flash memory.
. Use PAC Control to make controller download
PC with card ) )
In advance reader (.cdf) file; then use Windows Explorer to copy
Update non-net- .cdf file to the card.
W_OLked controller Insert card into controller and cycle power. 8
with new strategy (Firmware older than 9.0a) Controller runs new
To use Controller

1 Controller must be on same network segment as PC.
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Storing and Accessing Data or Files

When inserted into the controller and accessed from a PC using FTP or PAC Control, the card appears
as a directory in the controller’s file system named: sdcardo Just like a PC might show a thumb
drive as a directory named Removable Disk (E:), for example, the controller shows the card as a
directory named sdcardO.

IMPORTANT: Do NOT try to create this directory. When you look at the card in the controller, the card
appears as a directory named sdcard0. When you look at the card in a card reader attached to your PC,
you see the card reader’s directory instead. When the card is in a card reader, you are alreadly in the root of
the card (that is, you are already inside the sdcardO directory).

For example, suppose you are looking at a microSD card in a SNAP PAC controller with IP address
10.192.54.241. You can see that this controller has three files in its regular file system, plus the
microSD card:

Files in PAC’s file system microSD card

% ftp://10.192.54.241/

File Edit Wiew Favorites  Tod Help ':,'
- 1 3 @) = ey =

@ Back <’ .? 7 Sedych = Folders | x n

Address | (1 Frpiff10.192.54,241 / v g so
Falders X Namﬁj . Size | Tvpe Modified
@' Desktop ( ) sdeard File Folder ) 11212009 9:29 AM

] .D My Documents ’E] ProfibusIntegerTable0l txt 20 bytes  Text Document 12/18/2008 11:55 AM
(=] »_& My Computer E] ProfibusstringTable01 bxt 99 bytes  Text Document 12/18/2008 11:55 AM
=] \g My Network Places E:I ProfibusSystemParameters, bxt 12 bytes  Text Document 12/18/2008 11:55 AM

2l Recycls Bin
& & Internet Explorer
=l

= 2 sdcardo

User: Anonyrmous e Internet

Within the sdacardo directory on the controller (or the root if the card is in a card reader), you can
create other directories and create or add files, up to a maximum of 512 files and directories. In
subdirectories of sdcard0, however, you can include many more files. The total number of files and
directories on the microSD card cannot exceed 65,500.

Remember that all files must be named with a maximum of eight characters in the name plus three
characters in the extension (8 dot 3 format), for example: datafile. txt

When the card is in the controller, you can access files on the card through PAC Control commands
and from a PC using FTP,

Use PAC Control commands just as you would with any other file in the controller’s file system.
See the section “Using the Control Engine’s File System” in Chapter 10 of the PAC Control User’s Guide
(form #1700) for help. Remember to include the card’s directory name in the path in the file
communication handle, for example: file:a, /sdcard0/vVoltLog.txt

Note that the path separator is a forward slash (/), not a backward slash (\).

TECHNICAL NOTE - Form 2018-120615 3




Using microSD with Older Controller Firmware

You can also use the FTP communication handle in PAC Control to manipulate files. See the section
“Moving Files via FTP" also in Chapter 10 of the PAC Control User’s Guide.

To move files to or from a PC, use any standard FTP software. (Don't use PAC Manager as the FTP
client, because it cannot see directories within the controller’s file system). Remember to include the
card’s directory name, for example: ftp://192.168.1.1/sdcard0/

NOTE: If you access the card when it is not in the controller (for example, in a card reader), the sdcard0
directory does not appear. Do NOT create it. The controller treats the card as a folder in the controller’ file
system.

Displaying Free Space on the Card

(Requires firmware 8.5a or newer.) If you need to know how many free bytes are left on a microSD

card, you can use PAC Control or PAC Manager to read this data from an address in the controller’s

memory map. In a PAC Control strategy, for example, you could notify an operator if the card needs

replacing, based on the number of bytes still unused.

1. Make sure the card is in the controller.

2. InPACControl, use the command Read Number from I/0 Unit Memory Map to read memory
map address F7002204. Use Integer 32 Variable in Argument 2.

For more information, see “I/0 Unit—Memory Map Commands” in Chapter 10 of the PAC
Control User’s Guide, and see “Read Number from 1/0 Unit Memory Map” in the Command
Reference or Help.)

3. In PAC Manager, open the Inspect window for the controller. Click Other and choose Generic
Read/Write from the popup menu. In the Address field, type F7002204. From the Type
dropdown list, choose 32-bit Integer. Leave the Length as 1. Click Refresh.

The number of bytes appears in the Value column.

Updating Firmware

The card can also be used to update firmware if the controller is not on the network, or if PAC
Manager isn't available. The card can update both controller firmware and, on an R-series controller,
firmware for a serial communication module on the same rack.

NOTE: The controller must have firmware version R8.4a or higher and loader version 5.1b or higher to use
the microSD card in this way. To check versions, see page 10.

1. Obtain the correct firmware file from our website, www.opto22.com. If you are using Secure
Strategy Distribution (SSD), the firmware must have the correct signature.

2. Rename the firmware file to fit the 8 dot 3 filename format (see “Card Type and Format” on
page 1).
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The original file extension does not have to be retained. To make sure the file is clearly
identified, we recommend a name such as the following: pPP-TMM.mmb Where:

PPP = controller type (R1, R2)

T = R for release (or B for beta)
MM = major revision number

mm = minor revision number

b = build letter

Example of an original firmware filename: snap-pac-r2-R9.0a.bin
Example of the same firmware file, renamed: rR2-R9.0a

Copy the renamed firmware file to a blank microSD card. If you don't have a blank card, delete
the following directories and their contents if they appear on the card:

/sdcard0/strategy

/sdcard0/boot

/sdcard0/opto22/config

You can write to the card in one of two ways: either use your PC to FTP files to the card in the
controller, or use a card reader with your PC and simply copy files with Windows Explorer.

In the root directory of the card, create a command file named command (If you are looking at
the card in a card reader, go to the root directory. If you are looking at the card in the controller,
go to the directory named sdcardo ).

Inthe command file, include the following commands as needed, all in the same file. All
commands are CASE SENSITIVE.

To do this Use command Details

<file> is the firmware path and file as the microSD card
sees it, so do not include sdcardO directory in the path.
The firmware file can be compressed in gzip format or
uncompressed. *

ModKrn <file>, | <modpos> is the position of the module on the rack.
<modpos> NOTE: If this file exists, it will be installed. Firmware check-
ing is impossible on serial modules.

CAUTION: Installing the wrong firmware on a serial mod-
ule will make the module unusable. Make sure you have
the correct firmware!

Install serial com-
munication mod-
ule firmware

<file> is the firmware path and filename as the microSD
card sees it, so do not include sdcardO directory in the
path. The firmware file can be compressed in gzip format
or uncompressed.* If you're using Secure Strategy Distri-
Install controller Krn <files bution, <file> must include a valid signature.

firmware NOTE: If installing both module and controller firmware,
make sure the ModKrn command comes before the Krn
command, as Krn resets the controller.

NOTE: Controller firmware will be installed only if it differs
from the current firmware.

* To gzip a file on Windows, use the utility at http://gnuwin32.sourceforge.net/packages/gzip.htm.
SNAP PAC cannot decompress files that were compressed with WinZip
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The following sample command file updates firmware on the controller.

Krn R2-R9.0a

The following sample command file updates firmware on the controller and on two serial
modules. The update commands for the serial modules must be listed first. This file updates
version R2.0a on an RS-232 serial module in slot 3, firmware version R1.3¢c on a motion control
module (a special type of serial module) in slot 6, and firmware version R9.0a on a
SNAP-PAC-R2 controller. Note that the motion control firmware is located in a directory named
motion. [tdoesn't have to be in its own directory; module and controller firmware files can
be in the same directory or in separate directories, as you choose. If you show a path in the
command file, note that you must use a forward slash (/), not a backward slash (\).

ModKrn SCM-R2.0a, 3
ModKrn motion/MOT-R1.3c, 6
Krn R2-R9.0a

6. In Windows Explorer, right-click the command file filename and choose Properties. In the
General tab, click to put a checkmark in the Read-only box. Then click OK.

7. To update firmware, insert the card in the controller’s card slot.

The controller reads the command file, updates firmware, and saves firmware to flash memory.
When finished, it places a file named response in the root directory of the card; this file
indicates the success or failure of each command. Then the controller restarts.

8. Waituntil the STAT LED blinks only once every five seconds, and then remove the card.

Booting from Firmware on the Card

You can also boot the controller from firmware on the card, rather than from the firmware in flash
memory, for example to test new firmware before updating it on the controller.

You can write to the card in one of two ways: either use your PC to FTP files to the card in the
controller, or use a card reader with your PC and simply copy files with Windows Explorer.

NOTE: Wired controllers must have loader version 5.1b or newer. Wired+Wireless controllers must have
loader version 6.0a or newer. Controllers configured for Secure Strategy Distribution (SSD) cannot boot
from the card.

1. Locate the firmware file you wish to boot from and rename it to fit the 8 dot 3 filename format
(see “Getting Firmware Version Information” on page 10).
Recommended naming scheme: ppp-TMM.mmb where:

PPP = controller type (R1, R2)

T = R for release (or B for beta)
MM = major revision number

mm = minor revision number

b = build letter
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Example of an original firmware filename: snap-pac-r2-R9.0a.bin
Example of the same firmware file, renamed: r2-R9.0a

2. C(reate adirectory on the card in the root and name it: boot

Remember, if you are looking at the card in the controller, you create the boot directory in the
sdcardo directory. If you are looking at the card in a card reader, create the boot directory at
the top level. The controller’s file system treats the card as a directory named sdcardO.

3. Copy the renamed firmware file to the sdcardo/boot directory on the microSD card.

Here's how it might appear if you are looking at the card in the controller:

B fip://10.192.54.241/sdcard0/boot/ =13
File Edit Y¥iew Favortes Tools  Help "',"
@Back A > .? /’ ) Search Il|__ Faolders | o0 40 x n ‘

Adress | (1 Fp:/f10.192.54. 241 fsdleard0jboat] v | &4 o
Folders X Mame = Size | Type Modified

@ Desktop RZ-RE.44 1.42ME  4AFile 1/2/2009 1:53 PM

& [} My Documents
E '} My Computer
@ %4 My Network Places
# Recycle Bin
# € Internet Explorer
= (8] 10.192.54,241
= @ sdcardd

g i]oot |

User: Anonymous 0 Internet

IMPORTANT: The boot directory must contain only one firmware file. If it contains more than one,
the wrong firmware may be loaded.

4. |Ifthe card contains a command file or any other firmware files, delete them.

5. To boot the controller from firmware on the card, turn the controller off and insert the card in
the controller’s card slot. Turn the controller back on. (Or insert the card and then quickly push
and release the controller’s Reset button.)

If the boot directory exists on the card, the STAT LED blinks green three times, quickly. Firmware
is loaded. If the STAT LED blinks red, see “Blink Codes” in the controller's user's guide to
determine the problem.

If the STAT LED blinks green two times, either the boot directory is not present, the firmware file
is invalid or does not match the controller, or the controller is an SSD controller.

When the STAT LED no longer blinks steadily, but blinks only once every five seconds, you can
remove the card. When the card is removed, the controller continues running the firmware on
the card until power is cycled or the controller is reset. If you need to know whether the
controller booted from the card or from flash memory, use PAC Manager’s Inspect window to
check the Status Read area. See the PAC Manager User’s Guide for instructions.
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Updating, Running, or Testing a Strategy

The card can also be used to update, run, or test a PAC Control strategy. This ability is useful when
the controller is not on the network or PAC Control isn't available. Both regular strategies and Secure
Strategy Distribution (SSD) strategies can be used.

You can write to the card in one of two ways: either use your PC to FTP files to the card in the
controller, or use a card reader with your PC and copy files with Windows Explorer.

IMPORTANT: The controller must have firmware version R8.4a or higher and loader version 5.1b or

higher. To check the version on your controller, see page 10.

1. In PAC Control Configure mode, choose File—Strategy Options. Click the Download tab.

3

Strategy Options

Archive | Download | Serial /0 Ports | Legacy

Flash Memory
[[] Save strategy to flash memory after download
[ Set autorun flag after download

Background Downloading

[] Use background downloading and fast strategy updating.
The controller must be configured for this feature using PAC Manager.

Download Compression

None Full

[ QK H Cancel ][ Help ]

If you want the strategy saved to flash memory, check the box Save strategy to flash memory
after download.

For all firmware versions 8.4a or newer, if you want to set the strategy to autorun, check the box
Set autorun flag after download.

Autorun works if you insert the card and then turn on the controller; it has no effect if you insert
the card when the controller is already turned on. (If the controller is already turned on, the
new strategy follows the status of the existing strategy: if the existing strategy was running
when the card was inserted, the new strategy will run; otherwise, it will not.)

If you use background downloading, the controller will switch to the new strategy when the
card is inserted.

Click OK.

Choose one of the following:

a. Ifyou're using Secure Strategy Distribution, follow steps in form #1762, the PAC Terminal
SSD Technical Note, to create a download file with the file extension .ssd.

b. Otherwise, compile the strategy as a Control Engine Download file (.cdf) by right-clicking
the name of the control engine in the Strategy Tree and choosing Compile Control Engine
Download File from the pop-up menu.
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The file is created in the same folder as the strategy, with a .cdf extension and a filename
consisting of the strategy’s name and the control engine’s name (for example,
MyStrategy.MyEngine.cdf).

6. Rename the .cdf or .ssd strategy file to fit the 8 dot 3 filename format for the microSD card (see
“Card Type and Format” on page 1).

IMPORTANT: You must retain the correct file extension (.cdf or .ssd).

7. Create adirectory on the card in the root and name it: strategy

Remember, if you are looking at the card in the controller, you create the strategy directory
inthe sdacardo directory. If you are looking at the card in a card reader, create the strategy
directory at the top level. The controller’s file system treats the card as a directory named
sdcardo.

8. Copy the renamed strategy file to the sdcard0/strategy directory on the microSD card.

Here's an example of a strategy file in the strategy directory, looking at the card in the

controller:

0% ftp://10.192.54. 241 /sdcard0/stratesy/ (=3
File Edit View Favorites Tools Help .
@Back - \_)' .? /..]Search [L_‘ Folders =] x n '

Address |_@ fep:fi10.192 .54, 241 fsdcard0)strategy! VE . Go
Folders X Mame Size | Tvpe Modified

(2} Deskrop - MATH,COF 107 KB COF File 1/2}2009 2:20 PM
[E=] B My Documents

J My Computer

& My Metwork Places
2 Recycle Bin

@ Internet Explorer
= [$] 10.192.54.241

= @ sdcardd
@ boot
§strategy

- Strategy file

User: Anonyrmous 0 Internet

9. Choose how you want to use the card with the controller:

- Turn off the controller, put the card in, and turn the controller back on. The
controller will load the strategy from the card (verifying the signature if it is an .ssd file),
switch to the new strategy if you're using background downloading, and run the new
strategy if you set it to autorun. If it's not set to autorun, you have to start the strategy
manually using PAC Control or PAC Terminal. If you checked the Save to flash memory bo,
the strategy is saved to flash.

— Put the card in while the controller is running. The controller will check that the
strategy differs from the existing one, verify signature on an .ssd file, load the strategy,
switch to the new strategy if you're using background downloading, and then run the
strategy only if the existing strategy was running when you put the card in. If the existing
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strategy was stopped, the new one will not run; you must start it manually. If you checked
the Save to flash memory box, the strategy is saved to flash.

In either case, the STAT LED will blink steadily while the strategy is loading and then blink two
sets of three blinks—green to indicate success, or red to indicate failure. When the STAT LED no
longer blinks steadily, but blinks only once every five seconds, it has finished.

10. Wait until the STAT LED blinks only once every five seconds, and then remove the card.

Disabling Firmware and Strategy Updates Via the Card

If you do not want anyone to be able to update firmware or strategies using a microSD card, you can
disable this feature in the controller. (Enabled is the default.)

1. In PAC Manager, open the Inspect window for the controller.

2. (lick Other and choose Generic Read/Write from the popup menu.

3. Inthe Address field, type F7002200. Choose 32-bit Integer as the Type.
4

To disable firmware/strategy updates: In the Value column next to the address, type o (zero).
Click Apply.

5. Toenable firmware/strategy updates: In the Value column, type any value other than zero and
click Apply.

For Help

Getting Firmware Version Information
1. Choose Start—>Programs—0Opto 22—>PAC Project—PAC Manager.

2. Inthe PAC Manager main window, click the Inspect button @

3. Inthe Device Name field, type the controller's name or IP address. Click Status Read.
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= Inspect Opto 22 Device

Device Name: |FRENR=S el

Statuz Read
Statuz Read

Statusz:

Optionz

Status Read area last read at 09401709 16:57:23

Status Wite IEES

DESCRIFTICN

VALUE

~ Refresh |

Wireless LAN I

Paint Config
Drigital Bank.
Diigital Point
Analog Bank,
Analog Point
High Denszity
System 3
Scratch Pad  »
Datalog »

OxFFFF FO30 0004
0xFFFF FO30 0008

0xFFFF F030 0018
0xFFFF FO30 0000
0xFFFF FO30 0230
0xFFFF F030 001C
OxFFFF F030 00RO
OxFFFF FO30 00BO

0xFFFF F030 0020
0xFFFF F030 0080
O0xFFFF F0O30 0024
0xFFFF F030 0025
0xFFFF F030 002&
O0xFFFF F0O30 0028

0xFFFF F030 00ZE

Powerup Clear Flag PUC Needed
Busy Flag

Loader Version
MEmOry Map veraion

Current Boot Device

Firmware Version

MRErE VErSL1o ate
Firmware Version Time

Unit Type

Unit Description

I/0 Unit Hardware Revision (Month)
I/0 Unit Hardware Revision (Day)
I/0 Unit Hardware Revision (Year)
Installed Ram

ETHERNET 1 Interface
MAC Rddress

POUC Receiwed (0)
a

R5.1b

1

Flash Memory
RE&.5a
0&/21/2009
10:57:01

0x00000068
SHAP-FAC-R1-W
5

29

2009

33554432

00-R0-3D-01-81-40

FID 4 0xFFFF FO30 0034 IF Rddress 192.168.10.2
0xFFFF FO30 0038 Subnet Mask 255.255.255.0

Everts ¥ 0xFFFF F030 003C Gateway 0.0.0.0
OXFFFF FO30 0040 DNS 0.0.0.0

Communications »
ETHEENET 2 Interface
Other 3 b

Cloze |

Help |

Loader and firmware versions are shown.

Contacting Opto 22 Product Support

If you need a newer loader version, have trouble downloading firmware, or experience other
problems using the microSD card slot, and you cannot find the answer in this document or in the
controller’s user's guide, please contact Opto 22 Product Support.

Phone: 800-TEK-OPTO (835-6786) NOTE: Email messages and
951-695-3080 phone calls to Opto 22
(Hours are Monday through Friday, Product Support are
7 am.to 5 p.m. Pacific Time) grouped together and

answered in the order

Fax: 951-695-3017 received.

Email: support@opto22.com

Opto 22 website: WWW.0pto22.com
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